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Security features

Security pack

» The Security Pack is a collection of security and activation features.

« It allows for the enablement of local self-encrypting (SED) authentication key (AK)
management.

* The SE350 V2 and SE360 V2 will only support the security pack disable feature for the
Initial release.

Features Initial release

Function set |- Security pack disabled
« SED AK management based on a passphrase




Security features

SED AK management — SED encryption disabled

i ThinkEdge SE350 V2 CPU Planar

Clarity Controller2 <

Bluetooth Button on Front Panel

Prevent System Firmware Down-Level sabled

Security Password Manager o

SED Authentication Key (AK) Manager @

Q Disabled

SED encryption
disabled



Security features

SED AK management - enabling SED encryption

Clarity Controller [U] ‘! ThinkEdge SE450 System name
A Home SED Authentication Key (AK) Manager @
SED encryption Enabled .j
B Events o
Pleas fy the Pas e initial SED K
Inventory
.......... & )

oo \ The security pack

| disabled mode supports
SED AK management,
Remote Console and it can be activated
e Disabled with a passphrase through

If the setting is enabled, the Audit Log tab will contain log entries of IPMI raw data from LAN and KCS channels. If the IPMI command BMC Config uration

s from LAN channels, the user name and source |P address will be included in log entry

Storage

Firmware Update

Server Configuration

BMC Configuration

Limit Concurrent Login Per User Account 2]
Backup and Restore

Number of Web concurrent sessions 10 O 1-10 se \
License Number of Command Line concurrent sessions 2 o {(1-2 sessions)
Number of Redfish concurrent sessions 16 o 16 session:s

Network




Security features

SED AK management - SED encryptlon enabled

Clarity Controller2 < 1l ThinkEdge SE350 V2 CPU Pia

IPMI SEL Log Wrapping Disabled

Bluetooth Button on Front Panel Enabled E

Prevent System Firmvware Down-Lavel Disabled

Security Password Manager @

able
sable
SED Authentication Koy (AX) Manager @
Q b
x (DA @
» (7]
T
|
SED encryption
enabled

More SED AK management methods are supported when the system is configured to Security Pack mode.



Security features

Changing the SED AK

In security pack disabled mode,
the passphrase is required when
SED AK is changed or recovered.

SED Authentication Key (AK) Management Q

SED encryption @
P Change the SED AK 0

Enabled E

v Recover the SED AK 0
! ! [ 1 SED AK 3
I 0 ‘,‘_"~",-J 0‘
SED Authentication Key (AK) Management @
SED encryption 0 Enabled :
W Change the SEDAK @
Method: Genera ED
: o I @
P Recover the SEDAK @

Lenovo



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6

