Activation process (SE350
with Security Pack only)

Mobile app, Internet, and Web manual activation
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SE350 activation overview

The ThinkSystem SE350 with Security Pack is shipped in a locked state, and the system will not boot
unless Lenovo XClarity Controller is accessible. Edge server activation will register your ThinkSystem
SE350 inthe Lenovo ThinkShield Portal, and from there, you can unlock your ThinkSystem SE350 for
operation and manage its security. Follow the steps set out below to activate the SE350.
* |nitial login

o Register a Lenovo ID

o Log in to the ThinkShield Key Vault Portal to create an organization
* Claim the device

o Log in to the ThinkShield Key Vault Portal

o Claim the device
 Activation methods:

o Mobile app

» Requires a dedicated user who is signed in to the mobile app. (Refer to the ThinkShield Mobile Application
section of this course for more information.)
o Internet connection (online activation)
= Always requires IT admin approval

o Web manual activation

L Note: The Secure Activation Code is only required for the
* Reactivation

claiming process, not the activation process.
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User roles for ThinkShield Key Vault Portal

 Has a Lenovo ID
o This user has a Lenovo ID account but does not have role permissions to any portal
organizations.
» Base User
o This user role is primarily used to add users from an external authentication service — for
example, ADFS.
= This user role will be assigned to users the first time they sign in to the Portal using
ADFS.
o This user can log in to organizations but has no access to any capabilities.

o This user can also log in to the ThinkShield Mobile application within the same organizations.
» Edge User

o This user can log in to organizations.

o This user can also log in to the ThinkShield Mobile application within the same organizations.

o This user role is primarily used to give permissions to users who will physically activate the
SE350. This type of user does not have the ability to conduct user or grouping functions.
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User roles for ThinkShield Key Vault Portal — continued

* Maintenance User
o This user can log in to organizations.
o This user can also log in to the ThinkShield mobile application within the same organizations.
o This user role is primarily used to perform device actions (for example, claim and activate)
and device grouping.
o This user role is the only one with the ability to update the Device key in the event of a
system board failure which requires a Device key exchange.
* Org Admin
o This user can log in to organizations.
o This user can also log in to the ThinkShield mobile application within the same organizations.
o This user has top-level permissions within an organization.
o However, this user role cannot update the Device key in the event of a system board failure
which requires a Device key exchange.
« ThinkShield Service Support account
o For Lenovo authorized service providers only (also known as SSRs)
o Use the ThinkShield Edge Mobile Mgmt application (ThinkShield Mobile app) to update the
Device key after replacing the system board
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Initial login

To set up a Lenovo ID and create an organization in the ThinkShield Key Vault Portal, complete
the following steps.

( Click each number in turn to see the procedure.

step @)—OA—O—O—O—0O—0—C
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Initial login

Lenovo ID setup

Go to the

to set up a Lenovo ID.

You can skip this step if you already
have a Lenovo ID.

Note: It is suggested that users enter an
email address to set up a Lenovo ID as

the ThinkShield Key Vault Portal requires
an email address for logging in.

Create account

Sign up with your phone number

Already have an account? Sign in
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Initial login

Logging in to the ThlnkShleId Key Vault Portal

Go to the | Web page and select Create an Organization. Then, log in with a Lenovo ID.
To create an organization in the Portal, the customer has to assign an IT administrator, who WI|| own the organization.

mmksmem KEY VAULT PORTA

Forgot your Organization ID?

ThinkShield

Sign in with your
Lenovo ID

Signin
Username

Organization 1D

Password

Dont have an account?

8
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Initial login

Enter an Organization ID in the required field, and then click Submit. If there are no errors, the Create organization

page will be displayed. Note that the Organization ID must contain only humbers and lower case characters with no
spaces.

Sign up for an Organization ID
Sign up for an Organization ID

Enter a unique organization ID for
your company's portal

Enter a unique organization 1D for your company’s portal and select
authentication type. B

Lenovo ID -

Lenovo
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Initial login

Enter the required information, and then click Submit. A page with a message stating that the organization was
successfully created will be displayed. Click Go to Portal, and you will be taken back to the ThinkShield Login page.

Create organization
o
0 2at
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Initial login

Log in to your organization with the Organization ID, and then log in with your Lenovo ID on the following page.

Forg r Organization ID? . L "]mksmgm KEY VAULT PORTA
G ThinkShigld <ev vauLr porTa ThinkShield
= % Sign in with your
Sign in g Y
Lenovo ID
Organization 1D Username
Passwor d
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Initial login
In order to use the application, you need to accept the Terms and Conditions and Privacy Policy.

Terms and Conditions

The following are terms of a legal agreement between you and Lenovo ("we,” "us,” or "our”). By accessing, i Privacy Policy
browsing and/or using this web site, UDS Portal, ThinkShield Key Vault Portal, ThinkReality Platform, its related

web pages, interactive features and Services (defined as applications or other tools or programs), and their

respective contents, or any other website linking to these terms, whether accessed via computer, mobile device

or other technology (collectively, the "Web Site”), you acknowledge that you have read, understood, and agree, to Lenovo recognizes that privacy is of great importance to individuals everywhere - our customers, website visitors,

be bound by these “Site Terms of Use" and to comply with all applicable laws and regulations, including export product users... everyone. This is why the responsible use and protection of personal and other information under our
and re-export control laws and regulations. If you do not agree to all of these terms, we are unwilling to grant you

access to the Web Site, and you must immediately cease use of the Web Site and any Services.

care is a core Lenovo value. To learn more about our privacy practices, please click any of the links below. If you have
any further questions or concerns, please feel free to reach us at privacy@lenovo.com

PLEASE READ CAREFULLY THESE TERMS (AND THEIR INCLUDED LINKED INFORMATION, SUCH AS OUR
PRIVACY STATEMENT WHICH IS HEREBY INCORPORATED BY REFERENCE). BY ACCESSING, BROWSING

OR USING THE WEB SITE, YOU ACKNOWLEDGE AND REPRESENT THAT YOU (i) HAVE READ THESE

TERMS AND THE PRIVACY POLICY, (i) UNDERSTAND THEM, (iii) ACCEPT AND AGREE TO BE BOUND BY

THEM, (iv) ARE ABLE TO FORM LEGALLY BINDING CONTRACTS, AND (v) AGREE TO COMPLY WITH ALL L_| I have read this Policy and agree to the terms.
LAWS AND REGULATIONS APPLICABLE TO YOU, TO THE USE OF THE WEB SITE, AND/OR THE INTERNET.

Lenovo Privacy Statement

| I have read this Agreement and agree to the terms and conditions. a
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Initial login

After logging in, users will be

redirected to the Devices page.

The menu on the left will be
different for the three different
user roles.

T

Device Manager
Users

Groups

| Organization Admin

= ThinkShield

» &3 Device Manager

= Groups

Step

= THinkSniel

» J  Device Manager

| Edg‘e User
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Initial login

A notification email will be sent from no-
reply@uds.lenovo.com to inform you that you have
been added to an organization.

Hello !

You have been added to your organization's portal for

ThinkShield Key Vault.
Organization ID

URL: https://portal .naeal.uds.lenovo.oom

You will need a Lenovo ID to access the portal. If you don't have a
Lenovo ID, click here to create one.

Access the Portal

Ster
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Claiming the device

To claim a device for an organization, complete the following steps. These steps should be
performed by organization’s IT department .

Note: You don’t need to claim the device if using the mobile app activation process. The mobile app will
automatically claim the device and then complete the activation process.

( Click each number in turn to see the procedure.

ster @Q—0—0—0
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Claiming the device

Log in to the ThinkShield Portal, accept the Terms and Conditions, and then accept the

Privacy Policy.

Terms and Conditions

The following are terms of a legal agreement between you and Lenovo ("we,” “us,” or "our”), By accessing,
browsing and/or using this web site, UDS Portal, ThinkShield Key Vault Portal, ThinkReality Platform, its related
web pages, interactive features and Services (defined as applications or other tools or programs), and their
respective contents, or any other website linking to these terms, whether accessed via computer, mobile device
or other technology (collectively, the “Web Site”), you acknowledge that you have read, understood, and agree, to
be bound by these “Site Terms of Use® and to comply with all applicable laws and regulations, including export
and re-export control laws and regulations. If you do not agree to all of these terms, we are unwilling to grant you

access to the Web Site, and you must immediately cease use of the Web Site and any Services.

PLEASE READ CAREFULLY THESE TERMS (AND THEIR INCLUDED LINKED INFORMATION, SUCH AS
OUR PRIVACY STATEMENT WHICH IS HEREBY INCORPORATED BY REFERENCE). BY ACCESSING,
BROWSING OR USING THE WEB SITE, YOU ACKNOWLEDGE AND REPRESENT THAT YOU (i) HAVE READ
THESE TERMS AND THE PRIVACY POLICY, (ii) UNDERSTAND THEM, (iii) ACCEPT AND AGREE TOBE
BOUND BY THEM, (iv) ARE ABLE TO FORM LEGALLY BINDING CONTRACTS, AND (v) AGREE TO COMPLY
‘WITH ALL LAWS AND REGULATIONS APPLICABLE TO YOU, TO THE USE OF THE WERB SITE, AND/OR THE

| have read this Agreement and agree to the terms and conditions.

Privacy Policy

Lenovo recognizes that privacy is of great importance to individuals everywhere = our customerns, website visitors,
product users... everyone. This is why the responsible use and protection of personal and other information under our
care is a core Lenovo value. To learn more about our privacy practices, please click any of the links below. If you have

any further questions or concerns, please feel free to reach us at privacy@lenovo.com

Chan pry?

| have read this Policy and agree to the terms.

\
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Claiming the device

* Click + Claim device to start the claiming process.

* Input the server’s Serial Number, Machine Type, and Secure Activation Code. These three columns are required.

o Device name is optional. The ThinkSystem Key Vault Portal will generate a unique device name if no information is
entered.

o Eachdevice name must be unique within the organization.
» Click Claim to complete the process.

Claim a Device

All fields required unless noted otherwise

& | ThinkShield

Devices

4 P

Note: The Secure Activation Code will be printed on the asset tag and on the

flyer that was shipped with the server. Users can also retrieve an Activation
Code from the mobile app. The Activation Code is required only for claiming.
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Claiming the device

* The server will be displayed on the device list page.
* Note that the status of the server will be Pending until it is activated.

i

Devices €3

The server status is Pending
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Claiming the device

You can unclaim a server from the organization

* Check the device(s) you want to unclaim from the organization.
* Click Unclaim at the top of the page to unclaim the device(s).
* Click Yes to confirm the action.

Unclaim Device

2 Cloud
i Portal Devices €3
@Uml m
(2)
[v] +STATUS

Are you sure you want to

Unclaim this device?

Ster
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Creating users for the mobile connection feature

If a customer wants to use mobile activation, the IT administrator will need to create users who
can activate the SE350 with the mobile app.

Note: The procedure set out here is for customers. SSRs should request a ThinkShield Service
Support user role for mobile connection. To get a ThinkShield Service Support account, send an email
with your Lenovo ID to . Refer to the Initial service step for the ThinkSystem

SE350 section in this course for details.

C Click each number in turn to see the procedure.

ster @—0—O
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Creating users for the mobile connection feature

TinkStiel

Users

Select Users in the left field, and
then click Invite a user.
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Creating users for the mobile connection feature

Manual invite:
* Fill in the required information.
» Assign the job role to the user.

* Click Invite. /

Invite User

MANUAL INVITE BULK INVIT

Edge User v
Edge User
i « Maintenance User
Organization Admin i A .
* Organization Admin

st @—2—©

Bulk invite:
* Click Download CSV template.

* Fill in all the required data and save the CSV file.
o The required fields are: First Name, Last Name, Role,

and Email.

» Upload the CSV file to the Portal. Click Verify after the

file has been uploaded.

Invite User

\Jpload a CSV file with all users you want to invite.
] Download CSV template

MANIL

BULK INVITE

7
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Creating users for the mobile connection feature

The user has been created.
Press the €» icon to invite more users.

TinkSie

Users €3
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Internet connection (online activation)

Activation of the SE350 can also be done through an Internet connection, also known as online
activation.
This process consists of two steps: claiming and activation. The process should run as follows:
* The onsite user talks with the customer IT admin, who is using the ThinkShield Key Vault Portal.
* The onsite user passes on the MT/SN/Activation Code, and the IT admin enters it into the ThinkShield
Key Vault Portal
o This is claiming
* The IT person clicks Activate on the ThinkShield Key Vault Portal.
* The onsite user connects the SE350 to the Internet.

« The SE350 connects to the ThinkShield Key Vault Portal and runs the activation process.
o This is activation

( Click each number in turn to see the procedure.

step @—0—O




Activation process

Internet connection (online activation)

Check the device(s) that need to be activated, and then click Activate.

Cloud
rortal Devices €2

® Unclaim @ Activate 2
> @
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Internet connection (online activation)

The status of the server will change to Ready.

Cloud
Portal Devices €3

[] +STATUS

] 3c24be47-b5af-437b-955f-

X

Ster @—(2—©
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Internet connection (online activation)

* Perform an ac cycle and turn on the server.
« Connect the server XCC port 1 to the Internet.
 Attention: Do not connect to RJ45 Ethernet ports 3 or 4, or the activation process will fail.
* The server will connect with the ThinkShield Key Vault Portal and automatically perform the activation
process. (This can take up to 15 minutes).
» After activation, the server will unlock.
* The status of the server will change to Active on the ThinkShield Key Vault Portal.

Cloud
Portal Devices €2
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Web manual activation

When the Internet or the mobile app cannot be accessed, the SE350 will need to be activated
manually.

The process requires switching between two Web sites (Lenovo XClarity Controller and
ThinkShield Key Vault Portal) for information input and exchange.

( Click each number in turn to see the procedure.

ser Q—0—0—0—0—0
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Web manual activation

Perform an ac cycle and turn on the server. Log in to the XCC portal on the Web browser.
« Select BMC configuration > Security > System Lockdown Mode
» Configure the state of the server from Asserted to De-asserted.

I] Utization ‘) De-asserted
System Lockdown Mode @ @ Asserted E
[2 Remote Console
A ot
2 Firmware Update
&5 Server Configuration Mot etection @
BMC Configuration @ ' @
. N
Backup and Restore “Imkmldﬂ
Koy Vault

License

Network
SED Authentication Key (AK) Manager (7]
User/LDAP > i 0
N E @ letworking minmie‘d

Koy Vault

step (D—Q—O—0—0—O
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Web manual activation

Challenge Text will be displayed on the Key Vault Activation pop-up window.

Key Vault Activation

The chaillenge text 5 centraly managed on the ThinkShield Kev Vault Poral by the IT

administrator. Provide the chalenge text in order 1o obtain the chalenge response from the IT

administrator

Challenge Taxt

585 AAB FAS

)4
Chalienge Respohse
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Web manual activation

* Log in to the ThinkShield Key Vault Portal.
 Click on the server you plan to activate. A pop-up window will be displayed; click Manually
Activate.

. 1\:‘ Activate (3: Unclaim ‘};{f'\ Manually Activate D) Re-sync
Devices €3 o

al'lé 1234567890

sep @—O——0—0—0



Activation process

Web manual activation

* Input the Challenge Text generated in the XCC portal and click Generate Response. The
portal will display the Challenge Response.

Manually Activate Manually Activate

Ask the user to read out their Challenge Text Ask the user 1o read out their Challenge Text

from their device, from their device.

585-AAB-FAS Q) 5E£-AAE1-IA5

5 @

Read the following back to the user
to activate the device:

Step

Lenovo
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Web manual activation

» Switch to the XCC portal Web page and input the Challenge Response on the Key Vault Activation
pop-up window.

* Click OK.

« System Lockdown Mode will change to the De-asserted state.

Key Vauit Activation

challenge %exl s Centraly managed on t™he 1D neid ¥

- System Lockdown Mode @ De-asserted

585 AAB FAS

sier Q—0—0—0—>—0
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Web manual activation

Go back to the ThinkShield Key Vault Portal and click Activate. The sever status will be

changed to Manually Activated.

Step

Lenovo

Manually Activate

Ask the user 10 read out their Challenge Text
from their device.

AAB I:.‘

Read the following back to the user

to activate the device

Cloud
Portal

Devices €3

+STATUS

3c24be4d7-b5af-437b-955f-
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Reactivation

Depending on the system configuration, the system will lock if it detects a tamper event. As
part of this lock, SED AK access from processor will be disabled. The SE350 will need to be
reactivated after the customer has confirmed its safety. The activation process will then need
to be performed.

* When the onsite user starts the activation process, the ThinkShield Key Vault Portal will
only change the status of the device from Active ( «« ) to Deactivated (===« ) |f the
device is connected to the Internet on the XCC port.

* The Customer IT administrator needs to activate the device from the ThinkShield Key Vault
Portal (using online activation) or the onsite user needs to begin mobile app activation (or
manual activation).

 After successful activation, the ThinkShield Key Vault Portal status will be updated to
Active.

Attention: A CMOS battery failure will also lock the system. The reactivation process is required after
replacing the CMOS battery.
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