ThinkShield Web application
- Update Key

Alternative Device key update method if the Mobile application is not
available
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ThinkShield Web application — Update Key

After replacing a system board, Maintenance users can work through the following procedure to
update a Device key using the ThinkShield Web application:

Steps Web interface IPMI
1 Replace the system board (update the firmware and VPD), and then prepare a laptop
2 Open a browser and log in to ThinkShield Portal
& Connect the laptop to the SE350 XCC network
4 Get the Device key with IPMI
) Update the key with the Device key obtained using IPMI

(If you need to claim the device, use the old activation
code from the flyer or asset tag)

6 Check whether the device is Standard or Security Pack

7 Issue an IPMI| command to change the personality only if it should be

Security Pack
s Q—O—0—0—0—0

NS Click each number in turn to see the procedure.
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Select a device to open the device tray. Select Update Key, and then click Save.

Devices €3
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ThinkShield Web application —

Enter the Activation Code from the defective
system board and the Device key of the new
system board, and then click Update.

* The Activation Code is printed on the asset
tag and the flyer that was shipped with the
server.

» Users can scan the QR code on the new
system board to get the Device key, or they
can get the information using IPMI
commands. For more information, refer to this
Knowledge Base |ink or click the buttons

below to see examples. IPMI
command

Update Key

Update Key

Al figids are reQuires excegt where noted

Enter the activation code and key.
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Secure Activation Code on the asset tag and flyer

A new field for the Secure Activation Code has been added to the pull-out asset tag and flyer.

ThinkShiel [T —

ATTENTION: DO NOT THROW AWAY

Note: SE350 with Security Pock is also known simply as SE3SO prior to July 2021. You can check whether your system is
SESS0 with Security Pack or SE350 Standard in Lenovo XClarity Controlier.

Asset tag
l .WJ &(lw»ﬁhs«uhvm ussomumnvmtm

SE3S0 automatic data protection, including SEIS0 automatic data protection, including

- intrusion sensor and motion sensor, can be intrusion sensor and motion sensor, is disabled.
] l " ' enabled o Data access will be never locked up. SED
o SED data access can be locked up at tamper management is dsabled. Tamper setting is
events. disabled
*  The system will need to be claimed and activated *  No activation is required.
in order to unlock and access data. Please keep o Claiming the system is optional. Secure Activation
this document for the process. Code is needed for claiming.
*  Requires activation to boot up and fully functional. ®  Keep this document for future reference

Pea: mmxccw- *XCC*, MT and SN separated
By hyphens *-*, hu!:h‘. XCC-0009-23112345 Secure Activation Code

-
XCC MAC Accyross: Place XCC MAC Address Ladel Haere
. 4

Service technicion only

s R

after system board replacement

*  For ThinkSystem SE3ISO with Security Pack, the Secure Activation Code is used when activating the system or when the
system board is replaced

®  For ThinkSystem SE3S0 Standard, the Secure Activation Code is used when the system board is replaced

Note: The Secure Activation Code can also be found on the network access tag on the front of the server or using the
Thinkshield Edge mobie app

For mobile App downicads visit:
het;




ThinkShield Web application

A QR code has been added to the system board. When you replace a system board, scan the

QR code to get the Device key.
A Secure Activation Code sticker will be attached to the heat sink on the new system board.

When you replace the system board, peel off the sticker and attach it to the pull-out asset tag.
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Secure Activation

Code sticker
M SE350 Device key

QR code
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Using IPMI to get a Device key

Service Enablement and Port Assignment

Enable IPMI in XCC:

Webd

» Select BMC Configuration = Network, and then scroll down to Web O HITPS
the Service Enablement and Port Assignment section. REST Owr HTTPS

CIM Over HTTPS

- Configure the state of the IPMI over LAN to Enabled. ..

Connect the laptop to the XCC port that has IPMltool installed, and then run the following command to get the Device key:
>ipmitoel -1 lanplus —U USERID =P PASSWORD -H 192.168.70.125 raw Ox3a 0xf2 0x6

Sample output:

54 41 8b d7 76 4f 1b 57 bf 63 0Oe 6b 31 ea 27 98

Ob a4 29 el b2 12 86 c2 42 70 aa 2d 17 f£f7 26 ce

88 Oc a8 a8 cb €9 0c cd 72 d2 74 05 £7 8b 7d a0

Af £9 3f 9e da 95 8f 1le a8 85 25 10 9a bd fe 9%e

The SE350 Device key will be (64 bytes, 128 hex chars long):

54418bd7764f1b57bf630e6b31lea?2/980bad29%9e1b21286c24270aa2dl17t726ce880ca8a8cbe90ccd72d27405
£78b7da04ff93f9%eda958f1ea88525109abdfe9%e

Note: In this example, the XCC IP address is 192.168.70.125, the user ID is USERID, and the password is PASSWORD
(zero, not capital 0)
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ThinkShield Web application — Update Key

Update Key

Confirm the action by clicking Yes in the Update
Key pop-up window. n

Are you sure you want to continue?
This action is permanent.
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ThinkShield Web application — Update Key

A message will be displayed stating that the Device key was successfully updated.

%evices [+ J

Note: Refer to the | hinkShield Web application User Guicde for more information on how to
configure each function in the ThinkShield Web application.

Ster
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ThinkShield Web application — Update Key

Check whether the device is displayed as Standard or Security Pack. If it should be Security Pack, go to
the next step and use an IPMI command to update the device personality.

Devices ) Refresh
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ThinkShield Web application — Update Key

Connect the laptop to the XCC port that has IPMItool installed, and then run the following
command to set the device mode as Security Pack:

>ipmitool -I lanplus -U USERID -P PASSWORD -H 192.168.70.125 raw
Ox3a 0Oxf2 0x10 Oxea O0Oxl1

Note: In this example, the XCC IP address is 192.168.70.125, the user ID is USERID, and the
password is PASSWORD (zero, not capital o).

Note: Refer to the for more information on how
to configure each function in the ThinkShield Web application.

Step
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