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Server management tool

As with other Lenovo ThinkSystem products, the SE350 uses the XCC as a system
management tool, but it also has the following specific features:
* ThinkShield Key Vault security settings:

o System lockdown mode

o Self Encryption Drive (SED) Authentication Key (AK) Manager
* Edge networking (Wireless-enabled LOM package only)

o Edge device network topology
Wi-Fi connectivity
LTE connectivity
Edge network board address
BMC network bridge
Edge network board troubleshooting

O O O O O
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ThinkShield Key Vault security settings

Select BMC configuration > Security, and then scroll down the page until you see System
Lockdown Mode and SED Authentication Key (AK) Manager.

System Lockdown Mode @

De-asserted
. 'Motion Detection’ Is in disabdled state, system now loses the capability to detect motion event
1ot tion 0
*has n Detection @
WV Addit qurations
B4 Host d t
Reset Device Internal Counter
D Yes | would ike to reset counter
ThinkShield
Koy Vault
SED Authentication Key (AK) Manager @
’ Change the SED AK 0
P Backup the SED AK @
B ver the SED AK @
ThinkShield
Lenovo

Key Vault
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System lockdown mode

System Lockdown Mode is triggered either as a result of a tamper event (either chassis

intrusion or motion detection) or because it was selected through the external BMC interface.

One of the following things would have happened for system lockdown mode to be asserted:

» Achassis intrusion event was detected because the top cover or front bezel was opened.

« Amotion event was detected by the accelerometer because the machine was moved a
significant distance.

* The user manually asserted lockdown mode using the toggle button shown below.

When system lockdown mode is asserted, access to the systemis denied. When the system

Is locked, activation is required for it to be unlocked. Refer to the Web manual activation

section in this course for details of how to unlock the system.

System Lockdown Mode @ De-asserted

Motion Detection 0 Enabled E
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Motion detection

When motion detection is enabled, the BMC is able to detect motion events and protect the
system by automatically triggering lockdown mode when someone moves the system. Users
need to set up Sensitivity Level and Orientation when they enable motion detection.
» Sensitivity Level: This field allows users to configure accelerometer sensitivity.

o Low: Shaking, falling, or rolling — 500 Gal / 100 ms

o Medium: Stealing or significant movement — 250 Gal / 300 ms

o High: Vibrations or a magnitude 5 earthquake — 250 Gal / 100 ms
* Orientation: This is set according to chassis mount type.

Please ensure to select "Orientation™ according to chassis

Motion Detection 0 Enabled .: mount type exactly before enabling Motion Detection.
Sensitivity Level @ Low - 1. Stand Desktop 3. Wall Mount (Vertical) 4. Bookshelf
— Fan}
Orientation @ Stand Desktop ¥ — . — q
Stand Deskto
Chassis Intrusion Detection 0 P 2. Wall Mount (Horizontal)
Wall Mount (Horizontal) :
W Additional Configurations wall Mount (Vertical) § o O
cohalf S
E—mst would be shutdown automatically if a tamper event is detected Bookshelf N
Ceiling Mount fo) 5. Ceiling Mount
| Py Plactue Dl M b ] L 3 1 0 1 3 1 0 |
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Chassis intrusion detection

When chassis intrusion detection is enabled, the BMC is able to detect chassis intrusion
events and protect the system by automatically triggering lockdown mode when someone
opens the enclosure top cover or front bezel.

, This warning message will be
displayed if chassis intrusion ThinkShield
detection is disabled.
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Additional configurations

Users can choose to select or deselect the following settings in the Additional

Configurations section.

» Host would be shut down automatically if a tamper event is detected

* BMC network bridge through Up Link Ports would be disabled automatically if a tamper event
Is detected

« BMC network bridge through Wi-Fi Ports would be disabled automatically if a tamper event
Is detected

Chassis Intrusion Detection @ Disabled
W Additional Configurations

M Host would be shutdown automatically if a tamper event is detected
M BMC network bridge through Up Link Ports would be disabled automatically if a tamper event is detected

M BMC network bridge through Wi-Fi Ports would be disabled automatically if a tamper event is detected

Reset Device Internal Counter

[J Yes | would like to reset counter

E ThinkShield

Key Vault
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SED Authentication Key (AK) Manager

This feature allows the BMC to deploy the SED key. The SED key is designed for encryption
of both boot and data drives, and it should be stored securely in the BMC to allow the system
to boot without manual intervention. The SED AK Manager includes the following features:

* Change the SED AK

» Backup the SED AK

* Recover the SED AK

SED Authentication Key (AK) Manager ay

> Change the SED AK 0
P Backup the SED AK @
P Recove the SED AK @

ThinkShield

Key Vault

Note: This operation is not allowed when the system is not activated (lockdown mode has
been asserted) or when the current user does not have the authority to manage the SED key.
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Change the SED AK

This option allows users to renew the SED AK. If users select Generate a Random SED AK,
it is highly recommended that they back up the SED AK. Users can also select Generate SED
AK from Passphrase.
* Generate SED AK from Passphrase:

o XCC generates an SED AK based on the given passphrase, and the user is then able to

restore the SED AK without having an SED AK backup file.

* Generate a Random SED AK:

« XCC generates a random SED AK, and the user then needs to back up the AK file.
After a customer changes the SED AK, the security chip will keep two SED AKs (new and old).
At the next system restart, UEFI will replace the old SED AK with the new AK. After
completion, XCC will replace the AK in the security chip.

W Change the SED AK @ W Change the SED AK @
Method: |Generate SED AK from Passphrase v Method: Generate SED AK from Passphrase v
d d Generate SED AK from Passphrase
Generate a Random SED AK d
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Backup the SED AK

It is the customer’s responsibility to maintain the SED AK. To be fully prepared for a hardware
failure, a user backup of the SED AK is required. For customer security, Lenovo does not
keep a copy of the SED AK. Data loss could occur if the SED AK backup is not available after
hardware repair.

Customers have to assign a unique password to the SED AK backup file; the password needs
at least nine characters.

W Backup the SED AK @

o Set Password 2 Backup Process 3 Download Backup File

Note that you will be asked for this password when you use the file to restore a configuration

&= g L




System management tool, security, and Edge networking

Recover the SED AK

The SED authentication key can be imported from an external file. Select the file that contains
the SED authentication key you wish to recover. You will need to provide the password you
specified when the SED authentication key was exported.

W Recover the SED AK @

Method: Recover SED AK from Backup file >
a Select File and Input 2 Verify File 3 Restore Process
Password

Note that you need to provide a BMC backup file and corresponding password.

@3rowse... Browse a back... Input Password Next >
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Edge Networking setting

The Edge Networking setting [IRakbaall © ' oo were. oo
in XCC is only available for S
the Wireless-enabled LOM
package model. Users can
set up their network topology
and WIFI/LTE connection in
this section.

Edge Device Network Topology

Current ports assignment

R Edge Networking Port Assignment
93] 10 GOE SFP+ Host OS Managed Link
(2] 10 GbE SFP+ Host OS Managed Link
B 1 GbE SFP Down Link (Individua
1 GbE SFP Down Link (iIndvidual)
! 1 GbE RJ4S Down Link (iIndividual
n 1 GbE RM5 Up Link (Fallover pair master or siave)
1 GbE RS XCiarity Controtier Management Link
n Wi-F Down Link (indvidua
LTE Up Link (Fasiover pair master or siave)

Wi-Fi Connectivity @

Hardware Level Driver Version MAC Address

MIsex2be v5.221.5_30361 20181010 105BAD0B4VS 2 21 5_30361 201810
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Edge device network topology settings

A network topology is the arrangement of nodes and their connections within a network. The
system will reset the network settings of ports to default after a user changes their network
topology.

Several network topology presets have been defined to facilitate port assignments on this
device for operation as a standalone system or as a cluster with another local peer device.
Five types of network topology are available. Click the preset buttons for more details.

Preset 1 Edge Device Network Topology

Several network topology presets have been defined to facilitate port assignments on this device foi

Note: changing the topology might disrupt the communication on this device

I

Preset 2
Network Topology Preset 1 Y —
[ Preset 3 | @
Network Topology Preset 2 |
i Network Topology Preset 3 Wi-Fi LTE
I Preset 4 | Network Topology Preset 4

Network Topology Preset 5
Preset 5 Custom Configuration

HEEa B0 B B .

Lenovo



Preset 1 is the default configuration, and it provides maximum access links to the IOT x

Edge de gateway.

Port Asslgnmnt
N
i 10 GbE SFP+ Host OS Managed Link
) Compute VLAN (2)
A network t Fail Over VLAN (3) 10 GbE SFP+ Host OS Managed Link
Al A VLAN (4
system wil coosaVLANW 1 GbE SFP Down Link (individual)
EthernetLink
topology. ink (indvi
P gy | . 1 GbE SFP Down Link (Individual)
Several nef 4 | = = LTELink 1 GbE RJ45 Down Link (Individual)

Internal Link

device for ¢
Five types

1 GbE RJ45 Up Link (Failover pair master or slave)
1 GbE RJ45 XClarity Controlier Management Link

Wi-Fi Down Link (Individual)

o I~ B - - - -

LTE Up Link (Failover pair master or slave)

Switch/Router

192.18.71.254/24

e —

Preset 4

Lenovo



System managern x

A network t » - e 5 % VLAN_ Cloud 1

system will S : ‘ VLAN Cloud 2
: ' VLAN_BMC

topOIOgy' ) ) f  — VLAN_X86

Several ne
device for ¢
Five types

VLAN_Edge

Assignment
10 GbE SFP+ Host OS Managed Link

10 GbE SFP+ Host OS Managed Link

1 GbE SFP Cluster Port

1 GbE SFP Down Link (Individual)
1 GbE RJ45 Down Link (Individual)
1 GbE RJ45 Up Link (Failover pair master or slave)
Preset 4 1 GbE RJ45 XClarity Controller Management Link

Wi-Fi Down Link (Individual)

LTE Up Link (Failover pair master or slave)

Lenovo



¢

A network t
system will
topology.
Several nel
device for ¢
Five types

VLAN_Cloud 1
VLAN_Cloud 2
VLAN Cloud 3

e
VLAN XB86
VLAN_Edge Port Assignment
(] 10 GbE SFP+ Host OS Managed Link
10 GbE SFP+ Host OS Managed Link
B 1 GbE SFP Cluster Port
m 1 GbE SFP Cluster Port
B 1 GbE RJ45 Down Link (Individual)
- 1 GbE RJ45 Up Link (Failover pair master or slave)
(i) 1 GbE RJ45 XClarity Controlier Management Link
m 8] Wi-Fi Down Link (Individual)
B LTE Up Link (Failover pair master or slave)



Port

10 GbE SFP+

A network t
system will
topology.
Several nef
device for (
Five types

10 GDE SFP+

1 GbE SFP

1 GbE SFP

1 GbE RJ45

1 GbE RJ4S

1 GbE RJ45

Wi-Fi

LTE

Preset 4

Lenovo

Assignment

Host OS Managed Link

Host OS Managed Link

Down Link (Individual)

Down Link (Individual)

Down Link (Individual)

Up Link (Fallover pair master or siave)

XClarity Controller Management Link

With Preset 4, Port 8 is configured as an uplink failover. x

Management VLAN (1) )
Compute VLAN (2)

Up Link (Failover pair master or slave)

Up Link (Fallover pair master or slave)

[wea] [

Fail Over VLAN (3)
(

Ethernet Link N
Compute VLAN sesssnees  WiFi Link
= == LTE Link
Internal Link

192.168.70.125/24

r
1
I
1
1
1



Preset 5 is used to change the assignment of Ports 3 to 6 and Port 8. Ports 3 to 6 are x
given the Plate assignment (like a layer 2 switch that only forwards frames in a LAN).

‘_WI-AFI E L'-TE

AR B0 B B n
Port Assignment

10 GbE SFP+ Host OS Managed Link

10 GbE SFP+ Host OS Managed Link

1 GbE SFP Plate

1 GbE SFP Plate

1 GbE RJ45 Plate

1 GbE RJ45 Plate

1 GbE RJ45 XClarity Controlier Management Link

Wi-Fi User Configuration

- I~ I o - - -

LTE Up Link (Failover pair master or slave)

Lenovo
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Wi-Fi connectivity

This feature uses the BMC to configure Wi-Fi credentials for the Edge network board. Users
can choose between Access Point and Client methods, and they must also enter the SSID
and WPA password. The information is stored securely in the BMC.

Wi-Fi Connectivity @ Enabled .j
Hardware Level Driver Version MAC Address
rtis8x2be v5.2.21.1_27105.20180315_COEX20180112-5959
Method: w
SSID: | x)
Encryption: WPA2
Password: | O]
Q \pply Reset
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LTE connectivity

This feature allows users to enable or disable LTE connectivity for the Edge network board.

LTE Connectivity @ Enabled -:l

Hardware Level Firmware Version IMEI Code

a Apply Reset
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Edge network board address

This feature allows users to configure the IPv4 and IPv6 addresses of the Edge network

board.

Edge Network Board Address

This IP address would be accessed through the BMC dedicated port as well as any bridged network as configured

1Pv4

DHCP Server 0
Method

IPv4 address

Network mask

crasiea [ ]

Disabled

Use static IP address v
192.168.70.254 (V]

255.255.255.0 (v

IPV6

DHCP Server @
Method

IPv6 address

Prefix length

Obtain IP from DHCP
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BMC network bridge

The BMC network bridge allows users to select the outbound interface to access the BMC
management port. There are four options as shown below. The default option is None, which
means that only the dedicated RJ45 port can access the XCC interface.

BMC Network Bridge

Note: The BMC is always accessible from the dedicated Ethernet port.

Enable the BMC to be accessed from these networks:

Port: None v
Down Link Ports @
Wi-Fi Ports
Up Link Ports
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BMC network bridge configuration — example

The following steps show you how to configure BMC access through the Wi-Fi network.

( Click each number in turn to see the procedure.

sier Q—0—O—0—0—0—0
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BMC network bridge configuration — example

Assuming it is a new SE350, leave all the configurations in their default settings.
« Connect the RJ45 network cable to the SE350 XCC MGMT port and to your laptop.

* Open the XCC Web page in a Web browser and log in with the default XCC |P address and credentials:

o Default XCC IP: 192.168.70.125
o Username: USERID Note: You will be asked to change the default BMC password after

o Password: PASSWORD (0 = Zero) logging infor the first time.

Clarity Controller
Hodaka Planner (2123IT CPU)

Machine Type 1246
Power State on
BMC 1P 192 168 70 125

Location

System Lockdown Mode Inactive
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BMC network bridge configuration — example

» Set up the XCC IPv4 configuration. Clarity Controller : Planner (21231... System name < Epot &
* From the XCC Web GUI, select B L¥%ztce T
BMC Configuration — Network. [% Remote Console o
o Method: select Use static IP RS- e cwes JJE  vu0 swied |
address i - i | 16 Address.
o Network mask: customer il e z S
preferences BMC Contiguraton = o
o Default gateway: customer N e ) i
preferences

License

DNS and DDNS
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BMC network bridge configuration — example

» Set up the Wi-Fi connectivity Clarity Controller ! Planner (212TCPU)  System name < Ewo
configuration. & Home
* From the XCC Web GUI, e P
select Edge Networking — . Wi Conneetivity @ crasies [ ]
Wi-Fi Connectivity. - Hardware Level Driver Version Board Serial Number IPva Address
o Select Enabled e
o Method: select —— 4
Access Point Ay SE350_techwr o
o SSID: your own SSID e
o Password: your own R :

paSSWO rd BMC Configuration

] | @ | Networking

LTE Connectivity @ Enabled E

ser @Q—0——-0—0—0—0
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BMC network bridge configuration — example

» Set up the Edge network board
address.

* From the XCC Web GUI, select

Edge Networking — Edge
Network Board Address.

®)
@)

O

Step

Lenovo

IPv4: select Enabled
Method: select Use
static IP address

IPv4 address: your own
Network mask: your own
Default gateway: your
own

Clarity Controller

A Home

H Events

‘= Inventory

M utiization

[/ Remote Console

2 Firmware Update

5 Server Configuration

BMC Configuration

(O]

X Edge Networking

: Planner (2123IT CPU)

System name

Edge Network Board Address

This IP address would be accessed through the BMC dedicated port as well as any bridged network as configured

The Edge Network Board will be restanted for the new seftings to be effective Ihancul-: complete within 30 seconds

Do not perform other operations w

hile that is taking place

1Pv4

DHCP Server @
Method

IPvd address
Network mask:

Default gateway

Disabled

Use static IP address

192.168.70.254 [:’}.
2552552550 &
0.0.00 v

IPv6

DHCP Server 0
Method
networkiPviAddress

Prefix length

Obtain IP from DHCP

Disabled

Disabies

BMC Network Bridge

Nnte: The RMC is alwavs A

rrassible fram the dedicatad Fthameat non
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BMC network bridge configuration — example

. ~ . !
« Set up the BMC network bridge e AiE s O s
s s This IP address would be accessed through the BMC dedicated port as well as any bridged network as configured
CO nflg u ratlo n = e The Edge Network Board will be restarted for the new settings to be effective. It should complete within 30 seconds. Do not perform other operations while that is taking place
* From the XCC Web GUI,
I t Ed N k' 1Pvd Enabled .] 1Pv6 Disabled
select Edge Networking —

= Inventory DHCP Server @ Disabled DHCP Server @ Disabled [:-
B M C Netwo rk B rld e . i Method Use static IP address ' Method Obtain IP from DHCP
- - ilization
O P O rt: WI —F I P o rts IPv4 address 192.168.70.254 @ networkiPvGAddress
Remote Console Network mask 255.255.255.0 (v Prefix length 0
Default gateway 0.0.00 v ]

2 Firmware Update

Server Configuration

BMC Configuration BMC Network Bridge

Note: The BMC is always accessible from the dedicated Ethernet port

Q * Networking Enable the BMC to be accessed from these networks ’
Port Wi-Fi Ports )
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BMC network bridge configuration — example

Activate the new settings.

 From the XCC Web GUI, select
Edge Networking — Edge Network & Edge Networking Enable the BIIC to be accessed fom hese networks
Board Troubleshooting — Restart e |
Immediately

» Wait for one to two minutes and then
connect to the SE350’s Wi-Fi access
point. The SSID should have the
name entered during step 3.

BMC Network Bridge

Note: The BMC is always accessible from the dedicated Ethemnet pont

BMC Configuration

Port Wi-Fi Ports =

Edge Network Board Troubleshooting

Note: Any of these actions might disrupt the network communication on this device

Restart Imnmediately

Reset To Factory Defaults

(-

| (7 SE350_techwr

" Connected
Q

Step

Lenovo
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BMC network bridge configuration — example

Using the PC or laptop connected to the SE350 Wi-Fi access point, open the XCC Web page ina Web
browser with the correct XCC IP address. (In this example, it's 192.168.70.125.) The XCC home page
will open if the configuration was set up correctly.

¢ C @ © £ 25 hips//192.168.70.125/4/1 R nNDe®® =
Clarity Controller ! Planner (21231... System name o EBxpot S USERD @® 1125AM =
f Home Health Summary  Active System Events (0) (7]
B Events
2 = L -
= Inventory
1/1installed 1 3 1/1installed alle
M utiization
E Remote Console v v

2 Firmware Update

t:-n Server Configuration

@ | connguration

ser @—O—0—0—6—0—0
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Edge network board troubleshooting

Users can restart or reset the Edge network board when an error occurs.

Edge Network Board Troubleshooting

Note: Any of these actions might disrupt the network communication on this device.

Restart Immediately

Reset To Factory Defaults

Note: For more information about the edge network setting on the ThlnkSystem SE350 edge
server, refer to the WLAN client Configuration section on the | 0 Info Cente
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