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Further analysis

Further analysis workflow

Servicers need to collect system event logs and/or service data, and then upload the logs to
Lenovo System Care, where logs will be parsed for further analysis. Service data is also
known as First Failure Data Capture (FFDC).

Lenovo



Further analysis

Event logs

Light path diagnostic LEDs do not always give servicers enough information for

troubleshooting. In these cases, it will often be necessary to collect event logs from the failing

system to complete a diagnosis. Event logs contain alerts generated by Lenovo XClarity

Controller (XCC) or by UEFI in the servers. If the server is managed by the Chassis

Management Module (CMM) or by Lenovo XClarity Administrator (LXCA), alerts are

automatically forwarded to those management applications.

Users can find event logs at following locations:

« LXCA event log

« CMM event log

« XCC event log

* Lenovo XClarity Orchestrator (LXCQO) events

« System Management Module (SMM) event log (only available for the ThinkSystem D2
enclosure)




Further analysis

LXCAevent log

If LXCAis being used to manage servers, networks, and storage hardware, the tool can be
used to check the events for all managed devices. To see the event log, select Monitoring —>
Event Logs from the LXCA menu bar, and then click the Event Log tab.

Logs
Eventlog | AuditLog
Attention: Users can export 3) The Event log provides a history of hardware and management conditions that have been detecied
the event log to ensure that oo (@ 4 @
they have a complete record B %9 &R —_—
of all hardware and Al Actions ~ o AH
management events. To
export the event Iog, CIiCk Severity Serviceability Date and Time a  System Event ?:;t:m Source Dz
the E)(por’[ as CSVicon . 4 Warning B Support Jan 30,2017, 7:40:07 AM | Chassis114:.. Node Node 08 device Chassis | Jan 30,20
I\ Warning B Supcont Jan 30, 2017, 74007 AM | Chassis114 Node Node 02 device Chassis Jan 30, 20
() Warning B User Jan 30, 2017, 740-07 AM  Chassis114 0 module 10 Module Chassis Jan 30, 20
A\ Wamning 8 User Jan 30, 2017, 74007 AM  Chassis114.... Node Node 08 incomy Chassis Jan 30, 20



Further analysis

CMM event log

The CMM event log contains all the events received by the CMM from all the components in
the chassis including switch modules, compute nodes, fans, and power supplies. To access
the CMM event log and configure event recipient notifications in the CMM web interface,
select Event Log from the Events menu.

Chassis Management Module - Flex System Enterprise Chassis Chassis 4 | Chassis4
@ @ System Status  Multi-Chassis Monitor | Events » = Service and Support v  Chassis Management ~ Mgt Module Management ~ v | Sear
Event Log Full log history of all events
Event Re(:'pients Event Recipients Add and modify E-Mail, SNMP, and Syslog reapients

Please dick on the entry in the Name column to edit the redpient or highlight the row to delete the entry.

Create ¥  Delete | Global Settings @ Syslog Settings || Generate Test Event

Name Notification Method Events to Receive Status

No Data Available




Further analysis

XCC event log

XCC monitors the physical state of the server and its components using sensors that
measure internal physical variables such as temperature, power-supply voltages, fan speeds,

and component status. The events are then posted in the XCC event log.
To access the XCC event log from the XCC web interface, select Events and then click

Event Log.

(s € [T

1

Click the image to enlarge.
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Further analysis

C'aﬂty Controller :‘] ThinkSystem SR560 System name S : » ® USERID (O 748AM

W .

Q’ Event Log Audtt Log Maintenance History Alert Recipients

M Customize Tadle
Events

Severity Common ID Message

Host Power has been lumed on

Remote Console

Powar XSPPW0008! Host Power has been tumed oft

Pawar AXSPPW20

[1] Fumware Update
Power QXSPPWO006 Host Powor has been tumed off 10457 PM
5 Server Cunﬂgu Powaer FOXSPPW20611 Sensor PSU2 IN Failure has transiioned 10 a less severe stale from ) une 1, 2017 125716 PM
FOXSPPW2005 Powes Supply 2 has returned 1o 3 Normal input State June 25716 PM
"% BMC Configuration
AXSPPW20061 Power Supply 2 has retumed 10 a Normal input State
LSPFW20011 Power Supply 2 has been removad from container power supply 2
FOXSPPW2008I Host Power has been tumed on
The number of boot aempls has deen exceeded No bootable dewce found

Host Power has been lumed off

FOXSPPW2008! 05t Fower has beéen tumed on

FQXSPPWO008! Host Power has boen lumed o

FOXSPPW2008! Host Power has been lumed on




Further analysis

How to export the event log from XCC

Users can export the event log to ensure that they have a complete record of all hardware and
management events.

( Click each number in turn to see the procedure.

Ster @—6O—O



Further analysis

How to export the event log from XCC
From the XCC web interface, open the Event Log page and click Export.

Clarity Controller ThinkSystem SR550 System name SR3%50-1

12)

vents

Severity
Utezaton

Remole Console

Firmware Updale

Seever Configuraton

Eventlog Auctlog

W Custormsze Table

Source

Power

Power

Power

Power

Power

System

System

System

Pawer

§ Clearlogs O Rafresh

Common 0

FOXSPPW2008!

FOXSPPWO0ON

FQXSPPW20001

FQXSPPWO0OS

FQXSPPW205 W

FOXSPPW2005

FOXSPPW20086

FaxsPPw200N

FQXSPPW2008

FOXSFSR0003G

FQXSPPWO0OS

FQXSPPW2008

FOXSPAWO0DE

FORSPPW2008

Manienance Hstory

Alert Recipients

we  [0] [4] [m]

Message

Hos! Power has been lummed on

HOs! Power has been lumed off

Host Power has baen jumad oa

Hest Power has been lumed of

Sensor PSUZ IN Falure has Yansiionad 10 2 less severe stale from critical
Power Supply 2 has relumed 1o 3 Normal input State

Power Supply 2 has returned to a Nermal input State

Power Supply 2 nas Desn removed Jom contsings powes supply 2

Host Power hat been fumed on

The number of 5001 3Mempts has Dean exCeecsd NO DOOtabie dewce found
Host Power has been Wumed of

Hos! Powsr has been Wmed oo

Host Power has been tumed of

Hast Powsr has been tumed on

< EBpot | & USERD

Al Sowrce -

Date

Xine 2

June 1

une 1

June 1

Xine 1

2une 1

June 1

June 1

Xine 1

May 30

May 30

M2y 30

May 30

M3y 30

O 746 AM

Date » Q

2007 7045 AM
2017 64234 PU
2017 83236PN
201710457 PM
2017125716 PN
2007125116 P
2017125715 P
2007 12576 P
2007 215 AN
201784737 PU
201764726 PU
2017 6 4445 P
2017 G 44 R4 PM

2017 6:4208 PU



Further analysis

How to export the event log from XCC

Select the content you want to
export. Select an export file
type, Excel or HTML, and
then click Export.

Message

Hos! Power has been tumed on

Host Power has been tumed off

Host Power has been tumed on

Host Power has been tumed off

Sensor PSU2 IN Fallure has transitioned to a less severe state from critical

Type

Power Supply 2 has retumed to 3 Normal Input State

Power Supply 2 has retumed to a Normal Input State

Power Supply 2 has been removed from container power supply 2

Host Power has been turmned on

»
-

%) System Information
&4 inventory
% Events
(%) Eveni Logs
M Maintenance History

M auditLogs

% Utilization

@ Excel O HML

Export Cancel

< Export & USERID (O 747 AM




Further analysis

How to export the event log from XCC

Save the file.

Clarity Controller ThinkSystem SR550  System name: SR550-1

Home EventLog AuditLog Maintenance History Alert Recipients

Opening bmc_export_20170605_074818.tgz
You have chosen to open:
Inventory which is: tgz File (40.9 KB)
from: blob:
Source Common 1D
Utilization What should Firefox do with this file?
Power FOXSPPW2 O Openwith = Browse..,
Remote Console Powit FOXSPPWO @ Save File
Powiar FOXSPPW2 Do this agutomatically for files like this from now on
Firmware Update
Power FQXSPPW(Q
Server Configuration &
9 Power FQXSPPW2

Cancel

at




Further analysis

LXPM event log

LXPM is a UEFI application embedded in all ThinkSystem servers as the default F1 System
Setup.

LXPM provides system inventory information, the graphical UEF| Setup, a platform update
function, and the RAID Setup wizard. It also enables users to install the supported operating
systems and associated device drivers, run diagnostics, see the event log, and collect service
data.

( Click each number in turn to see the procedure.

Ster @—O—O




Further analysis

LXPM event log

(\
. Clarity ThinkSystem SR550
Provisioning Manager -[7X03RCZ000)-

E Shstem Summary

System Summary

Product Name ThinkSystem SR550
UEFI Setup

UEF] Version 1.00 TEE113E

Select UEFI Setup. Paiform (ndabs BMC Version 1.00 CDI303Z

LXPM Version

Machine Type - Model 7X03RCZ000
RAID Setup

Serial Number 1234567890

uuID SBB931F6-DE6D-11E6-8400-DBGFC3D
OS Installation

Linux Driver Package 2.00 PDL2031

Windows Driver Package 2.00 PDL303)

Diagnostics CPU Information

CPU Count 2

L

siep (D—O—O




Further analysis

LXPM event log

Select System Event Logs from the navigation menu on the left.
In the details section on the right, users can then select to either view or clear the system event logs

Step @—2—©



Further analysis

LXPM event log

If System Event Log is
selected in the details section,
the system event logs will be
displayed.

Ster @—O—0

Clarity
Provisioning Manager

{ UEFI Setup

System Information

System Settings

Date and Time

Start Options

Boot Manager

BMC Settings

System Event Logs

User Security

ThinkSystem SR550 -[7X03RCZ000]-

Total SEL entries

[1] Firmware Progress
[2] Firmware Progress
[3] Power Unit

[4] Power Unit

[S) Power Unit

[6] Firmware Progress
[7] Firmware Progress
[8] Power Unit

[9] Power Unit

[10) Firmware Progress
[11] Firmware Progress

[12] Power Unit

1 2) Daar Linis

198



Further analysis

SMM event log

The SMM event log is only available for the ThinkSystem D2 enclosure.

The SMM network is disabled by default. To adjust the SMM network settings, issue the
following IPMI commands to XCC.

Note: The <xcc’s 1P>is the XCC’s IP address
* To query:

— dpmitool -I lanplus -H <XCC’'s IP> -U USERID -P PASSWORD raw O0x3A 0xF1 0x00
* To enable:

— 1pmitool -I lanplus -H <XCC’'s IP> -U USERID -P PASSWORD raw Ox3A OxF1 0x01
 To disable:

ipmitool -I lanplus -H <XCC’'s IP> -U USERID -P PASSWORD raw 0x3A O0xF1 0x02

( Click each number in turn to see the procedure for accessing the SMM log.




Further analysis

SMM event log

Log in to SMM. Lenovo.
When SMM has been enabled, e o

i User name :
|

users can connect to the SMM
web interface by using DHCP or
static IP. The default static |P will
be 192.168.70.100. The default
user ID will be USERID, and the
default password will be
PASSWORD (zero, not an
uppercase 0).




Further analysis

SMM event log

Lenovo System Management Module Welcome US Administrator) | | [Tog out | | Lenovo
Mon Mar 20 2000 18:34:32 (UTC+0000)
©  |EE oo
Summary

Enclosure Front Overview
@ Refresh

Power and
Cooling

Select Event Log. = |

Node Height Status Reset / Reseat Node Height Status Reset / Reseat
Syswm Reset Reset
Information iU Power Off iU Power Off
Reseat Reseat
10.241.69.64 Launch XCC 10.241.69.215 Launch XCC
Reser Reserx
- iu Power On
Reseat Reseat
10.241.69.225 Launch XCC
\
‘o Note
Configuration Please manually refresh ‘Enclosure Front Overview’ page 5 minutes after SMM or node XCC is

reset to get updated node status
Please use the refresh button on the web, refresh via browser or F5 will cause logout
The "Launch XCC' buttons still are able to launch XCC websites when the SMM session expires

step @—2—©O




Further analysis

SMM event log

The Event Log page will be
displayed. The log can be
refreshed, saved, or cleared.

siep @—B—0)

Lenovo Sysiem Management Module

®

Summary

S
Power and
Cooling

=,

System
Information

-

Event Log

=

Configuration

Event Log

AL

ome USERID (Administrator) | | [T out | |

Mon Mar 20 2000 18:37:15 (UTC+0000

Lenovo

Event Log

To sort system event logs, click the "Date/Time’

Event 1D

Event Log

Refresh Save Log

Clear Log

System Event Count (Current / Maximum) 819/ 4090

021880140

21080140

0x21880140

Ox21080140

0x21880140

021070150

0521080140

;21880140

021080140

0x21880140

¢ ¢ ¢ © ¢

(<

¢ 0 ©

Date/Time |

2000-03-20 17.40.46
(UTC+0000)

2000-03-20 172007
(UTC+0000)

2000-03-20 17.20.04
(UTC+0000)

2000-03-20 172003
(UTC+0000)

2000-03-20 17.08.37
(UTC+0000)

2000-03-20 16 50 42
(UTC+0000)

2000-03-20 16:49.07
(UTC+0000)

2000-03-20 16 46 52
(UTC+0000)

2000-03-20 162146
(UTC+0000)
2000-03-20 15 3645
(UTC+0000)

NODE1_PRESENT. Siot Or Connector sensor, Devce
Inserted / Device Present was deasserted

NODE1_PRESENT Siot Or Connector sensor, Device
Inserted / Device Present was asseried

NODE1_PRESENT Siot Or Connector sensor, Device
Inserted / Device Present was deasserted

NODE1_PRESENT Siot Or Connector sensor, Device
Insened / Device Present was asserted

NODE1_PRESENT Siot Or Connector sensor, Device
Inserted / Device Present was deasserted

NOODE1_1ST_NOPERM Siot Or Connector sensor
transibon to Non-Critical from OK was asserted

NODE1_PRESENT Siot Or Connector sensor, Device
Inserted / Device Present was asserted

NODE1_PRESENT Siot Or Connector sensor, Device
Insened / Device Present was deasserned

NODE1_PRESENT Siot Or Connector sensor, Device
Inserted / Device Present was asserted

NODE1_PRESENT Siot Or Connector sensor, Devke
Inserted / Device Present was deasserted




Further analysis

Service data

Service data is also known as First Failure Data Capture (FFDC).
To clearly identify the root cause of a server issue, users might need to collect service data
that can be used for further analysis. Service data includes information such as event logs

and hardware inventory. Service data can be collected using the following tools:
« LXCA

« XCC

* LXPM

* Lenovo XClarity Essentials CLI (OneCLI)
* Lenovo XClarity Orchestrator (LXCO)



Further analysis

Collecting service data — XCC web interface

The XCC web interface can be used to collect service data for the server, and the file can be
saved and sent to Lenovo Support.

( Click each number in turn to see the procedure.

sep Q—0—0—0



Further analysis

Collecting service data — XCC web interface

Clarity Controller (2] Thinksystem SR650

- 3
Log in to the XCC web interface. On the e
Home tab, select Service from the
Quick Actions section. Gt
B saC Contguraton

Remote Coniole

Syrtem A SRESD 1

L F e ‘m!‘l Al bwe ysbem Events (2




Further analysis

Collecting service data — XCC web interface

Clarity Controlier [C] ThinkSystem SRE50  System name SR6%0 1

Health Summary  Actve System Events (2 © Systd

ke e 2 A H

L— A s

ta3%

L]
u . j Q n e}

L \ 4

= .y
Select Download Service Data. =

e

; ﬂ s

) D'

]
Quick Actions (7 Powe|

O D 2 sen
e

Remcte Contole o o™




Further analysis

Collecting service data — XCC web interface

A prompt window will be
displayed. Click OK.

siep @—0——0

Lenovo

Clarity Controller [C] ThinkSystem SR850 System name SRE%0_1

Mealth Summary Active System Events (2)

- 4 -~
f} = Gl & & E

Are you sure that you want 1o downioad service Data? it might
take several minutes

- Cane e




Further analysis

Collecting service data — XCC web interface

Save the service data to the
local system.

ry

Active System Events (2) 2 System Information

Opening 7X05RCZ000_1234567_xcc_170606-023345.tgz

You have chosen to open:

| TXO5RCZ000_1234567_xcc_170606-023345.tgz

which is: tgz File (10.2 MB)
from: blob:

What should Firefox do with this file?

O Qpenwith = Browse...
(® SaveFile

Do this automatically for files like this from now on.

OK Cancel

X

AP VETSTOT




Further analysis

Collecting service data — LXCA

To download the LXCA service files, work through the following procedure.

( Click each number in turn to see the procedure.

sep Q—0—0—0




Further analysis

Collecting service data — LXCA

Select Service and Support from the Administration drop-down menu.

Lenovo. Clarity'Administrator % Status -

&2 Dashboard Hardware ~ Provisioning ~ Monitoring ~ Administration v

Management Server

q I = Security
v Hardware Status u Date and Time

Network Access
Service and Support «eif—

Update Management Server

*1
A ) & A T
o ) @ X ‘

Servers Storage Switches
G 1 2 '. O x‘ O Shut Down Management Server 2
et 4 4
=

W &a (8




Further analysis

Collecting service data = LXCA

Click the Device Actions tab.

Lenovo. Clarity' Administrator

&2 Dashboard Hardware v Provisioning v Monitoring ~ Administra

Service and Support

From this page, you can download diagnostic files and collect diagnostics from managed devices. )

Management Server Files Endpoint Service Data I Device Actions \ Call Home Configt

| 3 | 2 2
| Systems Status Pro«
[ SR530-2 @ Critical Thin
| sd350-4 Normal Thin



Further analysis

Collecting service data — LXCA

Lenovo. Clarity' Administrator

&2 Dashboard Hardware ~ Provisioning ~

Service and Support

Monitoring ~

Select the device or devices you From this page, you can download diagnostic files and collect diagnostics from managed devices. Y¢

want to collect service data from,

and then click the Collect Service SRS CAD || FepRSaecTNIer | v At
Data icon ( 18 ) Perform Call Home Test | Perform Manual Call Home Liﬁ,
Systems Status l Collect Service Data
v' SR530-2 @ Critical
] $d350-4 Normal
] sd350-1 Normal

siep @—0—D—0

=

Call Home Configul

=

Prod

Think

Think

Think



Further analysis

Collecting service data — LXCA

Save the service data to the
local system.

Step

Actions sall Hy

ﬂ

Manual cc
- 4 Manual ca
4 Collec

Opening SelectedServiceData.tar.gz

You have chosen to open:

| SelectedServiceData.tar.gz
which is: gzip
from: https://10.10.1.56

What should Firefox do with this file?

O Qpenwith = Browse..
(@) SaveFile

Do this automatically for files like this from now on.

oK

Cancel

om

B(




Further analysis

Collecting service data — LXPM

Using the Collect Service Data function on LXPM, users can collect existing system service
data logs or run diagnostic tests to collect new data.

( Click each number in turn to see the procedure.

sep Q—O—0—0—0




Further analysis

Collecting service data — LXPM

o v S ThinkSystem

' i
Press F1 during POST, and LXPM will 6 A1 N
be launched by default. Serial oA oy detected

1 processor (s) detected.16 cores enabled
Intel (R) Genuine processo

F12! One Tine Boot Device

sier (D-@—0—0—O



Further analysis

Collecting service data — LXPM

Clarity
Provisioning Manager

(Z] System Summary
3 UEFI Setup

(7 Platform Update

Select Diagnostics from the
NaVigation menu. W RAID Setup

B 0S Installation

Diagnostics

siep @—D—0—0—O0

ThinkSystem SR550 @ ¢« 0 3

=|7X03RCZ000]-

XClarity Provisioning Manager

XClarity Provisioning Manager provides an easy-to-use interface for setting up your server,

You can perform the following tasks:

= View system inventory to see information about the devices that are installed in your server.

- Update the system firmware to the latest level

- Configure the system firmware, which includes setting up RAID volumes for your server storage.
- Install an operating system on your server (unattended mode).

* Run diagnostic tests on the hard disk drives and memory that are installed in the system,

Note: For maximum runtime integrity, run a full memory test prior to putting a server into production.

Basic System Settings

System Date: &6“' vl [6 - "’] n v First Boot Device: {éo}bvd Rom v 1
System [z v {n v ] E’,, v | Boot Mode: [uﬂ'l Mode v
Time: ¢ ‘ i L J . J
Language: |English v |

Management Network Basic Configuration

Network Interface [Oedicated Port v ] Host Name: SR550-1

Port: :

3 Addroon 10.10.1.10 el 255.255.255.0
Default Gateway: 0.0.0.0



Further analysis

Collecting service data — LXPM

Select Collect Service Data, and then click the blue arrow.

STl Diagnostics

Select one of the following actions

] UEFI Setup
@ Run Diagnostics

(3] Platform Update

Il RAID Setup

w—e- O Collect Service Data
B OS Installation ‘ ‘

Diagnostics
|

siep @—O——0—O




Further analysis

Collecting service data — LXPM

Diagnostics: Collect Service Data-Collecting Data

LXPM will begin to collect
and package the service
data into an archive file

named ffdc.tgz. When the -
progress bar reaches 100%,
CI'Ck the blue arrow On the Collect fidc.tgz completed, click next to save it

right to go to the next step.

< — 0
Step



Further analysis

Collecting service data — LXPM

Diagnostics: Collect Service Data-Save Data

Choose the location where the .tgz file will be saved.

Specify the location (USB drive or |
network folder) where the service : Jo EXE
data package should be saved.

Saved in :\ffdc.tgz




Further analysis

Collecting service data — OneCLlI

OneCLI can be run in-band from the operating system. In addition to hardware service data, OneCLI can
collect operating system information, such as the operating system event log.
» Use the following command to save the HTML output report to the c:\onecli\log folder.
— onecli inventory getinfor --htmlreport --output c:\oneclil\log
Note: This report also contains the OS event logs.
» Use the following command to save the FFDC log to the c:\onecli\log folder.
— onecli inventory getinfor --ffdc --output c:\oneclillog

Note: This report will not contain OS event logs.

OneCLI can also collect hardware service data from a remote server.
« Assuming the remote server IP address is 10.240.252.102, the user ID is USERID, and the password is PASSWORD
(zero not capital O), use the following commands to save the HTML output report to the c:\onecli\log folder.

— onecli inventory getinfor --htmlreport --bmc USERID:PASSWORD@10.240.252.102 --
output c:\oneclil\log

— onecli inventory getinfor --ffdc --bmc USERID:PASSWORD@10.240.252.102 --output
c:\oneclillog

Note: For more information regarding examples of OneCLI commands, download
the

Lenovo



Further analysis

Collecting service data - LXCO

Users can manually collect service data from LXCO and then save the information to the
local system in tar.gz format.

( Click each number in turn to see the procedure.

Ster @—O



Further analysis

Collecting service data - LXCO

After logging in to LXCO, select Administration —> Service and Support —>
Service Data.

Clarity Orchestrator Clarity Orchestrator

X Home / Administration / Service a

Dashboard
ﬁ Dashboard ﬁ

Service Data I

3 Resources |

3 Resources Device Actions

Monitoring Warranty

Monitoring

Call Home Configuration

Q Administration

SO LD

i - Service Tickets
Q Administration rvice Ti

Security

J" Maintenance

Service and Support




Further analysis

Collecting service data - LXCO

The Service Data page
contains service data archives
for all managed devices and
for specific resources. Click
Save As to save the service
data file to your local
workstation.

Step @—

X Home / Administration

Service Data
Device Actions

Warranty

8 LD

Call Home Configuration

OJ Service Tickets

Service and Support ervice Data Current scope: 10,241.54.99 (XClarity Administre

I Service Data

Use this page to download diagnostic files collected from the devices

& W

O File Date and Time
0 NEO152T_20200310-064608 tgz 3/10/2020 2:43 PM

O 9532AC1_S40ETO1_imm2_200310-024616.tg2
. 7167AC1_133178M _imm2_200310-024605
0 9532AC1_S40ERZT_imm2_200310-024559.tgz

Management Service Data

Save the XClarity Orchestrator service data file to your local work

3/10/2020 2:47 PM

3/10/2020 2:46 PM

3/10/2020 2:45 PM

station.

ptor) ~

Jo



Further analysis

Uploading files to Lenovo Upload Tool

After collecting logs from the server, the
servicer, agents, or users can follow the
steps set out below to upload files using

1. Select either the Case Number tab or
Machine Type & Serial Number tab.

2. Enter the necessary information, and
then select the files to be uploaded.

3. Agree to the Terms and Conditions by

clicking the check box.

Click Submit.

The files will be visible in Customer

Logs when they have been uploaded.

o A

- [ P S ¢ =

E rugien®

Lenovo Upload Tool

TLendeD o el B0 upgrece W0 TLS 1 1 of FegPee Dy July T 20T @ orgher 60 sl wei nClaliry Dl Dradciams I0r ey 80 Gl gy

10 vakdate Tt your browser speorts TLS 1 1 of Feghee I neCestary Diastes LDOrEde your Drowssr 10 P S00ropraie el

-'d

Mots: Tha ol




Further analysis

Lenovo Systems CARE

Is a web-based application suite designed to help with problem
resolution for Enterprise x86 customers. It is used in over 60 countries around the world.
When a customer calls for technical support, Systems CARE will
* Help with problem determination by analyzing system information
* Provide multiple tools to quickly parse logs, analyze the data, identify potential problems,
and generate action plans

* Highlight any firmware that needs to be updated or any mismatched firmware within a
system

* Provide visual aids to quickly identify potential problem areas

Refer to the GLOSSE page to learn how to register for a
Systems CARE user ID, and how to use the tools within the application suite.



Further analysis

Lenovo Systems CARE - Customer Logs

On the Customer Logs page, Lenovo Services | Systems CARE
you can locate uploaded files
and parse file collections to see Customer Logs
the log information in an easy-to- Searc
read HTML format.

The following buttons can be Oute Rarge rom o - g e @
found in the top right corner: Machne Hpe o CavaMamber ©
1

2. o

(Click the items for screenshots) -

Note: For more information a’

about the parsing of files, refer
to the following GLOSSE links:

Lenovo



Further analysis

IMM/XCC service data on Systems CARE - example

Fill in either the Case Number or
Machine Type and Serial fields
to search for a customer log.
After locating the log, users can
select from the following Action
menu options for further analysis:
* Download File

« IMM FFDC Parser

* Log Insight

« Universal Parser

Note: The log analysis tool has
not been fully developed for
Intel v4 machines.

Customer Logs

Crate Biryge from - i o | Lig Typee O

Mgt Typee 1 Cate Maarber 0

Download File
IMM FFDC Parser
Log Insight

Fil
Universal Parser

12.49 MB

V16D NG




Further analysis

IMM FFDC Parser tool in Systems CARE

Wait for the log to be
parsed, which might take up

to three minutes.
A new window containing a System Overview
system summary will be i
opened. Users can then Backup Fyent Log
select files from the left RS
menu. S

Memory

Disk

FRU Devices

PCI Devices

Cooling Devices

Power Modules
Server Management

Server Firmware

Server Fru List

Server Propertics

BMC LED Status

SCNsSor Status

tem VPD

@ ntcnance History

saapicers

Lenovo XCC FFDC Parser

—

IMM Product Name: Cosmo-passd  Parser Versione®S7

Machime TypeoModel
TDAMCTOIWW

Machine Senal: J6O03221

System Overview

System Description
IMM Product Name
System Manufacturer ID

Machine Type/Model
Machine Serial

System Health

LNVO
704MCTOIWW

Capowre Time: Thu Sop 26 12:41:45 GMI 2004
Uptiene: 12:41:44 up 30 min, 0 users, load average:
1945,9.12, 6.06

3221

Normal

Critical

Soft reset

YN OO




Further analysis

Log Insight in Systems CARE

LUQ |nS|ght IS Ei Sewer pr0b|em L gl vi314 Procuct ThiskServer SASEE - Type TOMM  Woarranty e Maraje Hegonts T 00 &
determination tool that uses Al me | Log Caes T 040040 124148 | Apen © Seseors. ceren
analytics. Suggestions 0 Warranty .

After a server log has been
submitted, the tool will complete
an analysis and then provide the S Basic Information
following information:
* Overall Report

« Hardware Diagnosis
* Firmware Diagnosis
« Advisory Analysis

. Others Analysis Result

| =]

Lenovo : — —



Further analysis

Time stamp mismatch after parsing a log

The server of the LSC
parser is located in the
UTC time zone. When a
customer log comes
from a different time
zone, the time stamp in
the Critical Event Log
Entries section will be
different to the actual
time in the customer’s
time zone.

Click

Parsing Log
to see the
parsing

@ 'ocess.

Lenovo

Lenovo XCC FFDC Parser

Boot Perform
Boot Performance2
BMC Boot
BMC Reset R
BMC Resc

Firmware

1
l HImWwWaT vorsaon

FPGA Dragno
FPOA Dump Info

Sorted Tune 1«
une Log

FFDC Parser Info

v

—
INM Product Name: Anarky-pass? . SRON SuSSIEE——
Capture Time: Moa Sep 30 09:37:55 IST 2004
Flostemms O E7-4% i MW Awve 28 i 1) ssn l.d.\m

1262, 747,637

NEENEQIWD |

Skip it!
2024/09/30@ 01:24:51 INFO> NavBar.pm:68
/tmp/parse_results/imm_ffdc/20301823

202 Log was captured in the JST time

2024/09/30 01:24:51 INFO> N
Zone

d_sector -
t/xml/memecc.xml does not exist! Skip

/tmp/parse_results/imm_ffdc not
exist! Skip it!
2024/09/30 91:24:51 INFO> NaVE

/tmp/parse_results/imm ffdc/20301823/output/target/xnl/security xm]l does not exist!
Skip it!

2024/09/30 01:24:51 INFO> NavBar.pm:68 NavBar::add_sector -
/tmp/parse_results/imm_§fdc/20301823/output/target/xml/fpgadump_history.txt does not
exist! Skip it!
2024/09/30 01:24:51 INFO>
Environmentals!
2024/05/30 01:24:51 INFO>
MPFA!

2024/09/30 01:24:51 INFO>
BMC Properties!
2024/09/30 01:24:51 INFO>
BMC Syshealth Log!
2024/09/30 091:24:51 INFO>

5024/09/30 01:24:51

NavBar.pm:271 NavBar::remove_empty_node - Remove empty node

NavBar.pm:271 NavBar::remove_empty node - Remove empty node

NavBar.pm:271 NavBar::remove_empty node - Remove empty node

NavBar.pm:271 NavBar::remove_empty node - Remove empty node

FFOCParser.pm:182 FFDCParser::parsefFFDC - Clearing cache

INFO> FFDCParser.pm:186 FFDCParser::parsefFFDC - Parsing FFDC done!

The time stamp here is from the

UTC time zone




Further analysis

LSC tech tips search tool

The tech tips search tool provides access to all the available, active, published tech tips
about Lenovo x86 systems. It is suggested that you check tech tips to see if your case is
a known issue that already has a solution.

( Click each number in turn to see the procedure.

ser Q—O—0—0—O



Further analysis

LSC tech tips search tool

Select @Techtips Latest to see the latest tech tips, or select jgg Techtips Search and then enter the
necessary information to search for relevant tips.

Logged in as: ychoul@lenovo.com
Working organization: LENOVO




Further analysis

LSC tech tips search tool

If Tech Tips Latest is selected, the latest tech tips will be shown. Enter terms in the Search field to narrow
down your search.

LT RSO CINEROVNNE | atest Tech Tips ( restricted ) Updated 25 Sep 2024

Service Troubleshooting Apphcation Suite

Note: If you receive an access error when trying to view any of these tips on the Lenovo support site, you need to request restricted access for your Lenovo 1D. uctions can be found
on the Lenave Support Portal Servicer Access page.

Talking Points and FAQs for Meltdown and Spectre security advisories Updated 10 Jan 2018

Systerms Datacenter
g e b Abstract CARE Support  Classification
Tip Search Link

Published month - 2024-09
Yelow bangs for \Ethernet Controlier\ In device manager afer
natating Windows 2020 with LXPM . Lenovo ThiraEdge SEXS0 = e Putiic |

V2 ang SENO V2 e e Unciasstied
Affected types:SEISOV2 SEMNOVZ

- New " 2024.00.2¢

SRESS VI server may not power on with the T.shape Service
T New ' 2004.00.24  performance heat sink - Lenovo ThinkSystern SRESS VI TI2500 TI2500 Provaser
Affected types:TDOE TOUF Intermal

DE senes - SAS Port Degraced Gue to fauly controliet - Lenovo
Storage
Affected types: THINKSYS TEM.DESOOOF DEGLOOF

=T New * 2024.00-24 THINKSYSTEM.DE 1205 THINKSYSTEM-DE4DOOH DEGOOOF 11224
THINKSYSTEM-DESOOOM THINKSYSTEM-DESOOS DEGSOOH
THINKSYSTEM.DE240S THINKSYSTEM.DE2000H
THINKSYSTEM-DEA000F DEGI00M

Lenovo ThirkSystem RAID 540940 RAID controber reverses

order of virtual drives afer virtual drive Crealion - Lenovo

TrrbSystem

Affected types:7YS1 TX08 7Y00 702V TD2W 7X10 TX04 7222 - - Putic /
TYS0 7271 TY6 7032 7223 TY45 TXO7 TDIX 7201 TXOR 7260 = wae  BISESSE T pnciasstied

sier @—D—0—0—0

" New ' 2024-00-24




Further analysis

LSC tech tips search tool
In this example, “SR650” was entered, so the latest SR650 tips have been displayed.

WLIOVORSO IRV | atest Tech Tips ( restricted ) Updated 29 Sep 2024

Service Troubleshooting Application Suite

Note: If you receive an access error when trying to view any of these tips on the Lenove support site, you need to request restricted for your L 1D, Instructions can be found

on the Lenovo Support Portal Servicer Access page.

Talking Points and FAQs for Meltdown and Spectre security advisories Updated 10 Jan 2018

Systems Datacenter
Abstract CARE Support  Classification
Tip Search Link

Within 14 Published
days Date

Intermittently, the XCC may not see E810 NIC firmware
nformation for 10 minutes after AC cycle - Lenovo ThinkSystem
AlNected types:SRIS0VI STES0VI SRES0VI ST250VI STH8VI
SREISVS TO0DS SOSISVI HSILOXVI SRE4SVS SR250VS G o
New ™| 20240027 5rasv3 SR665VS TDYE STESEV3 SD5SSV3 SRESSAV) s oo
SR258V2 TOOF SREMOVI SDASOVI SRES5VI SRRSOV
SROT5VI STS0VI SDSSOVS ST258V3 SDSIOVI SRES0VI
SR780AV3 SRES0AVI SDESONVI HRISSMVS 7076 7075 7002

Publc /

Drive firmware update via LXUM falls when drives are in VROC
arrdyy « Lenovo ThinkSystem
" New ™t 2024-00-23 Affected types:SRE50VI SRB50VI SRB0OVZ SDOS0OIVI TT1480 TT1480
SRETOV2 SO630V2 SRESOVZ SRE50V2 SDESOV2 SRE630V2
SREIOVI SD65OVI SREGOVI SDSSON.VZ SRESOVI

Public /

VROC NVME SSO are exposed in the UEF] Storage list
Affected types:SROS0VI STOSOVY SRES0VI SDSSOIVY . -
STE58V3 SRE30V3 SDASOVE SRAGOVI SD5S0VI SDS30OVI B — Unclassified
SRE50VI

2024.00-20

Redfish service vallcator test problems - Lenovo ThinkSystem
Affected types:SRESOVS STESOVS SRASOVS ST250VI STHaVY
SREISVI SDSISVI SDOSOIVI SRO45VI SR250VE ST45VS
2024.00.20 SREASVI SDEG5NVI SDOGS.VI STE58VI SDS55VI SRES5AVI TT2412 r2412 T -

sep @—O——0—O




Further analysis

LSC tech tips search tool

Select Tech Tips Search to
search through all the
available, active, published
tech tips. In this example,
“SR650 M.2” was entered in
the search field.

’

.

»

”

Preface
HT510108
HT510753

HT510595 -

HT510754

HT510707 -

3 HT510755

o U U0 SN U0 Tl U U0 S U9 B

’

# U 150 Tl U/ 000 U

’

HT510750
HT510751
HTS07?
HIS510736
HT509%04
HTS09932
HTS10727

HT510716 -

HT510718
HTS02N
HT510708
HT509662

HT509090 -

HT51019%
HTS09736
HTS10332
HT510667
HT508504

HT115852 -
HT510646 -

HT510647

LXCA SHOWS PROFILE NOI
LXCA FAILS TO UPDATE LE!
MELLANOX CONNECTX-4 Al
CANNOT SAVE CHASSIS &
WHEN TO USE THE THINKS
NO LEGACY BIOS SUPPOR
LINK SPEED PROPERTY AL
LXCA SREIS/SRE55 "UNKS

- XCC NETWORK IS INACCES

THINKSYSTEM SRG6IS/SR65
NO VIDEO OUTPUT WHEN (
UNCORRECTABLE PCIE ER
LENOVO VERSION UXSP! (/
PYLXCA REPORTS AN ERR
QLOGIC 16G GEN 5 ENHAN
UNABLE TOMOUNT CFFS S
KEYS STROKES NOT WOR!
INTERMITTENT DISPLAY - T
ACBEL 1100W POWER SUF
LS! STORAGE AUTHORITY (
DSS-G. SPECTRUM SCALE
ARTIFACTS AND OTHER Di¢

- SHIFT AND CAPSLOCK KEY

UNCLEAR OR FUZZY PICTU
SYSTEM TUNING FOR VMW,
DATE/TIME SETTINGS UNAL
XCC MIGHT SHOW INCORRI

RLIORSH I EREAN-E Published Tech Tips for Lenovo DCG - Updated 8 Jul 2020

Service Troubleshooting Application Suite

Preface

Contact

Denmis N Beown
<dbyowrd ! enovo, Com>

Lencvo Seraces - Systems CARE Team

Mormswlle, North Carolina, USA

Notice: If you receive an access error when trying to view any of these tips on the Lenovo support site, you need to
request restricted access for your Lenovo ID.
Instructions can be found on the GLOSSE Lenovo Support Portal Servicer Access page.

Notes

The ntent of this document s 10 provide a kst of all active published Tech Tips

In all cases the Lenovo suppont sde should be consadered the authorttatve source of Tech Tip mformation

Thes is a development tool, not a production tool In ceder to push improvements to the “real” Lenovo support site, we need you 10 continue to use the
actual documented tips on ( support lenove com ) . a fimk 15 prowded at the top of each result page to allow you to lnk the “ofcial” document This will
allow us to capture knking statistics s0 please use those links

Search Hints

This tool supports the logical operators ( and, or, mot ) with the defaslt operator “and”™ here is a sample search

7141 and boot not raid and dsa




Further analysis

LSC tech tips search tool

Every tip related to the SR650
M.2 adapter/drive will be listed on
the Search Results tab. Check
the tips to see if any match your
issue.

RLOTRSE Gl PR Published Tech Tips for Lenovo DCG - Updated 8 Jul 2020

Service Troubleshooting Application Suite

Search Results

21 documents) found for SR650 M.2

Updated 8 Jud 2020

ok ok ok

HIS10211 - VMWARE ESK QUACK BOOT
SUPPORT FOR LENOVO THINKSYST
SRES0

*

WIS0574) - THE MICRON 480GS M 2
MAY THROTILE IN SR650
*

MIS0490 - SYSTEM HANGS AFTER
QISABLING M 2 SLOT WHEN M 2 RAID
BOOT ADAPTER IS RISTALLED

*

UISOTET - ONECLI 2 4.0 FALS TO
PARSE INVENTORY XML REPORITO
HIML WHEN M 2 SSD ATTACH 1
SERVER

]

HISOT401 - M.2 « MIBROR KIT RAD 1
SPLITS INTO 2 FOREIGN RAID 1 DRIVES
YOITH POSSIBLE REBUILD FALURE

*

HISO7307 - MICRON M 2 & SSD DRIVE
MAY CAUSE REBUILDS TO FAIL AND
REPORT OTHER ERRORS

Preface

Contact

Detvus N Brown
<dhrowd | enovo o>
Lenovo Servces - Systems CARE Team

Momswbe Neoth Carolma, USA

Notice: If you receive an access error when trying to view any of these tips on the Lenovo support site, you need to
request restricted access for your Lenovo 1D.
Instructions can be found on the GLOSSE Lenovo Support Portal Servicer Access page.

Notes

The mtent of thes document 1 to prowde a kst of all actwe published Tech Tips

1 all canes the Leaove support sde should be consdonsd the authortative source of Tech Tip information

This 1s a development tool, mot 3 producton 1ol In oeder 10 push imgrovements o the real’ Lenovo support site, we need you 10 continue 10 use the
sctual documented Lips on ( SUpPOn lencvs com ) & lek i provded ot the 1op of sach result page 10 allow you 10 knk the “ocial” document This wll
allow us 1o capture inkong statistics. 50 please use those lnks

Search Hints
This tool supports the logical operators ( and, or, not ) with the defeslt opesater “and™ here is 2 sasple search:
7141 and boot not raid and dsa
Sioce the defaslt operator Is “and™ | & search like this

nall peinter exception

will srinalle romdart 1he sasvrh

ster @—0—O0—0—06




Further analysis

Searching for tech tips on the Lenovo Data Center Support website

Lenovo continually updates the Support website with the latest tips and techniques that users
can implement to solve issues with their servers. These tips include workaround procedures
for issues related to the operation of servers.

( Click each number in turn to see the procedure for finding tech tips.

Ster @Q—O—O




Further analysis

Searching for tech tips on the Lenovo Data Center Support website

Go to the Lenovo cer T website and click Servers. Select a product type and enter the
necessary information to find tlps related to any specific machine.
In this example a ThinkSystem SR6350 is being searched for.

=’ & @ ¢ & — e+
} L v}




Further analysis

Searching for tech tips on the Lenovo Data Center Support website

Select Knowledge Base &
Guides.

- - Pee o ame Ba's) The® wamey Taw Wn

f Product Home m

_ Product info

Not Prowaded 0 1M Modat Ntfe uwm
o THOS s

o Selet v

Warranty Status: Serial number required
o [ rtey pons s Parw 3 weisd rasnlne 10 Dw W 1o e
et ity Setaby
. Procdhuct Home

&L Drivers & Software

B Xnowledge Base & Guldes

@ Warmanty
R Repalr Status
® ras

0 Contaxct s

—_—
Reference Information Tooks&Resources
Pocbon 1 bedor saation Fumsware sl Dy
Howe 10 fnd syalemn Sevaad Nourder XClarity Froe Tl
Lerowo Mrew M lar €ty Ademarwnds stor
Fommars and Driver Upsate Bent Practon Nlarity {sventiohy OreCL)
RAID wtrondis thon MLty |rsentioh Bootatie Medha Creston
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Further analysis

Searching for tech tips on the Lenovo Data Center Support website
Enter your keywords in the search field, and related tips will be displayed.
In this example, “SR650 M.2” has been entered.

=
..

A Product Home

L Drivers & Software

B Knowiedpr Bune fo Gasdes l
@ Waranty
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Further analysis
Quiz

Q: Which tool does not contain server log information?

Lenovo XClarity Controller (XCC)

Lenovo XClarity Administrator (LXCA)

Lenovo Capacity Planner (LCP)
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