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Preface

Introducing the Features on Demand technology

This document may not be copied or sold, either in part or in whole, to non-Lenovo
personnel.

Current release date: December 2016
Current release level: 4.0

The information in this publication is current as of the date of the latest revision and is
subject to change at any time without notice.

To provide feedback or receive more information about this course, send an e-mail to:
ServicesEdu@lenovo.com
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Objectives

After completing this course, you will be able to:

Provide an overview of the Features on Demand technology.
Explain how the key management works.
Explain how the activation management utility works.

Describe the activities that are required by the remote technical support agents.
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Introducing the Features on Demand
technology

Overview

Features on Demand (FoD) is an feature that is implemented in System x products with
pre-built-in or preinstalled software and hardware features (software RAID, IMM2 Web
interface, legacy hardware key for remote presence) that can be activated with proper
activation keys. Users can customize and choose certain features to activate to meet
their business needs. FoD handles everything from enabling and disabling features to
validating the activation keys.

FoD provides factory and field upgrade support for firmware and software-activated
optional function. Users can customize and choose certain features to activate to meet
their business needs. The extended features include switches, chassis, systems, and
options as following:

e Upgrading IMM2 to support remote presence or a Web interface
e Activating more Ethernet ports

e Activating FCoE and iSCSI on 10 Gb Ethernet ports

e Activating RAID 6 or other premium features

The common case for FoD activation is when the customer purchases features as part
of a system purchase. The factory delivers preinstalled activation keys on the system
and the feature functions are ready out-of-box without any customer action.

The customer must purchase an authorization code for the feature activation on the
system type they are activating. The customer can redeem the authorization code for an
activation key, install the activation key to the endpoint, and finally restart the system to
activate the desired function.

The FoD key validation and storage is hosted on IMM2, management module, and
switch firmware. FoD feature activation takes place within the software element that
contains the feature’s functional code (examples include the IMM, management module,
switch firmware, and option card firmware). The IMM2 provides a repository and
commands for software activation keys.

The activation can be done in-band or out-of-band on system endpoints. During
activation, select the endpoint to be activated and connect to IBM to retrieve the
activation key. Customers must replace failed components, including activation keys if
the replacement involves replacing the main board where keys are stored.

Customers can restore functions with the same key whenever a replacement does not
change the identity of the activated device. For replacements that involve a new device
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identity to replace the failed one, KMS supports entitlement transfer to the new unit as
part of the replacement and reactivation process.

Customers can perform an audit by checking the authorization code for activation
information or the unique identifiers for entitlement.

Figure 1 shows the functionality of the FoD key with internal validation system. Tools
that are used to work with FoD features and keys include:

e Key Generation Utility (KGU)

o Utility to generate feature keys, only used by Lenovo manufacturing and KMS
e Advanced Settings Utility (ASU)

o Utility to manage feature keys

o Utility to acquire feature keys from KMS
e Dynamic System Analysis (DSA)

o Utility to inventory and analyze features on a hardware

o Provide advice to customers as to what features can be purchase

o0 Help feature retrieval in the hardware replacement process

Toolscenter in FoD detalil
™

?‘9

Ship with REST API
activation key
installed / ==
ASU Get and manage
activation keys

Publlc key

Inventery

DSA activation keys and
give advice to user

Figure 1: Functionality of the FoD Key with internal validation system

Figure 2 shows the pathways for storing keys and the relationship between the three
key storage devices to the available interfaces.
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Device and Feature support with FoD

key management on IMM

Other FW
involved

Use IMM web or UEFI

Where to install the
software key

HW category | Software feature
type

RAID upgrade RAID 5.6: SW RAID.

performance upgrade ASU to install
IMM feature Enable RP. Enable SP Use IMM web or /A
ASU to install
Other Vendor Enable FCOE/ISCSI etc Use IMM web or UEFI|
options ASU to install
(Emulex. etc)

Software Feature(*) Enable software features e one that installs Use IMM web or MiA

softfiare) ASU to install
CMM chassis level  Enable BOFM Use CMM console  uEFI
feature or ASU to install
|IOM swiiches Enable more poris Use I0M console MIA
or ASU to install
key management on |OM key management on CMM

Figure 2: Devices and pathways for storing keys
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Table 1 provides descriptions for vocabularies that are mentioned throughout the course.

Table 1: Features on Demand vocabulary

Vocabulary Definitions

Activation key A signed file that is validated by a key store; activates a
specific function on a specific endpoint. Also known as a
key.

Endpoint A device that supports a FoD feature, such as IMM2

advanced, premium features, and software RAID.

Unique identifier The unique identity of the endpoint that has a FoD
feature to be activated. For example, machine type-serial
number is the unique identifier for system features.

License A signed document of entitlement that enumerates
feature, quantity, and optional constraints for a licensed
feature to be activated. The license is the right to enable a
feature on a product or set of products.

License key An object that acts as a proof of purchase for a FoD
feature to enable that feature on a specific system
instance.

Authorization code An encrypted string that is correlated with a license

instance. Authorization codes are the input to the license
key generation logic to properly create keys against a
specific license.

After a customer purchases a feature license for existing
systems, the customer can ask for an authorization code
from Lenovo sales focal and service.

Unique ID A set of ID numbers that uniquely identifies a server
system or server part.

The unique ID is defined in an XML, indicating which
unique ID is for each system or system parts that support
FoD.

A combination of machine type and serial number is used
as system unique identifier.
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Table 2 provides descriptions for acronyms that are mentioned throughout the course.

Table 2: Features on Demand acronym definitions

Acronym Full name Description

FoD Features on Demand Strategy and implementation on making
some of the features chargeable.

KMS Key Management System  |An existing key generation and
distribution system used today in the ISC
and proposed for use as the fulfillment
engine heart for FoD license keys.

IMM2 Integrated Management Next generation service processor,

Module 2 version 2.

DSA Dynamic System Analysis  |[System x ToolsCenter diagnostic tool.

ASU Advanced settings utility System x ToolsCenter configuration tool.

CIM Common information model |An industry standard on modeling
system management elements by DMTF
(www.dmtf.orq).

CMM Chassis management Management module for chassis.

module

AMU Activation management ToolsCenter tool for working with FoD

Utility keys.

KCS Keyboard Controller Style  |An interface often used between BMC
and payload processor in the IPMI
architecture.

IOM I/O Module Switches.
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Key management system

The FoD activation keys for servers are stored on the system board’s IMM2. This is
called the FoD key repository. If the system board is replaced, you need to reinstall all
FoD keys.

It is important to first ensure that the Vital Product Data (VPD: machine type and serial
number) of the server is applied to the new system board. The System Firmware update
tool or ASU gives you this capability.

Most of the FoD activation keys are tied to VPD, so failure to reinstate these values
prevents the FoD upgrades from being reapplied.

Create a FoD account

It is necessary to have or create a Lenovo FoD account before an authorization code
can be used to obtain single or multiple activation keys. To register, follow the prompts
on the FoD KMS Web site at https://fod.lenovo.com/lkms/ as shown in Figure 3.

Lenovo.

Features on Demand
Demand

Login Welcome to the Features on Demand web application.

Help Use the following options to administer your Features on Demand.

If you have not previously registered, please register now.

t

2016 Lenovo. All rights reserved. Version 1.012

Figure 3: Sign in page of the Lenovo FoD Web site
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On the Register page, as shown in Figure 4, fill in the necessary information and then
click Register to create a FoD account.

Register

If you are the end user of the product, you agree that by providing Lenovo with your contact information, Lenovo and its affiliates may store, use and process this
information about you. Such information may be transferred by Lenovo to any country where Lenovo does business; and may be provided to entities acting on Lenovo's
behalf in relation to software activation. Lenovo may also disclose such information where required by law. In the event that such information constitutes personal data
Lenovo shall treat such personal data in accordance with applicable data protection requirements. You hereby consent and agree 1o the collection, processing and use
by Lenovo of Personal Data for use in connection with software activation.

If you are a reseller or distributor submitting end user customer contact information, you agree that:

(i) you comply with all applicable data protection requirements including notification to the customer that their data is being transferred to a third party for purposes
connected with software activation and that their data may be processed globally and:

(ii) that you will ensure that any reseller who has provided such information to you complies with all applicable data protection requirements including customer
notification.

*[]1 have read and accept the declaration

First Name®

Last Name®

Email Address”*
Password®

*

Password Confirm

Country*

Text in the image® 946‘1——

Figure 4: Lenovo FoD Web site register page

Using the System x FoD Web site
The FoD Web site is the primary tool that is use to manage FoDs:

Go to the System x FoD Web site at: https://fod.lenovo.com/Ikms/ to perform the
following tasks (as shown in Figure 5):

e Request an activation key

e Retrieve history

¢ Hardware replacement

e Adapter mobility

o Trial key

e Retrieve an authorization code
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e User Preferences

Lenovo.

Features on Demand We I Com e

Request activation key

Welcome to the Features on Demand web application.
Retrieve history

Use the following options to administer your Features on Demand.
Hardware replacement Request activation key : Generate activation keys from authorization codes.
Retrieve history : Retrieve existing activation keys.
Adapter mobility Hardware replacement : Replace existing activation keys installed in planar with new UIDs.
Adapter mebility - Transfer existing activation keys installed in machine type (model) serial number to a new MT(M)SN.
Trial key Trial key : Request a 90-day trial key for a trial-enabled feature.
Retrieve authorization code : Retrieve any previously shipped authorization code using sales information.
Retrieve authorization code User Preferences Set up your preferences.

User Preferences
Help

Contact

Figure 5: Lenovo FoD Web site welcome page

Activating the FoD feature

Servicers need to obtain the following items from the client before assisting with
activating the FoD feature:

e The authorization code that is at the top of the Feature Activation Instructions
document that was sent to clients in the e-mail.

e Access to the hardware that you want to activate.
e The server’s four-digit machine type and seven-digit serial number.

Note: The server’s four-digit machine type and seven-digit serial number are
located in the UEFI below System Information — Product Data or from the label that
is on the front bezel of the unit.

Requesting an activation key
To request an activation key, complete the following steps:

1. Select Request activation key from the left navigation pane of the Features on
Demand Welcome page as shown in Figure 6.
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Lenovo.

Features on Welcome

Demand
» Request Welcome to the Features on Demand web application. WE'}:E{:

activation key

Use the following options to administer your Features on Demand. Doe
Retrieve history Request activation key : Generate activation keys from authorization USE:TERNAL

codes.
Hardware Retrieve history : Refrieve existing activation keys.

k - : : - Reset Password

replacement Hardware replacement : Replace existing activation keys installed in planar

with new UIDs. Logout

Adapter mobility Adapter mobility : Transfer existing activation keys installed in machine
type (model) serial number to a new MT(M)SN.

Trial key Trial key : Request a 90-day trial key for a trial-enabled feature.
Retrieve authorization code : Retrieve any previously shipped

Retrieve authorization code using sales information.

authorization User Preferences Set up your preferences.

code

User

Preferences

Help

Contact

2016 Lenovo. All rights reserved. Version 1.012

Figure 6: Key management options for license managing

2. Enter the authorization code and click
Continue on the Request activation key page as shown in Figure 7.

Lenovo.

Features on Demand Request activation key

Request activation key

Retrieve history

Step 1: Authorization code

To request an activation key you will need an authorization code and the UID of the device on which you'd like to active your Features on

Demand feature. For example machine type serial or Emulex ASIC S/N.
Hardware replacement
The authorization code was supplied to you by email and/or on hardcopy as part of the ordering process.

Adapter mobility
Please enter your authorization code

Trial key Authorization code® _—— °

Retrieve authorization code

User Preferences Continue Cancel

Help

Contact

Figure 7: Request activation key page
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3. Enter the unique identifier (UID) specified for feature activation as shown in
Figure 8.

Request activation key

Step 2: Machine details

Your authorization code is displayed below.

Select your machine type and model if available and enter your 7 character machine serial
number. (Your machine serial number can be found on the back panel or in one of the system
administration tools).

Feature code ATML

Feature description IBM Integrated Management Medule Advanced l_lpgrad_sg
Part number / PID .QCIYEE!EW

Remaining keys |1

Machine type™ 7974 - IBM System x3550 M4 - 0
Model Please selecta model ... - 0
Machine serial o
number

Generate key Cancel

Figure 8: Enter machine details

Note: For server options, the UID is usually the machine type and serial
number (entered together with no spaces) of the target server. For /O
modules, the UID is usually the serial number of the 1/0 module.

4. Select Generate key. A summary of what is created is displayed. Make sure that
the information is correct before you select Confirm as shown in Figure 9.
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Request activation key

Step 3: Machine details confirm

Once confirmed, this action cannot be reversed. Please ensure the data displayed
corresponds to the key you wish to create.

Authorization code

Feature code [ATML
Feature description IBM Integrated Management Module Advanced I_Ir:grau:-
UID type | Machine Type Serial Mumber

Part number / PID UU .
Machine type [7914
lodel

Machine serial number ——

Confirm Cancel

Figure 9: Machine details confirm

5. Install the activation key file on the IMM2 of the target server by using the IMM2,
ASU or field tool BoMCsf2 or BoMCsf3 (depending on machine type). For more
information, go to the Lenovo ToolsCenter for System x and BladeCenter
Information Center at:
http://publib.boulder.ibm.com/infocenter/toolsctr/v1r0/index.jsp.

Note: You might have to restart the server to activate the features.
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Retrieving history

On the Retrieve history page, use the authorization code, UID, or VPD to search for
activation key history.

To retrieve the history, complete the following steps:
1. Select Retrieve history from the left navigation pane.

2. Select Search type and enter the authorization code, UID, or the machine type
and serial number. Click Continue as shown in Figure 10.

Lenovo.

Features on Demand Retrieve h iStory

Request activation key
Step 1: Search
Retrieve histol
i Use authorization code or unique identifier(UID) or machine type serial number(MT\SN) to search for activation key history.

Hardware replacement

Please select a search type and enter a search value

Adapter mobility Search type*

Trial ke
y Search value*®

Retrieve authorization code

—_—
——

Figure 10: Retrieve history

3. Select one or more active keys to e-mail or to download as shown in Figure 11.
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Systems » Features on Demand

Retrieve history

Step 2: Result
This lists the activation keys generated and installed in the machine type serial number entered.

Select the keys you want to retrieve and download the keys directly or have them sent to your

registered email address ainssisinSelabe——

Note: To ensure that you continue to receive future correspondence without issues, please add
FOD1@us.ibm.com as an exception to your spam filter.

Generated keys for machine: SR

Feature Details Expiration
1 AIML @ IBM Integrated Management Module Advanced Upgrade none
[ Selectall
Email Download Cancel

Figure 11: Keys installed on the system

Hardware replacement

When a hardware failure occurs to a network adapter or network switch in a Flex
chassis, the unique identifier for the replacement part can be updated on the Hardware
replacement page of the FoD Web site as shown in Figure 12.

The details can be found in the_Lenovo Press — Using System x Features on Demand
quide. Refer to the “7.1 Hardware replacement by using the FoD Web site” section for a
listing of more resources.
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Lenovo.

Features on Demand Hardware replacement

Request activation key

Step 1: Machine details

Retrieve histol
7 / Select your machine type and model if available and enter your 7 character machine serial number. (Your machine serial number can be

found on the back panel or in one of the system administration tools).
Hardware replacement

i *
Adapter mobility Machine type Please select a machine type ~ 9
Trial key Model® —— v @
Retrieve authorization code e o TS o
User Preferences
OR
Help If you do not know the MTSN of your server or chassis or your acfivations are not iracked using those values (some OEM do not). Enter

the UID of the device below:

Contact
NOTE: If you enter the UID value, your MTSN selection will be ignored and only the below UID used to find your FOD upgrades to replace.

uip* —_— 2]

Continue Cancel

Figure 12: Hardware replacement page

Adapter mobility

If you move an adapter with FoD features enabled to a new server, those FoD features
do not automatically transfer over because the FoD key is stored in the IMM2 of the
server. Therefore, you must use the Adapter Mobility feature of the FoD Web site to
transfer the FoD features to the new server. Figure 13 shows the Adapter mobility Web
site.

The details can be found in the_Lenovo Press — Using System x Features on Demand.
Refer to the “7.4 Moving an adapter or a switch” section for a listing of more resources.

Lenovo.

Features on Demand Adapter mobility

Request aclivation key

Step 1: Machine details
Retrieve history : - ’ ¢
itk HOKS Select your machine type and model if available and enter your 7 character machine serial number. (Your machine serial number can be

found on the back panel or in one of the system administration tools)

Hardware replacement

Adapter mobility Machine WPQ* Please select a machine type v @

N =
Trial key Model Please select a model - @
BelRVE aUiifarzation £oce Machine serial number* (2]

User Preferences

Help

Contact

Figure 13: Hardware replacement page
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Trial key

The Trial key page as shown in Figure 14 can be used to get a 90-day trial key to try
new capabilities.

Lenovo.

Features on Demand Trial key

Request activation key

Step 1: Feature selection

Retrieve histol
v Select a feature and enter your company name, contact name, email, phone number. (Phone number is optional)

Hardware replacement

Feature® Please select a feature... L]
Adapter mobility
*

Trial key Company name 2]
Retrieve authorization code Contact name* 2]
User Preferences Email
Hel

3 Phone number o
Contact

Continue Cancel

Figure 14: Trial key page
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Retrieving an authorization code

On the Retrieve authorization code page as shown in Figure 15, you can request to
have a PDF file with an authorization code e-mailed to you.

Retrieve authorization code

Retrieve authorization code
For authorization code retrieval complete the below mandatory fields (*).and submit the request

The application will provide the authorization code by emailing a POF file if a matching record is found.

The fields indicated with an asterisk (*) are required to complete this transaction, If you do not want to provide the information use the Cancel button on your browser
to return to the previous page, or close the window or browser session that is displaying this page

Mote: To ensure that you continue to receive future correspondence without issues, please add FOD@lenovo.com as an exceplion 1o your spam filter.

Identification

Customer number® L]
order number* (2]
Option PIN or Product ID* e

Your email address

Other recipients(ce:)

(2]

Nete: By clicking Submit you agree that Lenove may process and retain your data for the purposes listed above In accordance with Lenovo's data privacy policy.

Submit Cancel

Figure 15: Retrieve authorization code
Enter the following identification needed to retrieve the authorization code as shown
in Figure 15.

e Customer number: enter either legacy customer number or SAP customer
number; multiple values are accepted.

e Order number: enter either SAP sales order number (10 characters, only
available if you are the administrator for the customer number), plant order
number (six characters, available to use for paper orders), FoD serial number
(seven characters, starts with ISO2 country code, only for FoD orders).

e Option P/N or product ID: enter either product ID or part number that depends
on the product, ordering system, and country.

e Enter your e-mail address, if necessary.
e Click Submit. A confirmation window is displayed.

User preferences

Notifications that are sent to authorized users can be customized on the User
Preferences page as shown in Figure 16. Authorized users are sent notifications after
the FoD keys are ready to be used. Users can select what type of information is in the
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notification and whether notifications should be sent at all, which is all done through
User Preferences on the FoD Web site.

Lenovo.

Features on Demand User Prefe I'en CeS

Request activation key

This option allows you to set up how and if the website communicates with you via email. Lenovo Business Partners with access to
Retrieve history Inventory management can also set up how their delivery emails are created. when they are being sent to their customers.

Hardware replacement My preferences:
Adapter mobily Receive emails from the website when my trial keys expire in
7 days
Trial key
30 days

FERERENRETE (EIEEES Receive emails from the website when orders are shipped

IQI YES
Help & No
Include _pdf of the authorization code(s) as attachment(s) in the emails
Contact -
i Yes
® Nu

Figure 16: User preferences page
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FoD activation key management through Advanced Setup Utility Overview

The Lenovo Advanced Setup Utility (ASU) is used to modify firmware settings from the
command line on multiple operating-system platforms like DOS, Linux, Solaris,
Windows, and WInPE. It supports BIOS code, remote supervisor adapter firmware,
remote supervisor adapter Il firmware, and baseboard management controller firmware.
Also, since ASU 3.60, RDCLI is included in the ASU software suite. RDCLI is a utility
that enables users to mount an ISO file, CD, or DVD to a remote IMM system. The
following tasks can be performed by using the utility:

¢ Modify selected basic input or output system (BIOS) CMOS settings without the
need to restart the system to access F1 settings.

¢ Modify selected baseboard management controller setup settings.

¢ Modify selected remote supervisor adapter and remote supervisor adapter Il
setup settings.

¢ Modify selected settings in IMM-based servers for the IMM firmware and Lenovo
System x Server firmware. The IMM replaces the remote supervisor adapter and
baseboard management controller functions on IMM-based servers. Lenovo
System x Server firmware is the Lenovo implementation of UEFI. The UEFI
replaces the BIOS and defines a standard interface between the operating
system (OS), platform firmware, and external devices.

e Modify a limited number of VPD settings on IMM-based servers.
¢ Modify iISCSI boot settings.

¢ Remote connectivity to the systems to set up all of the listed firmware type
settings on IMM-based servers.

e Mount an ISO file, CD or DVD to a remote IMM-based system (IMM must be
exposed to the network and accessible).

¢ Manage FoD activation keys.

e The ASU supports scripting environments through its batch-processing mode.
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Advanced Setup Utility command syntax for keys

Enter the following commands to install, report, uninstall, or export an FoD key:

asu.exe fodcfg <command> <command_options> [device&interface]
[connection_options]

Table 3 lists the ASU commands and command options.

Table 3: ASU commands

Command | Command_options | Description

installkey | -f <key file> Specify the key file name to install the key.
reportkey | N/A Inventory information of a specified key
repository (for example, IMM).
uninstallkey| --keyid <keyid> Specify which key should be removed
with key ID.
exportkey | --keyid <keyid> Extract one or all of the keys to the specified
-d <directory> directory.

Device and interface
e Specify target device: --device <DEVICE>
o The DEVICE variable could be: IMM, CMM, or Switch
e Specify interface: --interface <INTERFACE>
0 The INTERFACE variable could be: IPMI, KCS, CIM, or SNMP

Note: If the device is specified, then the default interface is all interfaces that
are supported by that device. If the interface is specified, then the default device
value is all devices that support this interface. If neither is specified, then the
default device is IMM.

Enter the following commands to choose an interface to update a FoD key:
asu.exe fodcfg <command> <command_options> [deviceé&interface]
[connection_options]
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Table 4 lists the ASU interface and command options.

Table 4: ASU installation interface

Interface | Command_options Description

KCS N/A Connect to the IMM locally (in-band)
through the KCS interface.

IPMI --host <device IP> All the parameters are optional,
--user <device userid> attempts to find IP address for LAN-
over-USB if

--password <device password> -
--host not specified.

CIM --host <device IP> All the parameters are optional,
--user <device userid> attempts to find IP address for LAN-
over-USB if

--password <device password> -
--host notspecified.

--cimhttp
--port

SNMP --host <device IP> Need extra SFTP or TFTP server for
--user <snmpv3 userid> key file transaction in SNMP interface.

__password <Snmpvs password> If USing Sftp, also need to SpeCify ———

Ftpid.
--sftp <ftp IP:port> y o o
_'tftp <ftp |P_p0rt> --user —-—passwor p ifi ,

. . ASU attempts to run snmpv3 or else
--ftpid <userid:pw> ASU runs snmpv1v2.
--community <community>

--authproto <MD5/SHA>
--privproto <DES/AES>
--privpasswd

Note: run --help for more detailed information:
asu.exe fodcfg —help

asu.exe fodcfg command --help
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Key management on IMM device using Advanced Setup Utility

The following figures show the command input in ASU and the results thatthe system
responds with if the keys are installed correctly onto IMM.

Example of installed key (the installkey command) to IMM shown in Figure 17.

D:“testsaszsurasu fodcfg installkey —f ibm_fod_BAA?_123456787ABCDEFAL123 _anyos_noar
ch.key —host 2.125.98.236

IBM Advanced Settings Utility version 7.00.761

Licensed Materials — Property of IBM

(C» Copyright IBM Corp. 2887-2812 All Rights Reserved

Pegazus Exception: Gannot connect to 2.125.98.236:5%8%9. Connection failed.
Executing the command through CIM interface failed, trying IPMI interface.
Connected to IMM at IP address 2.125.98.236

Succeed to install key ibm_fod_@8007_1234%6789ABCDEFA123_anyos_noarch_key. Activa
tion key must bhe validated elsewhere.

Figure 17: Successful installation of keys

Example of inventory key (the reportkey command) to IMM shown in Figure 18.

D:testasurasu fodcfg reportkey —device imm —host 9.125.98.236

IBEM Advanced Settings Utility version 2.80.761

Licenzed Materials - Property of IBM

CC» Copyright IBH Corp. 2087-2812 All Rights Reserved

Pegazus Exception: Cannot connect to 9.125.90.236:5989. Connection failed.
Executing the command through CIM interface failed, trying IPMI interface.
Connected to IMM at IP address 9.125.98.236

Mumber of keys installed is 3

Mo HKey ID status Description

il P5ffd4?2d1PaeaPcd walid SeruveRAID M5188 Series RAID 6 Upgrad
e for IEBEM

2 db286d495bAdA637 walid IBM Integrated Management Module Adv
anced Upgre

3 883caBabfB8e67heh wvalidated elsevhere IBM xooooooxxx 16131 Infiniband Swi
tch C(FDR>

Figure 18: Successful report of keys

Example of extract key (the exportkey command) to IMM shown in Figure 19.

D:testsasurasu fodcfg exportkey —kewid all -d .~/ ——device imm —interface cim
—host 2.125.98.236 ——cimhttp —port 5788

IBM Advanced Settings Utility version ?.800_.761

Licensed Materials — Property of IBHM

(C» Copyright IBM Corp. 2087-2812 All Rights Reserved

Connected to CIMOM at IP address:9.125.98.236 on Port:5788
Success to export key ?5ffd4%diPaea?cd.

Success to export key dbZ86d475hAdB637T.

Success to export all keys.

Figure 19: Successful extraction of keys
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Example of remove key (the uninstal lkey command) to IMM shown in Figure 20.

D:“testsasurasu fodcfg wuninstallkey —keyid 883caBabf8e6?beb —dewvice imm ——host
2.125.98.236 —cimhttp —port 5788

IBM Advanced fSettings Utility wersion 9_.00_.761

Licensed Materials - Property of IBM

CC» Copyright IBHM Corp. 200Y-2012 All Rights Reserved
Connected to CIMOM at IP address:9.125.98.236 on Port:5988
Zucceed to uninstall key B83caPabhf8et7heh.

Figure 20: Successful removal of keys

Note: If no interface is specified, the ASU tries CIM first and then the IPMI interface. If
both the CIM and IPMI fail, ASU tries KCS if --hostis not specified.

Key management on CMM device by using Advanced Setup Utility

The following figures show the command input in ASU and the results thatthe
system responds with if the keys are installed correctly onto CMM.

Example of extract key (the exportkey command) to CMM shown in Figure 21.

D:stestsasurasu fodcfg exportkey ——kevid A00AAAMAAAAAAAAL ——device cmm —host 9.
186.9.148 —cimhttp ——port 5988

IBM Advanced Settings Utility version 7.88.761

Licensed Materials — Property of IBM

CC» Copyright IBM Corp. 2087-2812 All Rights Reserved
Connected to CIMOM at IP addressz:?.186.9.148 on Port:-5988
Succeed to export key HHARARABOBAAAAAL .

Figure 21: Successful export of keys

Example of remove key (the uninstallkey command) to CMM shown in Figure 22.

D:“test~wasurasu fodcfg wuninstallkey ——keyid ABEAABEEHAAAAAA1L ——device cmm ——host
2.186.9.148 ——cimhttp ——port 5788
IBM Advanced Settings Utility version 2.88.761

Licenzed Materials — Property of IBM

(G» Copyright IBM Corp. 20807-20812 All Rights Reserved
Connected to CIMOM at IP address:7.186.9.148 on Port:5788
Succeed to wninstall key BHOEABEEBEEAAOA]L .

Figure 22: Successful removal of keys
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Key management on IOM device by using Advanced Setup Utility

The IOM (switch) is designed to use SNMP for feature key management and needs an
extra SFTP or TFTP server for the key file transaction. Specifying the --tftp or —sftp
—Ftpid is needed.

Example of key installation (the installkey command) to IOM (switch):
To use the tftp and snmpvlv2 commands without encryption, complete the following
steps:
1. Configure the switch SNMP community as private with both read and write
access.
Set up tftp with address 9.125.90.200 and with both read and write access.

Run the following command:

asu.exe fodcfg installkey —Ff ibm_fod_0005_YO50VT16E080_anyos_noarch._key
--device switch --host 9.125.90.53 --tftp 9.125.90.200 --community
private

Example of inventory key (the reportkey command) to IOM (switch):

asu.exe fodcfg reportkey --device switch --host 9.125.90.53 --tftp
9.125.90.200 --community private

Example of extract key (the exportkey command) to IOM (switch):
To use sftp and snmpv3 with MD5 Authorization protocol, complete the following steps:

1. Create switch snmpv3 user for authorizing MD5 adminmd5. The MD5
password is ADMINMDDS5. Configure the user privacy protocol as
destination, with password adminmd>5.

2. Set up sftp with address 9.125.90.83, and create user sftpadmin for
both read and write access. The password is sftppass.

3. Run the following command:

asu.exe fodcfg exportkey --keyid 0005 --host 9.125.90.53 --device
switch --user adminmd5 --password adminmd5 --authproto md5 --
privproto des --privpasswd adminmd5 --sftp 9.125.90.83 --ftpid
sftpadmin:sftppass

Example of remove key (the uninstal lkey command) to IOM (switch):

asu.exe fodcfg uninstallkey --keyid 0005 --host 9.125.90.53 --device switch -
-user adminmd5 --password adminmd5 --authproto md5 --privproto des --
privpasswd adminmd5 --sftp 9.125.90.83 --ftpid sftpadmin:sftppass
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Acquire key from KMS using Advanced Setup Utility

Command syntax:

asub4._exe fodcfg acquirekey -r -d <directory> --kmsid <userid:password> -m
<machinetype> -u <machinetypeserialnumber>

In the sample syntax, we make the following substitutions lists in Table 5.

Table 5: ASU fodcfg command substitutions

Syntax Description

-r Install downloaded activation key.

-d <directory> Download the key file to <directory> location. The
default value is current folder.

--kmsid <userid:password> KMS Web site credentials.

-m <machinetype> The machine type of the system.

-u <machinetypeserialnumber> Unique identifier information. The machine type
and serial number of the system with no spaces or
dashes.

The example command that is used is:

C:\ASUtil>asu.exe fodcfg acquirekey -r -d C:\fodkey --kmsid
userid@example.com:xxxxxxxx -m 7915 -u 79151234567 --host 192.168.10.100 --
user USERID --password PASSW@RD
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FoD activation key management through DSA
DSA provides the following functionalities for key management:

¢ Key installation (online)

¢ Key installation from removable media (offline)

e Key uninstall

e View available FoD features or installed FoD keys
e Export FoD information

FoD CLI support for portable DSA

Portable DSA provides a command-line interface for FoD key management. This
interface (FoD) is launched using sub commands after DSA execution program.

Table 6 lists all of the portable DSA commands that are related to FoD.

Command syntax: dsaexe fod command

Table 6: DSA FoD commands

DSA commands Description
help Displays a list of available commands.
export_imm_uid Export FoD inventory information to removable

media by using unique identifier (UID). The file that
is generated is exported to dsa_fod_id.txt in
the DSA output folder.

display_available_fod Display the available FoD keys for a key repository.

download_fod_key Acquire and download activation key from Lenovo
Web site.

install_fod_key Install activation keys from user-specified location
to key repository.

export_imm_fod Export the local FoD unique IDs to a file that is
saved in DSA output path.

report_imm_active_fod Report inventory information of IMM repository.

install_imm_fod Download and install activation keys to IMM
repository.

uninstall_imm_fod Uninstall activation keys from IMM repository
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Refer to the section “Using Features on Demand for Portable Dynamic System Analysis

on the Lenovo ToolsCenter Web site shown in Figure 23 for more details about how to
manage FoD key through DSA with following topics:

Downloading the FoD key and installing with the key file

Using the FoD Key on an IMM for a portable target system

Using the FoD Key on a CMM for a portable target system

Using the FoD Key on an IOM/Switch for a portable target system

Search: E

Search scope: All topics

Contents w2y B

colee 8

€ |BM ToolsCenter for System x and Bladecenter
Lenovo ToolsCenter —eiff—
[ Server management
[A Deployment
[A configuration
[A Updates
= [ Diagnostics
=1 [ Lenove Dynamic System Analysis
[A Cverview
[0 Installing Lenovo Dynamic Systermn Analysis
[A Collecting system information
[A Comparing system information
B Viewing collected system information
El Running diagnostic tests
[A Transferring data and logs
Bl Copying data and logs f
=1 [3 Supporting Dynamic Systemn Analysis Features on Demand
%8 Using Features on Demand for Portable Dynamic System Analysis
[l Using the Features on Demand GUI support for CD-based Preboot DSA
[l Using Features on Demand GUI support for Embedded Preboot DSA
[A Troubleshooting and support
[0 Reference

Using Features on Demand for Portable Dynamic
System Analysis

The topics in this section describe how to download, install and use the
FoD Key for Portable Dynamic System Analysis.

| Downloading the FoD key and installing with the key file I

The following procedure describes how to download the FoD key and
install the key file using removable media.

| Usin? the FoD Key on an IMM for a portable target 5¥stem |
The following procedure describes how to view the FoD information

for a target system, and how to install or uninstall the FoD license
key(s) using in-band (IB) or out-of-band (OOB) mode.

|uzing the Fop key on 2 cMM for 2 portable target svstem |

The following procedure describes how to display the FoD information
of the target system, and how to install or uninstall the FoD license
key(s) using out-of-band (OOB) mode.

Using the FoD Key on an I0OM/Switch for a portable target
system

The following procedure describes how to display the FoD information
of the target system, and how to install or uninstall the FoD license
key(s) using in-band (IB) or out-of-band (0OB) mode.

Parent topic: Supporting Dynamic System Analysis Features on Demand

Figure 23: Lenovo ToolsCenter Web site
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FoD GUI support for embedded DSA Preboot

The DSA Preboot GUI enables the users to view, install, or uninstall the FoD License
Key on a machine or reactivate the existing FoD activation keys on a replaced system
board.

After you launch the graphical DSA environment, the License Agreement, as shown in
Figure 24, displays. Click | Accept to accept the license and enter the Welcome page,;
or click I don’t Accept to exit the preboot DSA GUI.

Lenovo ToolsCenter Dynamic System Analysis Run CLI | Setting | Help | About | Exit Lenovo.

Welcome Collection and Diagnosis | Activation Key Management

License Agreement
Welcom
Notices and Information | Non-Lenovo Terms A charo
Lenovo Preb . ; = w ~NAngE
‘t‘”"';‘*;'_“f‘“' International License Agreement for Non-Warranted ﬂ
o aid in the
Dynamic Sys§ Programs

Part 1 - General Terms

Collect BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, OR
OTHERWISE USING THE PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF
YOU ARE ACCEFTING THESE TERMS ON BEHALF OF LICENSEE, YOU REFRESENT AND WARRANT
THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE 0sls
TO THESE TERMS,

&~ N & DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEPT" BUTTON, OR USE THE
PROGRAM; AND

® PROMPTLY RETURN THE UNUSED MEDIA AND DOCUMENTATION TO THE PARTY FROM WHOM
IT WAS OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS
Manage DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

1. Definitions

=) "Authorized Use” - the speafied level at which Licensee is authorized to execute or run the Program.
That level may be measured by number of users, millions of service units ("MSUs"), Processor Value Units
1"PULIe nr nther level nf nse snerified hv | ennun _'J

Read the license agreement carefully and click I Accept to continue.

1 Accept 1don't Accept

Figure 24: License agreement in DSA Preboot GUI

Select Activation Key Management in the navigation pane or from the top menu to
open the Activation Key Management page as shown in Figure 25.
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I Welcome Collection and Diagnosis | Activation Key Management

Welcome to Dynamic System Analysis
System Information [ change

IBM Preboot Dynamic Systam Analysis (DSA) is a system information collection and Machine Name: [EM System X3100 M5
anatysis tool that Is used by IBM Modular & Blade® Service and Support personnel Machine Type/Model: S457A20
to aid in the diagnosis of system problems Serial Number: 1234567

Dynamic System Analysis can assist you with the following functions:

Collect inventory and perform diagnosis

Full Inventory Collection and Diagnosis Customized Inventory Collection and Diagnosis

i
‘:‘: Collect a full system irventory and perform a complete analysis i % Acustomized system inventory callection, analysts, and
\ and diagnosis. e, diagnosis. This option is helpful to expenenced users for
\ troubleshooting system issues

Manage Activation Key
¢ Activation Key Management
Perfarm activation key management on W2, _

Figure 25: Manage activation key in DSA

After you click Activation key Management, the activation key list displays. There are
six operations for Activation Key Management:

e Refresh
e Export
e Uninstall

e Install from IBM Web site
e Install from Removable Media
e Reactivate Activation Keys

If the Internet connection is not available, the Install from IBM Web site is not available
as shown in Figure 26. The Install from Removable Media and the Reactivate
Activation Keys are available.
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IMM Activation Key Management Machine Type/Model:
i @ Backto Change v 87377AC1
) IP address: Local machine Saral Numbars

|ﬂ Iriterriet is not connected. Cant install keys from IBM weksite. Est Internet Connection |

@ @ @ | Install from Removable Media Feactivate Activation Keys
| Feature Description «  Status
wA IBMVirtual Fabric Advanced Software Upgrade (LOM) Key Installed

Figure 26: Managing a key with Internet connection not available

If the Internet connection is available, the Install from IBM Web site is available when
one or more activation keys are selected, as shown in Figure 27. The Install from
Removable Media and the Reactivate Activation Keys are also available.

IMM Activation Key Management Eh:lasgmg Type/Model:
:' ﬂlrﬁernet is connected. Bst Internet Connection Serial Number:
g 1234567

@ Refresh @ Export @ Remoye | Install fram 1EMWebsite Install from Removable Media Reactivate Activation Keys
‘ Feature Description « i Status
54 IBM Integrated Management Module Advanced Upgrade valid
4 SenveRAID M1100NE100 Series Zero Cache/RAID 5 Upgrade for [BM System x valid
ServeRAID M1100MNE100 Series Zero Cache/RAID & Upgrade for IBM System x Mot Installed

Figure 27: Managing keys with available Internet connection

Refresh
As shown in Figure 28, refresh the activation key list by clicking Refresh.
IMM Activation Key Management Machine Type/Modal:
5A57142C
:' ﬂlmerna iz connected, st iternet Connection Serial Mumber:
1234667
@ refesh i |_H nstall from Removable Media Reactivate Actvation Keys
DFeature Description T ctawes
|Ef Infegrated Management Madule Advanced Lipgrade valid
SeneRAID MITOONET00 Series Zero CacheRAID S Upgrade for IBM System x valid
SeneRAID M1 100ME100 Series Tero Cache/RAID & Upgrade Tor IBM System x Mot Installed

Figure 28: Refresh activation keys
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Export

As shown in Figure 29, select one or more activation keys and click Export to export
the activation key information into removable media.

IMM Activation Key Management Machine Type/Model:
SASTIAZD
! alrternr.!is cornecled . Bt nlarnet Connection Serial Number:
1234887
& Refresh @ Expoit _g Remove | Install from IBM Wiebsite Install fram Removable Media Reactivale Aclivalion Keays
! Feature Description - Status
L4 IBM Integratad Management Modula Advanced Upgrade valid
SeneRAID M1 100ME100 Series Zero Cache/RAID S Upgrade tor IBM Systern x valid
SeweRAID MIT100ME100 Series Zero Cache/RAID § Upgrade for IBM System x Mot Installed

Figure 29: Export activation keys

Remove

As shown in Figure 30, select one or more activation keys and click Remove to
uninstall.

IMM Activation Key Management Machine Type/Model:
54571420
] alrkernnl i connected. Bt idenet Cannechian Serial Number;
1234887
@ Falresh L Enpoil 3 Raniuye i stall frerm Bk Wit fe install from Removabie Madia Reathivale Sclivation Keys
pesr e e e e e
t Feature Description - | Status
L T L L T T
L IBM Integrated Management Module Advanted Upgrade valid
SanaRAD M 100ME100 Senes Zero CacheMAID S Upgrada tor IBM System ¥ valid
SernveRAID M110OME100 Seres Zero Cache/RAID & Upgrade for IBM System x Mot Insfalled

Figure 30: Remove activation keys
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Figure 31 shows the uninstallation results. Uninstallation of the activation keysis

completed sequentially. If an uninstall fails, an error icon is displayed. Place the cursor
over the error icon to display the error message.

ﬁ IMM Activation Key Management Machine Type/Model: |

B457/A2C
[ Internet is connected, Est internet Connection

Serial Number:
1234567

_:J Refresh [ Exp Uninstall Activation Key

Feature Descripti

0 of 2 keys has been uninstalled successfully
1EM Integrated Mana

[ 100%

SerneRAID M1100M

SaveRAID M1 100N Feature Description Status
ServeRAID M1100ME100 Series Zero Cache/RAID 5 Upgrade for IBM System x @ Failed @
SeveRAID M1100ME100 Series Zero Cache/RAID € Upgrade for IBM System x @ Failed 2]

Close

Figure 31: Uninstall activation keys result
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Install from IBM Web site

At the time of this course writing, this function is still called Install from IBM Web site
as shown in Figure 32. This function will be inaccessible without internet connection.

Lenovo ToolsCenter Dynamic System Analysis Run CLI | Setting | Help | About | Exit LEenNOVO

Welcome | Collection and Diagnosis Activation Key Management

IMM Activation Key Management Machine Type/Model:
A ‘ Elnlemet is not connected. Can't install keys from IBM website. Test Intemet Connedion Serial Number:

@ Refresh g :3_} | : Install from Removable Media Reactivate Activahion Keys

| Feature Description | status
18M Security Key Lifecycle Manager for System x SEDs FoD valid
ServeRAID M5100/M5200 Series RAID 6 Upgrade for System x valid
ServeRAID M1x00/M5x00 Series Zero Cache/RAID 5 Upgrade for System x valid
ServeRAID M5100/M5200 Series S50 Caching Enabler for System x valid
ServeRAID M5100/M5200 Series Performance Key for System x vald
IBM Integrated Management Module Advanced Upgrade valid

Figure 32: Install from IBM Web site

To install FoD activation keys from IBM’s Web site, click Install from IBM Web site and
enter the user’s credentials (IBM ID and user password) and the Details for each key as
shown as Figure 33. Select one or more activation keys and click Install Now.
Installation of the activation keys is completed sequentially. If an installation fails, an
error icon is displayed. Place the cursor over the error icon to display the error message.

i IMM Activation Key Management Machine TypeiModel:
D vl & Bornactid el bemat Connsct) Serial Mumber:

Install Activation Key from IBM Site

Please provide the following information for activation key
Faatura 0
1. User credential
1BrID:
| userginvalid domain|
User Password:

‘ 2. Details for each key (Aulh cade is requited when the activation key file was not created yety
Feature Description Unique ID Auth Code(Optional}

IBI Integrated Maragament Module
Atvanced Upgrade

SenveRAID M I0OMET00 Senes
Zero CacheMAIDS Upgrade foriBM | 791223NLW443
Systemn x

71 ZZINLWES

SenveRAID M1 100ME100 Serias
Zero Cache/RAID S Upgrade fol IEM
Systern x

Cancel

Figure 33: Install activation key from IBM site
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Install from removable media

To install the activation keys from local removable media, click Install Activation Key
from Removable Media, and then a dialog box displays as shown in Figure 34. After
you select one of the removable media options, the activation key files on the

removable media display. The Refresh option is used for refreshing the connected
removable media.

= IMM Activation Key Management Machine Type
BASTIAZLC
[ irternet is connected. Bstinternet Connection
2 st

[HeEr LonnEiar Serial Numbe
1234567

_ Install Activation Key from Removalbe Media

Feature Select one removable media and then select keys to install.
SeveRAID 1. Select the removable media:
|BM Inteqr [ .SEL.E.CT | Refresh
SaveRAID 2. Choose the keys to activate:
File Name Description

0K Cancel

Figure 34: Install activation key from removable media

As shown in Figure 35, select one or more of the activation key files and click OK to
install. Installation of the activation keys is completed sequentially. If an installation fails,

an error icon is displayed. Place the cursor over the error icon to display the error
message.
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IMM Activation Key Management Machine Ty
B457/A2C
| [ nternetis connected. it Internst Connaotion Sarial Numb
Vs :

1234567

Install Activation Key from Removalbe Media

Feature D) Select one removahle media and then select keys to install.
SemeRAID 1. Select the removable media:
IBM Integraf {Beiaiavelcrideyaobay 1= Hefse
SeneRAID 2. Choose the keys to activate:
|4 File Name | Description
[ 87ef09BBT614929 key =
4 be03072c7191d989 key
|id| eSafbBetbaStaZbe key
[ ibm_fod_ 0001 25820618282 anyos._noarch key IBM Integrated Management Module Advanced
iy g iy s Upgrade
‘:/ ibm_tod 0004 2S8206AGYES anyos_noarchkey IBM Integrated Management Module Standard
=i = = = Upgrade
T : ; IBM Integrated Management Module Standard
14 ibm_fad_000e_ 77771234567 anyos_noarch.key Uit =

OK Cancel

Figure 35: Install activation key from removable media

Reactivate activation keys

Click Reactivate Activation Keys to reactivate FoD keys. Check the machine
information first and make applicable changes for the machine type, machine model, or
serial number if needed as shown in Figure 36. After you update the machine
information, click Update Machine Info to update the modified Vital Product Information
(VPD). Choose to OK to restart IMM immediately to take effect or Cancel to restart IMM
manually at another time.

Reactivate Activation Keys

[ Check Machine Information Obtain Keys Confirm Keys Install Keys

Ityou wantto reactivate keys for newly replaceable hardware components, you nesd manually change the
information below to match the previous hardware companenis

Machine Type:
5457

|aching Model:
AC

Serial Mumber:
1_23455?|

UEdae Machine Info _

Bach Next Cancel

Figure 36: Reactivate activation keys
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There are two methods to obtain the activation keys.

e From IBM’s Web site: obtain activation keys from the IBM Web site if the
machine is connected to the Internet. Then, enter the IBM ID and password as
shown in Figure 37.

Reactivate Activation Keys

i Check Machine Information  Obtain Keys Confirm Keys Install Keys

Provide the following information to obtain the activation keys.
Select where to obtain the activation keys:

@ From IEM website

1 From removable media

Input IBM ID:

|BM 1D e

[l ﬂ < IBMID is required.

User Password:

"
|

Back Mext Cancel

Figure 37: Obtain activation keys — method 1

e From removable media: select this item if the keys are stored on removable
media or if there is no Internet connection as shown in Figure 38.

Reactivate Activation Keys

Check Machine Information Obtain Keys Confirm Keys  Install Keys

Frovide the following information to obtain the activation keys.

Select where to obtain the activation keys:
From IBM website

@F !
Select the remaovable media:
[ SELECT - - Refresh

Back Next Cancel

Figure 38: Obtain activation keys — method 2
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FoD support plan

FoD includes hardware features and software features.

When customers purchase systems with FoD, there are two conditions:
1. Manufacturing loads the system in the build stage.

2. The customer can purchase features after the system sale. SSR supports
hardware in the following situations:

e Normal support of hardware and options.

e SSRis only responsible for hardware break-fix. Any how-to, configuration,
installation, and support of the feature functionality as a part of the system
should be handled by the corresponding remote support agent.

e Hardware break-fix is covered under warranty and the user is responsible for
the reactivation of FoD keys on System x hardware.

Feature entitlement, activation, reactivation, and feature troubleshooting support:
e Worldwide 24 x 7 coverage
e English only
e FoD support e-mail address: FOD@Ilenovo.com

Note: If the client is part of the federal government, send an e-mail to fod@us.ibm.com.

Note: It is ultimately the client’s responsibility to reinstall their FoD keys. However, be
advised that in most service scenarios in which a client needs to have a part replaced,
the client often is not aware that they have FoD keys that are applied or might not know
how to reapply the keys. In these cases, Remote Support works with the client and Field
Technician to reapply the keys.
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Hints and tips

1. Check an authorization code to see what feature it enables and how many
remaining times it can be used to create a key. Is there a limited number of times
that user can activate the features?

e A key can be installed, uninstalled, and copied for an infinite number of times.
It always activates its feature on a single piece of hardware (system, card,
chassis, or switch). The specific hardware unit it activates is encoded in the
unique identifier and built into the key data structure.

e Authorization codes are credit for future key redemptions. The codes have
information about the feature and supported system types for which they can
be used, not information about which specific systems use them (that
information does not apply until the keys are created).

e Redemption history and remaining credit for authorization codes can be
checked through KMS interfaces. In the authorization code, there is a limit to
the number of new activation keys you can create with the given code, but
there is no limit on the number of times on the key that you can activate the
feature on the machine.

2. When a customer buys the systems with the features preloaded and activated, if
the customer replaces the main board and the features are lost, where can they
obtain the authorization code? Are the customers required to register on the FoD
site?

e In this situation, there are several scenarios. For the features that are bound
to the key data structure of the system unit, replacing the main board should
include a step in which the identity of the replacement is reprogramed to
match the original key data structure; the old keys activate the same features
on the new board. Therefore, a customer can export the old keys and reinstall
them on the new unit after key data structure reprogramming is complete
without having to access KMS.

e |If the customer does not remember to export the keys or if the failed board
prevents the keys to be exported, then the keys can be retrieved from KMS
using the key data structure of the unit.

e For features that are bound to something other than the key data structure,
new keys are needed if the hardware for those features changes. If you keep
the same option cards that you had before the failure, then the same keys
from before the failure still work after being reinstalled.

e To retrieve those keys from KMS, enter the cards' unique identities into KMS
to retrieve their keys. The feature is bound to the card, not the system, which
requires a different query. A DSA log shows the activation keys from the pre-
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failure configuration to help a customer retrieve all of the identities they need
to query.

3. Under what conditions do customers need to uninstall a key?

There are two reasons why a customer uninstalls a key. The first reason is to
disable the feature. The second reason is to clean up a machine after moving an
option card with its activation to another machine. The second reason is
recommended for moves, but not required, since the key will simply occupy
storage on the IMM2 on the old system after the card is moved.

4. What condition is required to export a key from AMU? If customer can download
key from the Web site, why is it necessary to export it from the local machine?

If the customer does not have easy access to KMS from where the machine is, it
might be preferred to export it.

5. When are emergency keys, temporary keys, and permanent keys required? How
long is the duration for temporary keys?

An emergency key is similar to a standard key, but is obtained differently.
Emergency keys are generally requested when customers are urged to obtain
keys. Temporary keys are supported on features that support trials or time-based
activations. Not every feature provides temporary keys. For those features that
do, when it is needed depends upon the feature and the time period it is used.
Duration is encoded into temporary keys and can be varied to the needs of the
business for each feature instance. Every other key is a permanent key.

6. Can L1 open a support ticket on FoD cases? If so, under what conditions do they
open ticket for FoD, and under what conditions do they redirect customers to the
URL?

L1 opens a support ticket referencing the machine type and serial number that is
entitled for support for FoD problems that are not resolved using the problem
resolution path in the FoD user guide.
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FoD servicer activities

The e-mail address for customers is fod@lenovo.com.

When the servicer receives calls regarding the activation problem, complete the
following steps:

1. Run DSA (online or pDSA both collect FoD key inventory information). If the call
center is involved, customers are instructed to upload results to Multitool.

2. Look at the DSA information (Figure 39) on the FoD key status to verify that the
inventory AMU to query the IMM directly with the report function of the tool.

The customer or servicer can also look at DSA information for firmware and software
levels to ensure that prerequisites are met for feature enablement.

If the inventory information is displayed correctly, then the issue resolution goes into the
feature itself. The inventory has different methods and tools for further diagnosis and
debugging based on the different features.

If the inventory information looks incorrect, the customer or servicer can go to the FoD
Web site and retrieve the information about entitlement based upon the key data
structure of the server. Based on this query, servicers can redownload keys and
reinstall the keys, if needed.

IBM Server x3650 M5

Lenovo Dynamic System Analysis

Software

System Overview

|FoD Activation Key |

Network Settings

Activation Ke:
Hardware i
Hardware Inventory Description IBM Integrated Management Module Advanced Upar
PCI Information 3= Feature Description IMM Remote Presence
Firmware/VPD Expire Date
IMM Configuration Identifier Type Machine Type and Serial Number
Environmentals \dentifier
Drive Health
e e Status Walid
LS| Controller
User Count 0
LSl IDE Controller
Diablo FlashDimm User Limit 0
IBM High IOPS Adapter Description IBM Security Key Lifecycle Manager for System

PMC RAID

b Feature Description 32796
ServeRAID
Expire Date
ServeRAID Logs
Qlogic Identifier Type Machine Type and Serial Number
Emulex Identifier
Broadcom Status Walid
Brocade Adapter User Count 0
VMware ESXi User Limit 0
Light Path
IMM Built-in Self Test Description ServeRAID M1x00/M5x00 Series Zero Cache/RAID 5
FoD Activation Key D= Feature Description 32780
IMM Logs Expire Date
Chassis Event Log Identifier Type Machine Type and Serial Number
IPMI Event Identifier
Analysis Status valid
Figure 39: FoD information in DSA
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FoD handling scope by SSRs

e If the customer provides the FoD key(s) then the SSR will restore the FoD key(s)
after the system board replacement.

e If a machine is bootable with an accessible IMM, the SSR will provide his or her
best effort to pull the FoD keys using the IMM BoMCsft2, or BoMCsft3 key, and
restore the FoD key(s) after system board replacement.

e Ifthe IMM is not available, the SSR or Call Center will search the FoD Web site for
the FoD keys attached to the MT/SN. If available, the SSR will obtain the keys from
the site and use them to restore the FoD key(s) after the system board replacement.

e Ifthe FoD is not able to be pulled using the IMM or from the Lenovo FoD Web site,
then the SSR will disengage and direct the customer to the FoD team for further
support. The Lenovo Web site for FoD is https://fod.lenovo.com/Ikms/ and the e-
mail address is fod@Ilenovo.com. Customers should be directed here by the SSR.
Refer to Using System x Features on Demand at
https://lenovopress.com/redp4895.pdf for more details.

o If the FoD key is attached to the RAID Card or another piece of hardware and the
key is not tied to the machine serial, then the SSR will disengage, but make the
customer aware of the needed key. The Lenovo Web site for FoD is
https://fod.lenovo.com/lkms/ and the e-mail address is_fod@lenovo.com.
Customers should be directed here by the SSR. Refer to Using System x Features
on Demand at https://lenovopress.com/redp4895.pdf for more details.
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FoD key installation after hardware replacement

This section provides the steps required to re-install the FoD keys, which were
previously purchased and installed on a Lenovo System x machine. This procedure
must be completed after a system board or RAID part replacement to restore full
functionality to the customer’s machine post hardware replacement activity.

Note: This section does not cover the key replacement process after replacement of
option cards such as Qlogic and Emulex communication adapters.

The preferred method in the field to save and restore FoD key files is by using the
BoMCsft2 or BoMCsft3 tool (depending on machine type). There is another method that
may be used if the customer will allow direct access to the system management
interface (IMM). Refer to the section in this document “Using the System Management
Interface to Save and Restore FOD Files” method.

Note: The BoMCsft2 or BOMCsft3 tool is for certified service personnel only. You
need to access the GLOSSE BoMCsft2 & BoMCsft3 Tools. GLOSSE access
credentials are required.

Preparation

Check the service call to confirm that the system uses FoD features that must be
reinstalled.

If the machine boots successfully and the part being replaced is a system board, then
boot using BoMCsft2 or BoMCsft3 to back up the FoD keys following these steps:

1. Insert the BoMCsft2/3 USB key in to the machine.

2. Boot the machine to F1, UEFI setup, and then select Boot Manager - Boot
from device.

3. Select the USB port containing the BoMCsft2 device (usually USB front) as
shown in Figure 40.

Boot Devices Manager

Legacy Mode [1 Device Path :
PciRoot (0x0) /Pci (0x1A, 0x0) /US
NIC1: (TPv4-based) PXEQ - Onboard Ethernet Portl B (0x0,0x0) /USB (0x4, 0x0) /USE (0
NIC1: (IPub-based) PKE1 - Onboard Ethernet Portl x1,0x0)
NICZ: (IPvd-based) PKE2 - Onboard Ethernet Port2
NICZ2: (IPub-based) PKE3 - Onboard Ethernet Port2
NIC3: (IPuvd-based) PKE4 - Onboard Ethernet Port3
NIC3: (IPub-based) PKES - Onboard Ethernet Port3
NIC4: (IPud-based) PKE6 - Onboard Ethernet Port4
NIC4: (IPub-based) PKE? - Onboard Ethernet Port4

DSA:Diagnostics - Diagnostics

Figure 40: Boot device manager
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Note: You can also boot the machine to select the USB device to boot by pressing F12
during startup as shown in Figure 41.

Lenovo.

System Xe

Server Firmware

Licensed Materials - Property of Lenovo. © Copyright Lenovo and other(s) 2014, 2016.
Lenovo is a trademark of Lenovo in the United States, other countries, or both.

<F1> Setup <F2> Diagnostics | <F12> Select Boot Device

Connecting Boot Devices and Adapters ... 2

Figure 41: Select boot device

4. Select 3" Party Tool as shown in Figure 42 after booting the machine using
BoMCsft2/3 successfully.

Welcome to ToolsCenter

IBM X Tools Centeris a collection of server management standalone tools to help Deploy. Configure, Update and Diagnose your
machines. The wizard will help you manage your system more efficiently.

Descriptive name
Bootable Media-Mon Mar 17 12.25:12 2014

This will do the following
. 1at

® Diagnostics
® 3rd Party Tool

You can click the "Exit” button to quit. which will reboot the system.

Figure 42: Select 3" Party Tool

5. Select Backup and Restore All System Settings (number 3) after the Service
Tools for SSRs blue menu appears to back up the system board configuration
settings, which includes the FoD keys onto the USB key. If successful, then skip
to “Parts Replacement” section.
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Service Tools for SSRs Last Updated: Apr,02,2014

This tool only works on uEF] B4-bit systems, Tool intended forr IBH Service
Technicians, Do not distribute to customers or unauthorized imdividuals,
Enter 'S’ for- a list of Supported Systems for- BoHC v9.50

FIRHMWARE UPDATES, DSA LOGS, DIAGMOSTICS AND TROUBLESHOOTING TOOLS
1. Perform DSA. Diags. or Firmsare Updates
2. Test Network Connections & Change Settings

PERFORM BEFORE/AFTER PLAMAR REPLACEMENT WHEM SYSTEM CAN BOOT TO BOMCSFT2
3. Backup & Restore All System Settings (YPD,FoD.ASU Settings)

UNABLE TO BACKUP SETTIMGS BEFORE PLANAR REPLACEHENT
4, ¥YPD Update
5. Foll Functions

ADVANCED TOOLS AND FUNCTIONS
6., ASU & IMH Functions & Settings (Select for- Details)
7. Limx Scripts and Tools (Select for Details)
8. Limpx Command Line

Select Option and press <ENTER> (x to exit) ||

Figure 43: Blue Menu

The FoD must be obtained from the Lenovo FoD portal at
https://fod.lenovo.com/lkms/. Refer to the “Creating an FoD account” section if you
do not yet have access to the Web site.

6. Select Retrieve History on the FoD KMS Web site. Refer to Figure 10 on
“Retrieve history” topic for the details.

7. Select Search history via machine type serial number below the Search type
drop-down menu as shown in Figure 44.

8. Enter the System x Machine Type and Serial Number in the Search value field.

Format: MMMMSSSSSSS where M = Type, S = Serial. Ensure uppercase letters
are used. Do NOT use the Appliance Machine Type and Serial Number.

Retrieve history

Step 1: Search

Use authorization code or unigue identifier(UID) or machine type serial number{MT\SN) to search for activation key history.

Please select a search type and enter a search value

Search type*

*
Search value Flease select a search type o
Search history via authorization code

Search history via UID

E Search history via machine type serial number I * @)

Figure 44: Retrieve history
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9. Download all of the listed .key files to your root directory of your BoMCsft2 or
BoMCsft3 USB Key.

| Note: Steps 5 to 9 can be performed before arriving at the customer site.

Parts replacement (onsite)

Perform parts replacement by following the steps in the Installation & Service Guide
(ISG), Problem Determination & Service Guide (PDSG), or Problem Determination &
Service Guide Addendum, whichever is applicable to the Lenovo System x Appliance.

Installation Steps (onsite)
1. Insert the BoMCsft2/3 USB key in to the machine.

2. Boot the machine to F1, UEFI setup, and then select Boot Manager - Boot
from device.

3. Select the USB port containing the BoMCsft2 device (usually USB front).
4. Select 3" Party Tool after booting the machine using BoMCsft2/3 successfully.

5. If you were able to back up the system board configuration prior to replacing
parts, skip to step 8. Otherwise, use BoMCsft2’s blue menu option 4 VPD
Update as shown in Figure 45 to set the VPD information.

Service Tools for- 55Rs Last Updated: Apr.02,2014

This tool only works on uEFl 64-hit systems, Tool intended for- IBH Service
Technicians, Do not distribute to custosers or unauthorized individuals,
Enter 'S’ for a list of Supported Systems forr BolC v9,.50

FIRMWARE UPDATES, DSA LOGS, DIAGNOSTICS AND TROUBLESHOOTING TOOLS
1. Perform ISA, Diags, or Firmsare Updates
2. Test Hetwork Connections & Change Settings

PERFORH BEFORE/AFTER PLAMAR REPLACEMENT WHEM SYSTEM CAN BOOT TO BOMCSFT2

3. Backup & Restore All System Settings (YPD.FoD,ASU Settings)
UNABLE TO BACKUP SETTINGS BEFORE PLANAR REPLACEMENT

4, WPD Update
5. Fol Functions

ADVANCED TOOLS AND FUNCTIONS
6, ASU & IHH Functions & Settings (Select for Details)
7. Limx Scripts and Tools (Select for Details)
8. Limmx Commaxd Line

Select Option and press <ENTER> (x to exit) []

Figure 45: Blue menu option 4

6. Select blue menu option 5 FoD Functions as shown in Figure 45.

7. Select Install FoD Key(s) Previously Saved for this server (sub-option 4 as
shown in Figure 46).
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Featwres on Demanwd (FoD) Merws
Saves amd Restores Fol Keys on Supported iMM2 Systems

Report Active Foll key{s) on this Server

Save Fol key(s) fourmd on this Server

List FoD key(s) saved on the BoMCsft2 Key

Install Fol key(s) Previously Saved for this Server
Uninstall Hotive Foll keyls) tound on this Server
Exit to Previous Menu

Figure 46: Sub option of blue menu option 5
8. Select blue menu option 3 Backup and Restore All System Settings.

Service Tools for- SSRs Last Updated: fpr 02,2014

This tool only works on uEFI bd-hit systems. Tool intended for IBH Service
Technicians., Do not distribute to customers or wauthorized individuals.
Enter 'S*' for a list of Supported Systems for BoMC v3.50

FIRMWARE UPDATES, DSA LOGS, DIAGNOSTICS AND TROUBLESHOOTING TOOLS
1. Perform DSA, Diags, o Firmsare Updates
2, Test Hetwork Connections & Change Settings

PERFORM BEFORE/AFTER PLANAR REPLACEMENT WHEN SYSTEM CAN BOOT TO BOMCSFTZ2
3. Backup & Restore fAill System Settings (VPD,.FoD,.ASU Settings)

UNABLE TO BACKUP SETTINGS BEFORE PLANAR REPLACEHENT
4, ¥PD Update
5. Foll Functions

ADVANCED TOOLS AND FUNCTIONS
6, ASU & IMH Functions & Settings (Select for Details)
7. Limmx Scripts amd Tools (Select for Details)
8. Limx Commawl Line

Select Option and press <ENTER> (x to exit) ||

Figure 47: Blue menu option 3

9. Select Restore Settings, VPD and FoD key(s), (sub option 3 as shown in
Figure 48) if applicable to restore the system board configuration from the USB
key.

Consolidated Tasks to Perform Before & After Plana Replacement
If the System is able to boot prior to service

Sawve uEFI/IMH Settings and FoD key(s), if present
Quick look at the Suystem Events amwl IHH logs

Restore Settings, YPD amwd FoD key(s), if applicable
Set the Hardware System Llock Dates]ime

Restore Fol keys if option 3 fails

Clear All Planar System Events amd IMH Logs

Exit to Previous Heru

Figure 48: Sub option of blue menu option 3
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Note: This will include restoring FoD key files that should already exist on the USB
Key in the root directory from the steps above as well as the system VPD
information. Depending on the machine involved, restarting the IMM (or rebooting
the machine) may be required for the FoD to activate successfully.

Any issues with FoD activation should be directed to SSR Support. Refer to the"FOD
Handling Scope by SSRs” section.

Using the System Management Interface to Save and Restore FoD Files

This method of saving and restoring FoD key files requires IP access and log in
information to the system IMM. With the client’s permission, the field technician may
connect a laptop directly to the IMM interface; however, the client also needs to provide
the log in credentials. The default IMM IP address and login may be used after the
system board is replaced.

Note: The BoMCsft2/3 tool will still need to be used to set the system MT and SN after
system board replacement.

Start here to retrieve the FoD key files from the system with original system board
installed. Skip to step 4 if the key files were already retrieved using the FoD portal (refer
to the Preparation section).

1. Connect a laptop to the system management interface to access the IMM
browser for the target machine.

2. Login to the IMM browser interface and navigate to IMM Management —
Activation Key Management as shown in Figure 49.

Integrated Management Module 1l USERID

ﬂ System Status  Evenis »  Senice and Support Server Management = | MMM Management »
Wanous gropertes and sethogs reiated
o the IMM

System x3530 M4

k] Systes Descriptve Name, . . Usnirs
The Systerm Stabus and Heakh page provides an at-a-glance averiew of the aperating sta Mebeork .l\_' o
System Status
Pawer; O Security ‘5

CSysterm state: System running in UEF

IMH Configuration

Systern Information ¥ || Powar Actions ¥ Remote Control. . .
mstart the [HM yoically ondy n=eded
Active Events Restart [MHM when expenenang problems with the
IMM
Sty & Source Date Meszage
Resal TMH Lo factory Sets all currart conlguration saiting
Hardware Health defaults. . . back walue
Companant Type Stahus Activation Key
Cooling Dewices &3 Mosmal - Management
Power Modulas & Wesrnal

Figure 49: IMM Activation key management
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3. Select each key in the list and select Export to download the file to your local
storage.

4. Finish servicing the machine and after the new system board is installed, connect
to the system management interface.

5. Verify that the correct MT and serial number are displayed for system VPD. If not,
use the BOMCsft2/3 tool to fix the VPD, refer to step 5 in section “Installation
Steps (onsite)”.

6. Login to the IMM browser interface and navigate to IMM Management —
Activation Key Management.

7. Use the Add function (Figure 50), and select each of the key files that were
previously downloaded to your local storage and upload them to the new system
board.

Integrated Management Module 1l USERID Settings | Log out

@ System Status  Events =  Sarvice and Support = Server Management = IMM Manageament -

Activation Key Management

Add and remove activation keys for addtional functionalicy.
)
1 Descriptor Type ~  Feature Description Walid Through Uses Remaining Status

1BM In!egrated Managamem Module Advanced
Upgrade

Mo Constraints Mo Constraints B Activation key is valid
Figure 50: Add activation key

8. Verify that the activation keys are installed and are valid, and then boot the
machine.
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Helpful links

Table 7: Helpful links

Title Link to materials

Portable DSA http://support.lenovo.com/documents/SERV-DSA

User's Guide - Features https://www-

on Demand 947.ibm.com/support/entry/portal/docdisplay?Indocid=migr-
5089568

Using System x Features | https://lenovopress.com/redp4895-using-system-x-

on Demand features-on-demand

Introduction to the Lenovo | https://fod.lenovo.com/Ikms/rest/contact/user gquide

KMS Portal
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Summary

This course enabled you to:

1.

Provide an overview of the Features on Demand technology.

2. Explain how the key management works.
3.
4. Describe the connections between IBM Systems Director and Features

Explain how the activation management utility works.

on Demand.
Describe the activities that are required by the remote technical support agents.
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