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Problem determination and troubleshooting

Problem determination and troubleshooting overview

Before starting the problem determination process, identify:

* Has the system worked properly in the past? Have there been any recent hardware or
software changes?
— If possible, return the system to the condition it was in before the problem occurred.
— If any hardware, software, or firmware was changed before the problem occurred,
reverse those changes if possible.
* Confirm the supported firmware levels on the current system.

* Have there been any location changes?
— Make sure that the cables are functional and seated correctly.
— |If possible, shut down the system and reseat the server components. These
components may vibrate and shift during a relocation.
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Physical single points of failure

A physical single point of failure represents the failure of hardware components that can lead
to loss of data access or potential loss of data. The following graphic shows the possible
physical single points of failure that might lead to a loss of data access.
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Error report areas

Users can inspect error report areas to collect objective information for the DM Series:

e The status of external LEDs on the system chassis or components

— Chassis

— Controller

- |OM

— Power supply

— Disk

Event messages and system alerts from ThinkSystem Storage Manager

Use SP to display all available information

Use CLI commands to gather system health information

AutoSupport log

— AutoSupport (ASUP) is an important troubleshooting tool that can be used to service DM Series
storage systems. It allows the system to directly send messages to Lenovo technical support.
Messages can also be sent to specific contacts, including the customer’s internal support
organization and support partner.

— By default, AutoSupport messages are directed to technical support, but you still need to set the
correct options and have a valid mail host to have messages sent to your internal support
organization. Only the cluster administrator can perform AutoSupport management.
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Chassis front panel LEDs

The front control panel LEDs can be used to determine the operating status of the system.

System power LED

System attention LED

Location LED

Depending on your DM Series model, the
operator display panel looks different;
howevwer, the three LEDs are arranged in the
same way.

Lenovo

LED name State Description
. On: the system is on
System power LED Solid green et
There has been key component failure with the function of
one of more FRUs: the expansion enclosure, disk drives,
Solid amber IOM12 modules, controller, or power supplies.

System attention
LED

Check event messages to determine corrective action to
take.

Blinking amber

The enclosure ID is in a pending state.
Power cycle the expansion enclosure for the enclosure ID
to take effect.

Location LED

Solid blue

The system administrator activated this LED function to
aid in physically locating the expansion enclosure requiring
senice.

Note: The location LED on the operator display panel and
both IOM12 modules illuminates when this LED function is
activated. Location LEDs automatically turn off after 30
minutes.
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Controller LEDs

The controller has four LEDs, and they can be used to determine the operating status of the
system. The system power LED, system attention LED, and location LED functions are the
same as those on the front panel. The only difference is the NVRAM LED.

LED name State Description

System power LED _ _ _ _
Unwritten data is stored on NVRAM. This typically

System attention LED Solid green occurs during an uncontrolled shutdown after ONTAP
has successfully booted.

Location LED
NVRAM LED If power is lost without a clean shutdown, the NVRAM

NVRAM LED Blinking green LED blinks until the de-stage is complete, and then
the LED turns off.

Off The system is running normally.
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IOM module LEDs

The LEDs on the IOM module indicate whether the module is functioning normally, whether it
Is ready for |/O traffic, and whether there are any problems with the hardware. The system
attention LED and location LED functions are the same as those on the front panel.

Port attention LED

Port link LED

System attention LED
Location LED

LED name

Port link

State

Solid green

Description

One or more of the four SAS lanes
established a link (with either an adapter or
another expansion enclosure).

Port attention

Solid amber

Less than all four SAS lanes established a
link (with either an adapter or another
expansion enclosure).

Check event messages to determine
corrective action to take.
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Power supply LEDs

The LEDs on the power supply indicate whether the power supply is functioning normally or if
there are hardware problems.

Portattention LED LED name State Description

Solid green The power supply is functioning correctly.

Attention LED
The power supply failed, the ac switch is tumed off, the ac power

Power
Off cord is not properly installed, or electricity is not being properly
supplied to the power supply.
Check event messages to determine corrective action to take.
Attention Solid amber An error occurred with the function of the power supply.

Check event messages to determine corrective action to take.
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Disk drive LEDs

The LEDs on the disk drive indicate whether it is functioning normally or if there are hardware
problems.

Activity LED
Attention LED LED name State Description

Solid green The disk drive has power.

Activity
Blinking green The disk drive has power and I/O operations are in progress.

: : An error occurred with the function of the disk drive.
Attention Solid amber . : :
Check event messages to determine corrective action to take.
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Events and system alerts from ThinkSystem Storage Manager

Events are notifications that are generated automatically when a predefined condition occurs
or when an object crosses a threshold. These events enable you to take action to prevent
Issues that can lead to poor performance and system unavailability. Users can decide what
kinds of severity level event message they want to receive. The severity levels are as
follows:

« EMERGENCY (the cluster is unusable)

 ALERT (action must be taken immediately to prevent system failure)

« ERROR

 NOTICE (a normal but significant condition has occurred)

* INFORMATIONAL

« DEBUG

Each event message consists of the following elements:

* Message name

» Sequence Number

* Description

» Corrective action, if applicable

Lenovo
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Accessing event messages in ThinkSystem Storage Manager

Log in to ThinkSystem Storage Manager, and then select Events & Jobs —> Events. The
events are listed in chronological order.

Dashboard
Applications & Tiers
Storage

Network

Protection

Events & Jobs

Grz==—n

Events
System Alerts

Jobs

Configuration

The Details
section contains
a description of a
selected event
and corrective
actions.
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Accessing system alerts in ThinkSystem Storage Manager

The System Alerts page displays the number of unresolved alerts that are generated for
each subsystem in the system. Alerts are generated based on the status of the following
subsystems:

* Volumes

* LUNs

* Qtrees

* Network Interfaces
« SVMs

* Aggregates

* Disks )
* Ethernet Ports Q
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Resolving system alerts in ThinkSystem Storage Manager

4 @ sas_connect (4 Alerts)

DuaPathToDiskShelf... cmB020.11p.01 majpor Sheif D8 04282018 135222
OuaPathToDisiShelf. .. cmB020.rtp-01 majpr Shef DO oee2018 138222
OuaPathToDisiShelf . cmB020.119-02 mapr ShefD 8 Q4252015 175838
CuaPathToDskShelf .. cmB020-119-02 L T She DO 042572015 17:58:38

When there is a system alert,
select the alert and check the
Cause Description and Possible
Effect.

Then, follow the Corrective
Actions to resolve the issue.

General Details ~ Cause, Effect and Corrective Actions

Probabie Cause % Possibie Etfect

connecton_estabishment_error Access 10 disk sheif $ via controlier cmS020-rp-01 may be
component falure (e.g. cable, NBA_ or IOM falure)

_.9 Cause Descripton = Corrective Actons
Disk shelf 8 does not have two independent paths 10 controler cmB020-rip-01.This may be 1. MaR controlier cm8020-rip-01 and all controliers aftached
because the paths 10 the controlier are not cabled, or because the paths are incorrectly 2. Connect disk shelf 8 to controlier cmB020-rtp-01 via two
cabled 10 the same SAS doman, or a5 the resull of a SAS channel being disabled folowing the rules n the Universal SAS and ACP Cabing Gt

3. Folow the corrective actions for any other ndicated SAS
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Using Service Processor to display all available information

Service Processor (SP) is a system-independent computer within the system controller
module. It functions even when the system is offline as long as the chassis has power. It runs
its own operating system, so it is independent of the ONTAP software. These capabilities make
SP a primary system tool for servicing and troubleshooting.

( Click each step in turn to see the procedure

Ster @—O
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Using Service Processor to display all available information

Connecting to SP
You can connect to SP through a local serial console session or a network SSH session.
e Serial console:
— To switch to SP, press Ctrl+G in the ONTAP CLI or at the LOADER prompt.
— To switch back to the ONTAP CLI or the LOADER prompt, press CTRL+D.
« SSH session:
— Use an SSH session to connect to the SP’s IP address and use the cluster admin’s login
credentials.
— ssh admin@<SP IP address>,Or
— ssh <SP IP address> -1 admin

You can use the system service-processor show command from the local console to
get the SP’s IP address.

Ster (DO
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Using Service Processor to display all available information

Service-related SP commands
The following commands are useful for collecting data and perform troubleshooting:
* To list all system FRUs and their IDs:

© SP>» system fru list

« To display product information for a specific FRU:
© SP> system fru show fru ID

« To display the FRU data history log (requires advanced privileges):
C SP>» priv set advanced
© SP*> system fru log show

« To display the status of environment sensors:

© SP>» system sensors show

 To display the status details of a specific sensor:
© SP> system sensor Jget sensor name

» To power on, power off, power cycle a system (use only when ONTAP is unavailable):
© SP>» system power {on|off|cycle}

Step @—()
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Using Service Processor to display all available information

FFRU ID Name

Controller
Midplanel
Midplane?

Fanl
Fan2
Fan3
PSU1
PSU3
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Using Service Processor to display all available information

. SP> system f1 show 3
system fru show <fru id> SP ) 1 sh "

'Fanl' inventory data:

**%* Product Info Areca *»»

Mfg name Lenovo
Product Name FAN
Product PartNum 441-00058
Product Version Al

Product SerNum 031629000553
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Use CLI commands to gather information

Use the following CLI commands to gather detailed information from the healthy node.
These commands should be issued in the clustershell at the advanced privilege level.

::> set —privilege advanced (Or set adv)

The following command prints the history of storage controller's memory errors since boot:
: 1 *> system node show-memory—-errors

The following command displays the sensor state that is abnormal:
: 1 *> system node environment sensors show —state !'normal

The following command displays the sensor state on the specified node:
: 1 *> system node environment sensors show —node <nodename>

The following command displays the storage shelf information that is in error status.
: 1 *> storage shelf show —-errors



system node show-memory-errors

a300: :*> system node show-memory-errors
Correctable ECC Memory Errors:

Node: a300-1

CECC Multiple Err
Same Address

Node: a300-2

Multiple Err
Same Address

8 entries were displayed.




system node environment sensors show —-state 'normal

a300: :*> system node environment sensors show -state !'normal
There are no entries matching your query.

a3j0o0: : *>




system node environment sensors show —node <nodename>

a300: :*> system node environment sensors show -node a300-1
Node Sensor Etate Valuve/Units Crit-Low Warn-Low Warn-Hi Crit-Hi

a300-1
PEU2 normal
COOD
P01 normal
GOOD
Fan3 normal
OO0
FanZ normal
GOOD
Fanl normal
GOOD
8P Status normal
IPMI HE OK
mEATA Status normal
OK
mEATA Pres normal
PRESENT
CPUD Tamp Margin normal
61 C
In Flow Tenap normal
30 C
Out Flow Temp normal
37 ©

Sensor State Value/Units

|
PCI Slot Temp normal

36 C
Smart Bat Temp normal

33 C
CPUD Error normal

NOHRMAI
CPUD Therm Trip normal

NORMAL

Q PUD Hot normal
NORMAIL

HemoryD Hot normal




storage enclosure show —errors

a300: : *>
a300: :*> storage shelf show -errors
There are no entries matching your query.

*> storage shelf show

Module Operational
Shelf Name Shelf ID Serial Number Model Status

0 SHFGD1822000106 DS224-12
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Commands to check system alerts

Use the following CLI commands to view system health alerts. These commands can be
iIssued in the clustershell at the admin privilege level.

The following command displays the alerts that are compromising the system's health:
::> system health alert show

Take corrective action to resolve the problem as described by the Corrective Actions
field in the alert.

Use the following command to verify that the system health status is OK after you have taken

corrective action:
::> system health status show



system health alert show

clusterl: system health alert show

Moo niodel
Resource: Shelf
Sevarity: Major
Tags: guality-of
Probable Caiusa Disk shall 2
nodnl
Accnss Lo disk shalf 7 via control lar
lost with a single hardware componant
cable, HEA, or I0OM fallure)
Halt controller nodel
2 Connesctl disk shelf
Reboot the halted
Contact support parsonnal if

InD 2

service, nondisrupt ive

doos

upgrade

ol have Lwo p.ul_'l'.-l Lo

Ef fact no=dm] will

failure (l-.

Possible

all
control ler

control lers

nosd e 1

amnd
Lo

tive Actions 1
via
['i1l1! r[]] 1["["‘.

tha alart

controllear

2]
q

attached to disk shalf 2
two paths

following

pors ists

tha

rules

in

the

Universal

EASR

and ACP

Cabling Guide




system health status show

clusterl: :> system health status show
Status

ok

clusterl::>
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Network troubleshooting commands in the clustershell

Use the following CLI commands to verify networking issue. These commands can be issued in the
clustershell at the admin privilege level.

» To show all logical interfaces (LIFs) in the cluster:
: :> network interface show

» To show the failover information of all the LIFs:
: :> network interface show —-failover

e To show all ports in the cluster — the command output indicates any inactive links and lists the reason for

the inactive status: .
: 1> network port show

+ To trace the route that the IPv4 packets take to a network node:
1 :> network traceroute —node <nodename> —-destination <Remote Internet address> -

m <lnteger>

« To test whether a node can reach hosts in the network:
: :> network ping -node <nodename> -destination <Remote Internet address>
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network interface show

clusterl: :> network interface show
Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Home
clusterl
cluster mgmt
up/up
nodel mgmtl
up/up .0.2.2/192

nodel mgmtl
up/up .0.2.3/192

Cluster
nodel clusl
B up/up .0.2.66/192
nodel clus?
up/up P R Y P al ).
nodel clusl
up/up .0.2.68/192
nodel clus?2
a up/up .0.2.69/192




network

interface show -failover

clusterl:: network
Lagical
Veerver Interface

clusterl

cluster mpmt

node mipgmt 1

node 1

Cluster

noded clusl

nodel clus?

interface show

H cxrmue
Hode : Port

noded: M

Failover Targels:

node : e 00

Failover Targets:

nodel : c0M

Failover Targets:

noded:eDa
Failover Targets:
noded:eDa
Failover Targetls:
nodel : eDa
Failover Targels
nodel :eDa
Failover

Targelts:

failover

Failov

Policy

broadc

nodeD :e0M
nodeD : eDd ,
nodeD :eDe
nodeD :edf,
nodel :s0M
nodel :eDd,
nodel :ele
nodel : el
local-
nodeD : e0M ,
nodeD : eDd,
nodeD: eDe
nodeD : et
local
nodel :eM
nodel : eDd
nodel ; eDe

nodel ; edf

local
nodeD:ela
nodeD : elb
local
nodeD:elb ,
nodeD:ela
local-
nodel :eDa,
nodel : elb
local
nodel :elb ,
nodel :ela

er

ast

only

only

anly

Failover

Group

domain-wide
Defaull

Default

Default

Cluster

Cluater




network port show

clusterl: :> network port show

Speed (Mbps)
Node Port IPspace Broadcast Domain Admin/Oper

nodel
ela cluster clus 1000/1000
elOb cluster clus 1000/1000
elc default datal 1000/1000
eld default datal 1000/1000
e0M default mgmt 1000/1000

ela cluster clus 10/1000
e0b cluster clus 10/1000
elc default data? 10/1000
eld default datal 10/1000
elM default mgmt 1000/1000

ela cluster clus auto /1000
elb cluster clus auto /1000
elc default data? auto /1000
eld default datal auto /1000
e0M default mgmt auto/1000

ela cluster clus auto/1000
e0b cluster clus auto/1000
elc default data? auto/1000
eld default data? auto /1000
e0M default mgmt auto /1000




network traceroute —node <nodename> -destination
<Remote Internet address> -m <integer>

Use the -m (maxttl) <integer> parameter to specify the maximum number of
hops (time-to-live) setting used by outgoing probe packets. The default is 30 hops.

clusterl: :> traceroute -node nodel -destination 10.98.16.164 -maxttl 5

1

2
3
4
5

10.68.208.1 <10.68.208.1> 0.307 ms 293 ms 305 ms
152.164.13.205 <152.164.13.205> 3.754 ms 3.722 ms 3.981 ms

68.137.122.222 <68.137.122.222> 25.603 ms 24.947 ms 24,565 ms
* * %

* % %

traceroute to 10.98.16.164, 5 hops max, 52 byte packets




network ping -node <nodename> -destination <Remote
Internet address>

clusterl: :> network ping -node xena -destination 10.98.16.164
(network ping)

10.98.16.164 is alive
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AutoSupport configuration

Work through the following procedure to configure AutoSupport.

( Click each step in turn to see the procedure

step Q—O—0—0—0
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AutoSupport configuration

Log in to ThinkSystem Storage Manager, and then click the “gear” icon in the upper panel.
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AutoSupport configuration

Select AutoSupport from the left panel.

ThinkSystem Storage Manager for DM Series

A Hamae

* .
. -
Rmbsny A=

FarTe el

Setup

AutoSupport
Cate snd Tirre
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AutoSupport configuration

# Home AutoSupport
Management © Disable # Edic Test @ AutoSupport Request v C Refresn
Users Node Name = | Configuration Enabled
. + Roles 233001 true
Select Edit to open the Edit o
3 2 true

AutoSupport Settings Sy
window.

General

e

Date and Time

LDAP

SNMP
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AutoSupport configuration

In the Email Recipient section:

Edit AutoSupport Settings

Postmaster is the default setting Emell Recplent |  Others

for the From Email Address From Email AGdress Postmaster

field. The format is Fmai Recipients
Postmaster@xxx, where the xxx Email Address Message Content

is the name of the system.

In the Email Recipients field,
select Add to define both the list
of recipients who will receive

AutoSupport email notifications Mail Hosts
and the message content. Mail Hosts
In the Mail Hosts section, select ——

Add to define up to five mail
hosts by IP or name. The
specified mail hosts will be used
to send AutoSupport messages.

Step @@—€I—€&)—(4)—€

Lenovo

Email Recipients:

Email Address

% OK

Mail Hosts

> Mail Hosts

oK

Message Content

Partner Email Address
Complete message
Minimal message

Partner Email Address

Cance

W
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AutoSupport configuration

Edit AutoSupport Settings x
In the Others section: Emad Recipient | Others
* You can select HTTP, HTTPS, or Basen e e =
SMITP in the Transport Protocol Prosy Server
field. © 0o not include hexpir or “hepsi” in the proxy servile URL Proxy server
— AutoSupport uses SMTP (Port R I B n—
25), HTTP (Port 80), or the
default protocol HTTPS (Port \l/
443) to transmit AutoSupport
messages. Email Recipient Others
— ltis useful to use SMTP when
troubleshooting transmission of
ASUP notifications. Transpor: Protocol (HTTPS NG
* To use HTTP or HTTPS to send Proxy Server HTTP
AutoSupport messages, configure
an HTTP or HTTPS proxy. €9 Do notinclude * AL “ URL. Proxy server
URL must be of SMTP t{:port]

step @—@—0—0—O
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Testing AutoSupport

In the AutoSupport window, you can select Test to tell the AutoSupport feature to send an
AutoSupport notification immediately.

AutoSupport 7/ i L -
© Disable J Edi Test AutoSupport Request v C Refresh You can enter 3 subject line to test AutoSupport notification
. If the test is successful, an AutoSupport notification with this
Node Name = | Configuration Enabled subject will be sent out.
a300-1 true AutoSupport subject:
a300-2 true

Lenovo
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Forcing AutoSupport

Servicers can force AutoSupport by selecting AutoSupport Request —> Generate
AutoSupport, filing in the case number in the Case Number field, and then selecting
Generate.

it AutoSupport Request v C Refresh

AutoSupport ,
PP _ Generate Autosupport
© Disable 4 Edit Test AutoSupport Request v C Refresh -
View Previous Summary
Node Name = | Configuration Enabled
Raadi

a300-1 true | T .
a300-2 true

M Generate AutoSupport data for all nodes:

9 Case Number:

Lenovo : Generate Cancel
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AutoSupport summary

ThinkSystem Storage Manager enables you to check the status and details of all the previous
AutoSupport data in order to review the data that has been sent to technical support. You can
also check the information to understand the health and performance of your storage system.
Select AutoSupport Request —> View Previous Summary. The Autosupport data for all the
nodes will be displayed.

AutoSupport , S

_ -~ el e la+ ,.".",_.\-- T c :_‘\fr‘\rh
© Dizabie F Edit Test B Autosupport Reques: - C Refresh —— = - —— R
Node Name =  Configuration Enabled Generate Autosupport
—
r
a300-1 true
View Previous Summary
a300-2 true
View Previous Summary x
|
Node Ma... =  Status T | Sequenc.. = | Per@n Generaton Time Size T | Time Taken Subject T 0
2300-1 ignore % Aug/29/201800:12:04  -NA- 4 secis) MANAGEMENT_LOG .
a300-1 ignore %3 Aug/29/2018 00:12:04  -NA- 4 secls) MANAGEMENT LOG
a300-1 ignore 99 AUg2I2MNB 01204 -NA- 4 secls) MANAGEMENT_LOG
a300-1 ignore o8 Aug/29/2018 00:00:00  -NA. 27 secis) PERFORMANCE DATA
a300-1 ignore 98 Aug/29/2018 0000000 -NA- 27 sec(s) PERFORMANCE DATA
a300-1 ignore 98 Aug/29/2018 000000 -NA- 27 sec(s) PERFORMAMNCE DATA

Lenovo



Problem determination and troubleshooting

Troubleshooting AutoSupport

The following commands can be used to verify and troubleshoot any issues related to the

AutoSupport configuration and delivery.

* Use the system node autosupport check show command to display the overall status of
the AutoSupport subsystem, such as the status of AutoSupport HTTP or HTTPS destination,
AutoSupport SMTP destinations, AutoSupport OnDemand Server, and AutoSupport
configuration.

* Use the system node autosupport check show-details command to display a detailed
status of the AutoSupport subsystem, such as detailed descriptions of errors and the
corrective actions.

Refer to the Web site for more details.

Click the buttons to see sample outputs.



system node autosupport check show

a300::> system node autosupport check show

On Demand
HTTP /HTTPS Server

Warning: status not "ok" for at least one check. Use the
show-details" command for additional information.

a300-2 failed failed failed failed
Warning: status not "ok" for at least one check. Use the
show-details" command for additional information.

2 entries were displayed.




system node autosupport check show-details

aioo > mystom node avtosupport oheock show-detalls
Node a300 -1

Category: http-https
Component: http-put -destination

Statums: failed

Datail Dalivery of all AuntoSupport mossages to your vendor's
teohniocal support destinations is disabled.

Corrective Action: Run "“"system node antosupport modifty support enable
node <node name>" to enable sending AnvtoSupport

moassages Lo your vendor 's technical support destinat ionws

Component : http post destinat ion
Status: fallod
Detaill: Delivaery of all AntoSupport maessages to your vendor's
technical support destinations is disabled.
Corrective Action: Run "“"system node antosupport modifty support enable
nodae <node nama>" to enable soending AntoSupport
moassageos Lo your vendor's technical support destinat ions

Category: smtp
Component : maill -server
Statuws: failed
Detail: Delivery of all AmamtoSupport moassages Lo your vendor 'ws
tochnical support destinat ions is dimabled,
Corrective Amtion: Run "systom node antosupport modify support enable
nodea <node namae>*" to enable sending AntoSupport
messages Lo your vendor s teohnioal support destinations
Node a300-1

Catagory: on-doemand
Componont : ondemand merver

Status: fallaed

Detail Delivery of all AntoSupport messages to your vendor's
technical support destinations is disabled.

Corrective Action: Run "smystem node antosupport modify support enable
node <node namea>*" to enable smending AutoSupport

moassageoes to your vendor's teohnical support destinations

Category: configurat fion
Component: configuration

Statums: falled

Datail: Delivery of all AntoSupport mossages Lo your vendor's
tochnical support destinations is dismabled,

Q prrocotive Aotion: Run "systoem node antosupport modify support eaenable
node <node name>" to enable sending AntoSupport

meassages Lo your vendor 's technical support destinationws.




Summary

This course enabled you to:

Describe ThinkSystem DM Series storage systems and their components

List the features and specifications

Describe how to cable DM Series storage systems

Explain the power on and power off procedures

Explain how to connect the console and use command lines

Describe how to replace FRUs

Describe how to update firmware using the CLI and ThinkSystem Storage Manager
Describe the problem determination steps and explain how to troubleshoot issues with
ThinkSystem DM Series storage systems
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