Module 3
ONTAP 9.7 Software and Manageabillity
Software Enhancements




ONTAP System Manager and Active |1Q Unified
Manager Enhancements



NetApp ONTAP System Manager 9.7 Dashboard: New Ul
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ONTAP System Manager 9.7: Cluster Setup

Even faster and simpler than previous versions
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ONTAP System Manager 9.7: Cluster Setup

Even faster and simpler than previous versions
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Simple guided cluster setup, storage provisioning, and host mapping




ONTAP System Manager 9.7: SAN Storage Provisioning

New Ul: one window




ONTAP System Manager 9.7: NAS Storage Provisioning

New Ul: one window




ONTAP System Manager 9.7: Volumes Page

Fast storage inventory search
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v" Peek views make it easy to compare volumes.
v Filtering and sorting based on volume attributes is fast.



ONTAP System Manager 9.7: Volumes Page

Fast storage inventory search
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v Peek views make it easy to compare volumes.
v Filtering and sorting based on volume attributes is fast.



ONTAP System Manager 9.7: Intuitive Integrated Global Search

Get system status instantly and hop to details or documentation
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ONTAP System Manager 9.7: Intuitive Integrated Global Search

Get system status instantly and hop to details or documentation
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NetApp Active IQ Unified Manager 9.7 Dashboard

Clear summary status with information that you can easily act on
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NetApp Active |Q Unified Manager 9.7 Dashboard

Clear summary status with information that you can easily act on
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NetApp Active |IQ Unified Manager 9.7 Dashboard

Clear summary status with information that you can easily act on
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NetApp Active |Q Unified Manager 9.7 Dashboard

Clear summary status with information that you can easily act on
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NetApp Active IQ Unified Manager 9.7 Dashboard

Clear summary status with information that you can easily act on
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NetApp Active 1Q Unified Manager 9.7 Dashboard

Clear summary status with information that you can easily act on
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FabricPool, FlexCache, and
FlexGroup Enhancements




FabricPool Mirrors

ONTAP 9.7 software

= Aggregate-to-bucket relationships support

= ONTAP 9.2-9.6 software
= One aggregate can use one object bucket.
= Many aggregates can share one bucket.
= One aggregate tiering to multiple buckets was not supported.
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FabricPool Mirrors

ONTAP 9.7 software

= Aggregate-to-bucket relationships support
= ONTAP 9.2-9.6 software

= One aggregate can use one object bucket.
* Many aggregates can share one bucket.

* One aggregate tiering to multiple buckets was not supported.
= ONTAP 9.7

One aggregate can tier to multiple buckets.

= Use cases for FabricPool Mirrors
= Changing cloud providers or migrating
between on-premises and cloud
Migration is nondisruptive and tiered cold data is not recalled.

= Cloud tier in multiple zones or different providers
for added resiliency




FlexCache Enhancements Any-to-Any Caching

ONTAP 9.7 software ONTAP — ONTAP Select —
Cloud Volumes ONTAP

= More cache volume storage efficiency
Thin provisioning and data compaction added

= Cache volume migration by using volmove

Nondisruptive relocation of caches when
workload needs change

= Native ONTAP auditing of cache

volume reads

= The feature enables regulatory and security
compliance with cached reads.

= Auditing is already supported on origin volumes.

= Antivirus scanning of origin volumes
Scans can be scheduled on the origin volume.




FlexGroup Enhancements

ONTAP 9.7 software

= NDMP backup

= Baseline and incremental backup and restore for
FlexGroup volumes, directories, and gtrees

= Dump and restore across and between FlexGroup
and FlexVol volumes

= NFSv4 and NFSv4.1

= Enhances NFS security and locking

* Includes parallel NFS (pNFS) support

pPNFS fits nicely with FlexGroup volumes for data 1/O path
locality in a cluster.

= Applies to these use cases: secure file shares, GIT
repositories, and EDA and Al workloads

HA PAIR

FlexGroup volume




FlexVol Volume to FlexGroup Volume Conversion

ONTAP 9.7 software

= FlexVol volume to FlexGroup volume data
In-place conversion
= Converts a FlexVol volume into a FlexGroup volume

with a single member
Conversion takes less than 40 seconds! Large dataset
migration can take days. C
= Works with FabricPool without touching tiered data o c @

After conversion, add member volumes to expand capacity
and performance.




MetroCluster and SnapMirror
Synchronous Enhancements




MetroCluster Enhancements

MetroCluster IP

= MetroCluster IP using customer’s existing
network infrastructure

* This feature can significantly reduce deployment
cost and time.

= Switches must comply with NetApp specifications
for bandwidth, latency, and option settings.

= The customer is responsible for switch support
and issue resolution.




MetroCluster Enhancements

MetroCluster |IP and MetroCluster IP Mediator

= MetroCluster IP using customer’s

existing network infrastructure

= This feature can significantly reduce deployment
cost and time.

= Switches must comply with NetApp specifications
for bandwidth, latency, and option settings.

= The customer is responsible for switch support
and issue resolution.

= New MetroCluster IP mediator

= Enables automate switchover in a consistent
state to prevent data loss

* |s deployed at a site different from the sites
hosting MetroCluster nodes




MetroCluster Enhancements

FabricPool Aggregate Support

= FabricPool aggregate support for
MetroCluster IP o

= MetroCluster aggregates can be E

FabricPool aggregates.

= Workloads that require continuous data availability
can tier data automatically.




MetroCluster Enhancements

FabricPool Aggregate Support and FlexCache Support

= FabricPool aggregate support for
MetroCluster IP

= MetroCluster aggregates can be
FabricPool aggregates.

= Workloads that require continuous data
availablility can tier data automatically.

= FlexCache support for MetroCluster FC
and IP

Origin and cache volumes can be provisioned on
mirrored aggregates.

Mediator

aep
os




ShapMirror Synchronous Enhancements

NVMe over Fibre Channel (NVMe/FC)

= NVMe over Fibre Channel (NVMe/FC)

protocol and namespace support added

All protocols are now supported: FC, NVMe/FC,
ISCSI, NFS v3/v4, and SMB/CIFS.

SnapMirror
Synchronous




SnapMirror Synchronous Enhancements

Support for Application-Created Snapshot Copies and LUN Clones

= NVMe/FC protocol and namespace
support added

All protocols are now supported: FC, NVMe/FC,
ISCSI, NFS v3/v4, and SMB/CIFS.

= Support for application-created snapshot
copies and LUN clones

= Clones and application-created snapshots are
replicated to secondary volumes.
(Note: Scheduled snapshots are not replicated.)
= This enhancement enables third-party backup
applications to use LUN clones for indexing and
host-based single-file restore workflows.

SnapMirror
Synchronous




Security Enhancements in ONTAP 9.7 Software



Main Enhancements

&

Data-at-rest encryption Security dashboard in Active
enabled by default |1Q Unified Manager



Data-at-Rest Encryption Enabled by Default

= Data-at-rest encryption is enabled on new volumes when an encryption key

manager is configured on the cluster.
ONTAP System Manager includes Onboard Key Manager setup.

= |f the system is configured with encrypting solid-state
drives (SSDs) or HDDs, ONTAP software automatically

applies hardware encryption.

= Otherwise, NetApp Aggregate Encryption (NAE) or
NetApp Volume Encryption (NVE) is used.




Active 1Q Unified Manager Security Dashboard

= Based on the security
hardening guide

Security e s X
. = Will grow in
Lo capabilities over
—_— . . releases
e T v — | Security Hardening
| Guide for NetApp
ONTAP 9 (TR-4569)
: https://
e e www.netapp.com/us/
A Not Compliant & o media/tr-4569.pdf




Summary and References



Course Summary

= Navigate the new mid-range and high-end AFF and FAS systems
= Describe the new AFF All SAN Array system offerings

= List the enhancements to NetApp ONTAP System Manager
(formerly OnCommand System Manager) and
NetApp Active IQ Unified Manager (formerly OnCommand Unified Manager)

* Describe FabricPool enhancements

= Describe FlexCache technology enhancements

= Describe NetApp ONTAP FlexGroup enhancements
= List MetroCluster enhancements

= Describe SnapMirror Synchronous enhancements

= Describe security enhancements



References

= NetApp University courses

ONTAP Fundamentals

ONTAP Cluster Administration

ONTAP NFS Administration

ONTAP SMB Administration

ONTAP SAN Administration

ONTAP Data Protection Administration

ONTAP Security and Compliance Solutions Administration
ONTAP Cluster Installation

ONTAP MetroCluster Installation

= Community
= http://communities.netapp.com/community/products and solutions
» http://techontappodcast.com




Legal Notices
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