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Problem determination and troubleshooting

Problem determination and troubleshooting overview

When starting a troubleshoot process on the Lenovo ThinkAgile HX Series, perform the

following actions:
 Inquire about the event that occurred before the suspected system problem. If possible,

return the system to the previous state.
« Confirm the supported firmware levels on the current system.
» Record the symptoms including poor performance and error messages.

« Determine whether the problem is repeatable.
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Data collection

Data collection is the primary step in determining the correct service action to perform to resolve a client’'s
issue. Whether the data collected is verbal from the client (“...the front panel LED is flashing...”) or a
diagnostic data file from a specialized application, all information that is collected is useful toward identifying
one of the four available service actions that you can perform. The four actions are:

- Update (firmware, microcode, device drivers, and software)

« Reconfigure (parameter values, cabling, component reseats, and system reboots)

» Replace hardware

» Escalate to the next service level

Users can inspect seven error report areas to collect objective information for the Lenovo ThinkAgile HX
Series appliance:

« Status LEDs on the server chassis

- LCD system information display panel on the front bezel

 Internal LEDs inside the server

« TMM, IMM2, or LXCC event log

 DSA preboot or LXPM diagnostics tool

« System Event Log in UEFI and LXPM

« XClarity Administrator

* Prism Web Console
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Status LEDs for non-Intel Xeon Scalable CPU servers

There are two types of status LEDs for the non-Intel Xeon Scalable CPU server chassis:

Locator button/LED
Power button/LED

Check log LED E n System error LED

LEDs for HX1310, HX2310, HX2710, HX3310,
HX3510, HX3710, and HX5510

Move cursor over LED to show status description.

Locator button/LED Check log LED
Power button/LED System error LED

Lenovo
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Status LEDs for Intel Xeon Scalable CPU servers

The status LEDs for single node server HX1320, HX1321, HX1520-R, HX1521-R, HX2320-E, HX3320,
HX3321, HX3520-G, HX3521-G, HX5520, HX5521, HX5520-C, HX5521-C, HX7520, HX7521,

HX7820, and HX7821 are on the front chassis. The status LEDs for multiple node server HX2720-E,
HX3720, and HX3721 are on the node and not the chassis.

Power button/status System ID

Power button/status System ID
LED button/LED LED button/LED
System error
Ethemet System error LED
activity LED LED

LEDs for HX1320, HX1321, HX3320, HX3321, HX5520,

LEDs for HX2720-E, HX3720, and HX3721

HX5521, HX5520-C, HX5521-C, HX7820, and HX7821

Move cursor over LED to show status description.
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LCD system information display panel

Many of the appliance support the LCD system
information panel. The LCD panel is attached to the
front bezel of the server. This panel enables users to
have quick access to system status, firmware,
network, and health information.

When users navigate through the hierarchy of the
menu options on the LCD system information
operating panel assembly, the display panel shows
the information for that option and the up and down
arrows appear on the side of the display panel.
When users get to the bottom of the hierarchy of the
menu options, only the up arrow is available. When
users are at the top of the hierarchy of the menu
options, only the down arrow is available.

Show panel menu
options flow

This shows a system
supporting four Ethemet
ports. If the numbers are
flashing, the ports are
active

System name Network icon

x3558 N5

ystem Init.

System status UEFI/POST code

Check-mark abowe 2
indicates system is booting
from altemative bank
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LCD system information display panel

Many of the appliance support the LCD system
information panel. The LCD panel is attached to the
front bezel of the server. This panel enables users to
have quick access to system status, firmware,
network, and health information.

When users navigate through the hierarchy of the
menu options on the LCD system information
operating panel assembly, the display panel shows
the information for that option and the up and down
arrows appear on the side of the display panel.
When users get to the bottom of the hierarchy of the
menu options, only the up arrow is available. When
users are at the top of the hierarchy of the menu
options, only the down arrow is available.

Show panel layout

y Network Port
~ @ ScrollUp  Activity Indicators
Sustem Name o3t
Select
’ Swstem Status 08 8x23 | ec
< @— Scroll Down
Checkpoint Code

© = - @

Em @{ Error 1 }rError2 ]{ Error 3 }l Errorn ]
Ve o [

System FW uEF! Primary uEFI Backup IMM Primary IMM Primary
Lovols Level Level Lovel Level FRSA L)

IMM Network IMM Shared DNS
@ MM Shared | ™ 15'a59 ][ ONS Primary || soomary

[DNSTemary]{ Subnet ][ Gateway }{ IPV6 Add. ]

® I @ {sysom Rosa

If only one error occurs, the LCD display panel displays that error in
the error submenu set. If more than one error occurs, the LCD
display panel displays the number of errors that have occurred. If no
errors occur, the no error menu is available for navigation.

To see the system error log (SEL) and get the complete list of errors,
go to the TMWIMM Web page.
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

Click the reference platform to see system board
LED locations and descriptions:

x3550 M5

sd350/n400
SD530

SR630

SR650

SR950

Lenovo

MM2
heartbeat

System System
error locator Power

LED LED LED LED

Battery error LED
ServeRAID error LED
Microprocessor 1
/ error LED
DIMM 19-24 DIMM 1-8
error LEDs error LEDs
Microprocessor 2/
error LED
- - / e jt - o n. -‘
s ©)s =
Fan 8 Fan7 Fané Fan$5 Fan4 Fan3 Fan 2 Fan 1
error LED error LED error LED error LED error LED error LED  error LED  error LED

x3550 M5
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

Click the reference platform to see system board
LED locations and descriptions:

x3550 M5
x3650 M5

sd350/n400

SD530

SR630

SR650

SR950

Lenovo

Siot 5 error LED

DIMM 7-18
error LED

Planar fault LED
MICTOprocessor 2
error LED N

DIMM 19-24
error LED

Fané

error LED

System error  Locator Power
LED

button/LED LED

IMM status LED
IMM heartbeat LED

Siot 4 error LED

Microprocessor
mismatch LED

Battery error LED

‘ Microprocessor 1
error LED

DIMM 1-6
ermor LED

‘®

1]

Fan4 Fan3 Fan2 Fan1
emor LED error LED error LED error LED
x3650 M5
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

Click the reference platform to see system board
LED locations and descriptions:

x3550 M5

The sd350 node does not have internal

sd350/n400 LEDs

SD530

SR630

SR650

SR950
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

Click the reference platform to see system board
LED locations and descriptions:

x3550 M5

The SD530 node does not have internal

sd350/n400 LEDs

SD530

SR630

SR650

SR950

Lenovo
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

Click the reference platform to see system board
LED locations and descriptions:

x3550 M5
x3650 M5
sd350/n400
SD530
SR630

SR650

SR950

System Heartbeat System
power LED LED error LED

H‘:r_u ] System ID LED
R
" o

I
o Y
NN AT

T TINN YN

~ DIMM 1-24 error
LEDs

%
l g -ll [ ~
Fan T Fan & Fan & Fan 4 emror Fan 3 Fan 2 Fan 1

error error emror LED error errar error LED
LED LED LED LED LED

SR630
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

Click the reference platform to see system board
LED locations and descriptions:

sd350/n400

SD530

SR630

SR650

SR950

Lenovo

System  System
power LED error LED  System ID LED
| f |

Fan 6
error
LED

Lo K mlal
- S
o o
1
|

. ]
Fan 5 Fan 4 Fan 3 Fan 2 Fan 1
error error LED  error error error LED
LED LED LED
SR650

DIMM 1-24 error
LEDs
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Internal LEDs

Users can check the internal LEDs to locate the
source of the error in the system.

: Ligh h
Click the reference platform to see system board orocessor 2 System  disgnoctic Processor 1
LED locations and descriptions: error LED eror LED  switch srror LED
ST S ] lilli_iltil+ltl DIMM 1-24
L° ' . ol | " error LEDs
[=j=jmpm=j=j= o HHHHHHHHE—HH:
sd350/n400 "
SD530
- =|=l=]=]=|=}=|=]=|=}=|=
& .
m Bi=lmNer:
) e | 8 == — ,
SR950 ——nS! ! i & 'V i T

SR950
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IMM2 Web-user interface — Overview

IMM2 is the management controller for the non-Intel Xeon Scalable CPU appliances (not including
HX3710). The IMM2 Web-user interface is a convenient tool for users to manage their systems,
including viewing error status messages for problem determination and troubleshooting purposes.

’E'mﬂ Inhqrilrd H.ln-]nn ent Module 11

d Systemn Stalus Events = Senice and Support -~ Servel Management « MM Managesmenl =

IBM Flex System x240 M5 & 10Gb
c3b4-x240MS  rename
Host Name: IMM2-40f2e990d7e5 nename

System Status
P O

System Information ™ || Power Actions ~ Remote Control. . .

Active Events

Saventy - SO e Diate P1|E$5-.1$E-
Hardware Health
Componeanl Type

Local Sorage

13
E B

Processors

aenog

Lenovo
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IMM2 Web-user interface — System Status page

Lenovo Integrated Management Module ||

The System Status page is displayed
after the user logs into the IMMZ2 ~ . .

. Indicate that there are two critical event
Web-user interface or when the user gy system x3550 M5

Add System Descrptive Name

2Q o/ System Status Events »  Service and Support =  Server Management »  IMM Management =

clicks the System Status tab. From Host Namme: IMM2-4072€9b81325 _sevee | |
the System Status page, users can i, Commin iomotin 0d 3cons e olbted s thb e pegn. | | ew
view the system status, active system System Stat;ﬁs
eventsj and hardware health System state:  Booting OS or in unsupported 05
|nf0rmat|0n System Information « || Power Actions ~ = Remote Control. . .
In the sample graphic, the System Active Events o ~=—— The message ofthe ""I‘:““’:' BVa
Status page indicates that power @ kror Power  11Jan2016,061020853PU  Power Supply 1 has Faed
Supply 1 IS In CFItICH' Status and haS Q) Error Power 11 Jan 2016, 06:19:34 221 PM Sensor PS1 12Vaux Fault has transitioned to non-recoverable
f | d Hardware Health =~ —== Check hardware health status
al e " Component Type Status
Cooling Devices 3 Normal
Power Modules &) Critical
Local Storage 3 Normal
Processors J Mormal
Memory 4 Normal
System 4 Normal

Lenovo
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IMM2 Web-user interface — Event Log page
Select Event Log below the Events tab

to display the Event Log page. The Event @ °

Log page shows the severity for the
events that are reported by the IMMZ2, and
information about all remote access
attempts and configuration changes. All
events in the log are time stamped, using
the IMM2 date and time settings. Users
can sort and filter events in the event log.

If an environmental condition exceeds a
threshold or if a system component fails,
the IMM lights LEDs to help diagnose the
problem, records the error in the IMM
event log, and alerts the user of the
problem.

g with 3 trmestamp, source and a tex

Last Colected Tme:Tues, 23 Feb 2016 01:51:33

v 2w

Severtty

=% 8701250 items fitered 0 ems selected

) ntermational
1 \nformasonal

3 informasonal

) \nformatonal

) informasonal

a Informasonal

Q Enor

£ \nformatonal

Q Emor

) informasonal

Q Emor

i informasonal

125 o187 items

Emttoo ‘\

IBM System x3550 | ev

Source

System

System

System

System

System

Disks

Clear Filter

4Fe2 2016, 070125380 PM

4Fed 2016, 0701 2327T9PN
4 Fed 2016, 07.00:35820 PM

27 Jan 2016, 030337 162 AM

26 Jan 2018, 075051833 AM

26Jan 2016, 0704 18 T11 AM

21Jan 2015, 075103 420 AM

21Jan 2016, 07 4900 427 AM

21 Jan 2016, 06.50.33 160 AM

21Jan 2016, 06 4838851 AM

21Jan 2016, 00 4544 248 AM

21 Jan 2016, 064340 457 AM

25 | |

Full log history of all events

System Status | Events +  Service and Support +  Server Management +  IMM Management «

ent Recipients Add and modify E-Mad and SysLog notifica
M event og, and alows you to sort and fRer the bg. By defauk
* Mmess . ' '
FRer: 0 AN d Tme: Al Date
Date v EvntiD Uessage

Applied filters: Events: [ Emor information |

MB8060 7202201000

B10201120601m
MB0030112060 1M

OB0607202101070

8107020c2582048

8 1600500304 00Mm

x806805030400m

018 16005000400

QuB0600 50304 00Mm

0x8 16805000400

805205030400

(1816050004 00m

A successiul software or firmware change was
detected on system SN& FKDO00O

Sensor SMM Mode has ceasserted
Sensor SMM Mode has assemd

A successiul software of irmware change was
detected on system SN# FKD000O

Sensor RAID Vol State has Yansidoned 10 a less
severe state rom oibcal (Volume Degraced
RAID Controfler 4

Criscal Array IBM System x3550 M5 has
deasserted

ATy 1BM System x3550 M5 is in antical
condibon

Crscal Array 1BM System x3550 MS has
deassened

Array IBM System x3550 MS is n cniltical
conditon

Criscal Array IBM System x3550 M5 has
Geassented

Array IBM System x3550 M5 is in aivcal
condibion

Criscal Array IBM System x3550 N5 has
deassened

Go
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TMM Web user interface

ThinkServer Management Module (TMM) is the management controller for the HX3710,

HX3710-F, and HX2710-E appliances. TMM offers the same functions as IMM2 but with a

different user interface.

'.2 ThinkServer Management Module

Dashboard  Chassis Information  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update \
Dashboard 19 new events occummed \

T—

. Menu bar
Dashboard gives he overali Information about the status of the device and remole server

Device Information Sensor Monitoring

Firmware Bulld Time Feb 152016 120021 CST

Firmware Revision 132 Status Sensor Reading

0S 1800 SD35033
D0 Nevei e @ Fani_Speed S400RPM P
nent Inform

Compo ki ation v Fan2_Speed 5400 RPM ~

CPUID: 1 v
v Fan3_Speed 5000 RPM »

CPU Status Present

CPU Vendor Intel(R v Fand_Speed 5400 RPM Pl

CPU Family Xeon(R @ Fan5_Speed 5400 RPM p

CRLLAMAAA AOLLEE 28 A0 uAS 2 ADGL

Note: For more mformatlon about TMM and how to access it, refer to the

o |

;.,, \7('- QA / ) 2 f[@ alelVia ( / QA Q"I );’: C ' ¥ \'*A”’\’*\*Q /""n/:‘lC“IB} and
,}\jva | I C"’ / /ﬂ L\ rNovo ! \\::‘/ '.'/'"" -.avz\/\/v Of;// INUUIC wir S ) al il

4

EE= | ——r ' 10K
Enclosure (5« ;-B J) course.

|

N
Q 0

5“
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LXCC Web-user interface — Overview

LXCC is the management controller for the Intel Xeon Scalable CPU appliances, replacing the
TMM and IMM2. LXCC has all of IMM’s management capabilities, but in a different graphical
interface.

Lenovo
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LXCC Web-user interface — Home page

The Home page is the first page that
appears when opening a LXCC
session. The Home page displays the
hardware health information and the
latest warning or error events
associated with the server
components.

Click the highlighted area to see more
information.

e 8 eB

Trunem brigrmanae
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LXCC Web-user interface — Events page

The Events page includes all of the event and
audit logs, maintenance history, and set up of
recipient notifications when system events
occur.

The section tabs and their features are:
« EventLog

o Provides a historical list of all hardware and
management events.

« Audit Log

o Provides a historical record of user actions,
such as login history, creating a new user,
and password changes.

« Maintenance History

o Displays all the firmware updates,
configurations, and hardware replacement
history.

+ Alert Recipients

o Manages who will be notified of system
events.

Clarity Controlier

B mnksystem srss0

Bventiog A

BLog  Mandenarce Mslory

Awt

e ety

o] 4] [m]

T2
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Preboot DSA

The non-Intel Xeon Scalable CPU HX Series (not including HX3710) can use preboot DSA to collect
and analyze system information to aid in diagnosing server problems. DSA Preboot collects the
following information about the server:

* Drive health information

* IMM2 configuration information

« IMM2 environmental information

« Eventlogs for ServeRAID controllers and service processors

 |nstalled hardware, including PCI and USB information

« LCD system information display panel status

» Microprocessor, input/output hub, and UEF| error logs

« Network interfaces and settings

» Option card driver and firmware information

« RAID controller configuration

« Service processor (integrated management module) status and configuration

« System configuration

 Vital product data, firmware, and UEFI| configuration
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Preboot DSA
CLOSE¥®

If the server is running, turn off the server and all attached devices.

Step W
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Preboot DSA
CLOSE ¥

Turn on all attached devices, and then turn on the server.

Step W
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Preboot DSA
CLOSE ¥

When the prompt <F2> Diagnostics displays, press F2.

Step W
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Preboot DSA

CLOSE¥X

Quick Memory Test Full Memory Test Options '7i%:
Optionally, select Quit to DSA to exit from T

the stand-alone memory diagnostic
program.

Step (@ ) 3 (4) 5 6 7
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Preboot DSA
CLOSE &

Loading Customized Media....

starting DSA Preboot 03.03 ...

Extracting. ..

Type cmd at the DSA prompt to display the il

DSA interactive menu. gui - Enter Graphical _ . g
cnd Enter Command Line Interface (CLI) for diagnostic tests and DSA functionality.
exit Quit program.

Note: This will eject the
help Display this help message.

ysten.

* CD (if booted from CD) and reboot the sy

Step W
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Preboot DSA
CLOSE &

Configuring Network Controllers, this may take a minute...
Logging level set to Status

Copying Schena. ..

IBM DSA Interactive.

Select 1 to run the data collection 1 - Data Collection.

2. — Diagnostics.
3 — Feature on Demand (FoD).
)] — Quit and back to main menu.

Enter Number:

step @@ ) 3 4 5 Q 7
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Preboot DSA
CLOSE X

DSA capture conpleted successfully.
Once the collection is complete, select 3 to Data Collection:
copy the collected system information to 1 - Collect System Information.
the destination device. The destination T e sy, Mo e 5 b v aal i oas Sl
device should now contain the XML.GZ file s _ Sond Collooted Sustem Information to IBM Server or Custonized FIP server.
that can be parsed or submit back to LS 50 JEEIORE W;
support for review. nter Number:

A

Step W
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Lenovo ThinkServer Diagnostics tool

The Lenovo ThinkServer Diagnostics tool is a standalone tool that can be used to collect system
hardware or software event Iogs for the HX3710 HX3710-F, and HX2710-E appliances. The tool can
be downloaded from the VO ! :

lenovo “.\5&

FOR THOSE
vO WHO

C Informatior
ThinkServer RD650
MC Information
Device 1D
Davice Revision
Firmware Revision

ProductVersion

APPLICATION EVENTS

1234567890123
SOFTWARE

Secunty Event ;
—WEMI e | Message T
! Manufacturer 1D 19046
PMI SE ] 1
TRU2N4 94959 PM 1185 informaton Mg Wi SEL Manufacturer Name Unknown (Ox4486)
! ! Product 10 S01 (0x0115)
729201494059PM 11851 1035 3 0O information | M4 FYTerr | Product Name Unknown (0x1FS)
! —— Device Avadable yes
292014 94059PM 11850 1035 3 O information | Mg RAID Event ‘ View HARDWARE Provides Davice SORs '
7292014 94959 PN 11849 1035 3 O information | Mg intel RAID | E‘ﬁ? "';! Self Test
l i [TostRost  Josssed |
1292014 94959 PM 11848 1035 3 0O information | Mg niel AMT | -
] | &
Ve mon Information
12802014 94059 PN 11847 1035 3 0 Informaton  Msiinstalier B B10S Version
Il O ME Version
= - > e VA
7202014 94958PM 11846 1035 3 0 information  Msilnstaller Nm Recovery ME Version

RAID Version

Mezz 1 Version
BMC Version
LEPT Version
PSU 1 Version

“DIAGNOSTICS Bl PcU 2 Version
Tost F R CPLD Version

Lenovo
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LXPM Diagnostics page

For Intel Xeon Scalable CPU appliances,
the preboot DSA is replaced with LXPM.
Below LXPM, there is a dedicated
Diagnostics page that allows the user to
monitor hardware health status as well as
collect service data that can be sent to
support representatives to aid with
troubleshooting.

Selecting Run Diagnostics and clicking
the blue arrow displays the dashboard,
memory test, and HDD test options.
Selecting Collect Service Data and
clicking the blue arrow displays the service
data collection options.

To return to the main LXPM page from the
diagnostics section, click the # icon in
the toolbar menu and select EXit.

Note: For more information about LXPM,
refertothe ~=07 /00 Inirocucing
ThinkSystem tools course.

Clarity

Provisioning Manager

= system Summary

0 UEFI Setup

@ Platform Update

W RAID Setup

B 05 Installation

) Diagnostics

ThinkSystem SR550
<[ TM03RCZ000]-

Diagnostics
Select one of the following actions

9 Run Diagnostics

O Collect Service Data

@ &« 0 3
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System event logs in UEFI

For non-Intel Xeon Scalable CPU

appliances, the system event logs in POST Event Ulewer
UEFI contain two types of logs from | ,

. Entry 1 : [1.51008] Unqualified Dinn Information
which to choose: Entry 2 : [1.51008) Unqualified Dinm Node: 1

Entry 3 : [1.51008] Unqual ified Dinm Menory Card: O
Entry 4 : [I.3808004] IPHI System Event Log is Full DIMN Slot: 4
Entry 5 : [(W.381800D] TP physical presence is in

asserted state
Entry 6 : . J818008] LUEFI CETH Mon-Production Key

Present

Entry 7 : . 381800C] IMH CRTH Non-Production Key
Present

Entry 8 : . 1020007] Mouse Communication Error

Entry 9 : - 1020007] Mouse Communication Error

Entry 10: [I.1010007] Keyboard Input Error

For Intel Xeon Scalable CPU
appliances, refer to “LXCC Web-
user interface — Events” section for

information about how to access | _
This log contains the most recent error codes and messages that
event Iogs. were generated during POST. This example shows the POST event
log. The Entry 1 information in the sample indicates that the serveris
installed with unqualified DIMM in DIMM slot 4.
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System event logs in UEFI

For non-Intel Xeon Scalable CPU Systen Event Log

appliances, the system event logs in — i T

UEFI Contain two ty peS Of IogS from [1) Event Log Full :TT}“;:HJ:_::- ;T'Il;";'":'-'""‘l";-ul““'
. [2]1 05 Stop/Shutdoun does not include amy

WhICh tO Choose: [31 05 Boot associated extended logs.

[4] Firmuare Progress
[5] System Event

[6] System Event
POST Event Viewer ) e e

[91 System Event
(100 Digital Discrete
[11] System Event
[12]1 Digital Discrete
[13] System Event
[14] Digital Discrete
[15] System Event

For Intel Xeon Scalable CPU 1T e Bt
appliances, refer to “LXCC Web- (19 Firmare Progres
user interface — Events” section for
information about how to access

event logs.

This log contains POST and system management interrupt (SMI)
events and all events that are generated by the baseboard
management controller that is embedded in the integrated
management module (IMM). Users can view the contents of the
system event log using the UEFI Setup utility, and through the DSA
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System event logs in UEFI

For non-Intel Xeon Scalable CPU N —

appliances, the system event logs in I i .

UEFI Contaln two ty peS Of IogS from (1] Event Log Full JITPI‘::“;:_HJ::_ ‘i?u:“l'ﬂ:w‘?;llml'
. [21 03 Stop/Shutdown does not include amy

WhICh to Choose. [3] 05 Boot assoc iated extended logs.

(4] Firmuware Progress
[5] System Event
I6] System Event
[7 System Event
[B) Digital Discrete
9] System Event
(161 Digital Discrete
[11]1 System Event
[12]1 Digital Discrete
(131 System Event
[14]1 Digital Discrete
[15]1 System Event

For Intel Xeon Scalable CPU L6 Digital Discrets
[18] Digital Discrete

appliances, refer to “LXCC Web- (191 Firmare Progress
user interface — Events” section for
information about how to access

event Iogs. The system-event log is limited in size. When it is full, new entries
will not overwrite existing entries; therefore, Users must
periodically clear the system-event log through the UEFI Setup
utility. When users are troubleshooting an error, users might have

to save and then clear the system-event log to make the most
m rerant euvante availahle fnr anahmrkia

POST Event Viewer




Problem determination and troubleshooting

Lenovo XClarity Administrator

Certain hardware alerts such as memory DIMM errors or high CPU temperature may not
appear in the Prism Web console. Lenovo recommends that Lenovo XClarity Administrator be
configured to monitor the hardware in a cluster and send alert e-mail for these problems.

lenowo. Clarity Administrator

&3 Dashboard Hardware - Provisioning ~ Monitoring ~ Administration -
Alerts Monitoring
r s Alers /
(7) Alerts indicate hardware or management conditions that need in = EventLogs

s Event Forwarding

;J Tf; Sp All Actions  ~ g‘ Excluded| = Jobs

Severity Serviceability Date and Time

Lenovo
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Prism Web console

The Prism Web console provides a wide range of health checks on the cluster including VMs,
performance, events, and alerts. It should be the primary user interface for monitoring a
cluster of the Lenovo ThinkAgile HX Series appliances. To use Prism, refer to the following
chapters in the Prism Web Console Guide:

Alert and event monitoring

Health management

Performance monitoring

Virtual machine management

Refer to to obtain the Prism Web Console Guide for more details.
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AHV boot warnings

When starting AHV the following warnings may be appear in the console. Users can safely
ignore the messages as they refer to debug registers not accessible to the CVM.

kvm [3371]: vcpuO unhandled wrmsr: Oxlat6 data O
kvm [3371]: vcpuO unhandled wrmsr: Oxla7 data O
kvm [3371]: vcpuO unhandled wrmsr: 0x3fe data O
kvm [3371]: vcpuO unhandled wrmsr: 0x345 data O

These warnings can be suppressed using the following command:

echo 1 > /sys/module/kvm/parameters/ignore msrs



Problem determination and troubleshooting

CVM warning messages

When starting CVM the following error message may be appear in the console. Users can

safely ignore the message because it refers to function not yet implemented.

chmod: cannot operate on dangling symlink “home/nutanix/minerva’



Problem determination and troubleshooting

Hardware failures — boot drive

Lenovo ThinkAgile HX Series use M.2, SATADOM, or rear drive kit as the boot drive. When a
boot drive falils, refer to the specific section to replace the type of drive that has failed:

 Hardware failures — rear SSD boot drive
« Hardware failures — M.2 module

After replacing the drive, it is recommended that the user contacts Nutanix directly for
assistance to rebuild the node.



Problem determination and troubleshooting

Hardware failures — data drive

Each Lenovo ThinkAgile HX Series contains a mixture of SSDs and HDDs, or all SSDs. User
data is across these drives and they are referred to as “data drives”.

Error symptoms: Fix procedures:

When data drive failures occur, the following will occur: To replace the data drive, follow the following steps:

+ The Error LED on the front of drive cage lights. 1. To identify and prepare for replacing a failed data
drive, use the “Data Drive Failure” procedure in the

+ The Check log LED on the front bezel lights.
+ The System-error LED on the front bezel lights.

Nutanix
2. Replace the hot swap drive as described in the

+ System error information on the LCD system “Replacing a hot-swap hard disk drive” procedure in
information operating panel displays, if available. the

+ The red LED on the front of the drive carrier lights. or

+ The Prism Web console displays a disk alert. 3. Refer to the “Completing Drive Replacement”

procedure in the

for more details on bringing the data
drive online after the failed drive has been replaced.



Problem determination and troubleshooting

Hardware failures — rear SSD boot drive

The failure of the 120 GB SSD used for booting requires a reinstallation of Phoenix and the hypervisor.

If the boot drive fails, replace the physical drive as a normal drive replacement event. After replacing the
physical drive, the user can visit the to find information on how to rebuild the node (reinstall

Phoenix and the hypervisor) or contact Nutanix directly to assist with rebuilding the node.

Error symptoms: Fix procedures:
When boot drive failures occur, the following will occur: To replace the boot SSD, perform the following steps:
» The Error LED on the front of drive cage lights. 1. Shut down the node by following the hypervisor-

+ The Check log LED on the front bezel lights specific “Node Shutdown” procedure described in the

* The System-error LED on the front bezel lights. 2. Replace the boot SSD which is installed in the rear
* The System error information on the LCD system 2 5-inch hot-swap HDD kit. Refer to the “Replacing a
information operating panel displays, if available. hot-swap hard disk drive” procedure in the

« The Prism Web console displays a disk alert.

« The disk failure event will be logged in LXCA and IMM2 '
or LXCC. 3. Power on the node.

4. Verify that the boot drive was successfully replaced by
checking the following:

Lenovo | a. [fthe yellow status LED of the boot SSD drive is lit



Problem determination and troubleshooting

Hardware failures — rear SSD boot drive

The failure of the 120 GB SSD used for booting requires a reinstallation of Phoenix and the hypervisor.

If the boot drive fails, replace the physical drive as a normal drive replacement event. After replacing the
physical drive, the user can visit the to find information on how to rebuild the node (reinstall
Phoenix and the hypervisor) or contact Nutanix directly to assist with rebuilding the node.

Error symptoms: a. [fthe yellow status LED of the boot SSD drive is it
continuously, that drive is faulty and must be

When boot drive failures occur, the following will occur: replaced. If the green activity LED of boot SSD is

« The Error LED on the front of drive cage lights. flashing, the drive is healthy.

« The Check log LED on the front bezel lights. b. Orange warning light on the node front panel is

» The System-error LED on the front bezel lights. extinguished.

. The System error information on the LCD system c. System boots successfully with no POST errors
or other errors.

information operating panel displays, if available.

. i i i 5. Stop the startup process at the main UEFI menu
The P.I'ISI"I"I WED GGHSOI? displays C?'SK alert screen to configure the boot SSD for the Lenovo

» The disk failure event will be logged in LXCA and IMM2 ThinkAgile HX Series appliances using the following
or LXCC. procedure describe in this document:

a. Configure boot drive virtual drives
b. Selecting virtual drive for booting



Problem determination and troubleshooting

Hardware failures — M.2 module

An assembled M.2 backplane and M.2 drive is also known as M.2 module. Lenovo support
may instruct you that the M.2 module or M.2 backplane and M.2 drive needs to be replaced.
This procedure should be performed by a trained Lenovo field representative.

Error symptoms: Fix procedures:

When boot drive failures occur, the following scenarios will To replace the M.2 backplane and M.2 drive, perform the
be shown: following steps:

» Hypervisor cannot load when boot. 1. Shut _dc:wn the node by following the hypervi_sor— _

+ The Prism Web console displays a disk alert. rsxﬁgmf “Node Shutdown” procedure described in the

) [Q%?-J!Sk failure event will be logged in LXCA and 2. Power off the node and disconnect all the cables if the

cable management arm is not in place. Pull the node
chassis out of the rack.

3. Remove the top cover as described in the Removing
the top cover procedure in the

4. Replace the M.2 backplane and M.2 drive as
described in the M.2 backplane and M.2 drive
replacement procedure in the



Problem determination and troubleshooting

Hardware failures — M.2 module

An assembled M.2 backplane and M.2 drive is also known as M.2 module. Lenovo support
may instruct you that the M.2 module or M.2 backplane and M.2 drive needs to be replaced.
This procedure should be performed by a trained Lenovo field representative.

4. NEepidue Ui IVL.L RdURpIdie diid Iv.L Ullve d5

Error symptoms: described in the M.2 backplane and M.2 drive
When boot drive failures occur, the following scenarios will replacement procedure in the

be shown: :

« Hypervisor cannot load when boot. 5. Replace the top cover as described in the Replacing

« The Prism Web console displays a disk alert. the top cover procedure in the

» The disk failure event will be logged in LXCA and 5

LXCC. . Push the node chassis back into the rack and

reconnect the cables as necessary. Power on the
node.

7. Verify that the M.2 adapter has been successfully
replaced by checking the following:

» Orange warning light on the node front panel is
extinguished.

» System boots successfully with no POST errors or
other errors.



Problem determination and troubleshooting

Hardware failures — hot-swap fan

Failed or failing hot-swap fans can cause the system to overheat and shut down.

Error symptoms: Fix procedures:

When hot-swap fan failures occur, the following will occur: Refer to the “Replacing a hot-swap fan” procedure in the

« The Check log LED on the front bezel lights. =610V 2 ONVerged fia wenes NSiaradon and ernvice
, or KSyste rmation Center for more details on

« The System-error LED on the front bezel lights. replacing the hot-swap fan.

The System error information on the LCD system
information operating panel displays, if available.

The hot-swap fan error LED on the hot-swap fan lights.

The fan speed will increase to maintain sufficient
cooling for the server, which results in louder fan noises.

The fan failure event will be logged in XClarity
Administrator and TMM, IMM2, or LXCC.

The Prism Web console displays a fan alert.

Hot-swap
fan error
LED

http://thinksystem.lenovofiles.com/help/index.jsp

/l[download.lenovo.com/servers pdf/lenovo_conve
raed hx series isa.pdf



Problem determination and troubleshooting

Hardware failures — hot-swap AC power supply

The Lenovo ThinkAgile HX Series uses two power supply units. The two power supplies are redundant
when connected to 208 V input power. One power supply alone is sufficient for the node. Although
losing one of the two power supplies does not impact the operation of a node, replacing the failed power
supply unit as soon as possible is recommended to maintain redundancy.

Error symptoms:
The indications of a failed power supply unit are:

Check log LED on the front bezel lights.

System-error LED on the front bezel lights.

System error information on the LCD system information
operating panel displays, if available.

Power supply error LED on the AC power supply lights.

If all of the LEDs on the power supply are off, check the
power cords and power distribution unit (PDU) connected
to the power supply to ensure they are in good condition.
Lenovo XClarity Administrator shows a power supply alert.
LXCC shows a power supply alert.

Nutanix Prism Web console shows a power supply alert.
If using VMware ESXI, the vSphere client Hardware Status
tab shows a power supply alert.

Fix procedures:
Refer to the “Replacing a hot-swap fan” procedure in the

or for more details on
replacing the hot-swap fan.

AC power
LED (green)

DC power
LED
(green)

g Power supply
error LED

900 WAC power supply



Problem determination and troubleshooting

Hardware failures — microprocessor

The Lenovo ThinkAgile HX series contain Intel E5-2600v3, ES-2600 v4, or Xeon Scalable CPU
microprocessors. \When a microprocessor failure occurs, determine which microprocessor needs to be
replaced. Check XClarity Administrator or the POST error log on the TMM, IMM, or LXCC console to
help identify it.

Error symptoms: Fix procedures:
The indications of a failed microprocessor are: To replace a microprocessor, perform the following steps:
» Check log LED on the front bezel lights. 1. Shut down the node by following the hypervisor-

. System-error LED on the front bezel lights. specific “Node Shutdown” procedure described in the

2. Power off the node, disconnect all cables, and pull out
the node from the rack.

« System error information on the LCD system
information operating panel displays, if available.

» Anerror in Lenovo XClarity Administrator and TMM, . : : \
IMM2, or LXCC system health or logs. 3. _Refer to the “Replacing a microprocessor” procedure

» Anerror in the Prism Web console. Inthe or for

more details on replacing the microprocessor.

4. After replacing the microprocessor, return the node to
the rack. Reconnect the cables as necessary and
power on the node.

— - a am [l [ = . an w . "



Problem determination and troubleshooting

Hardware failures — microprocessor

The Lenovo ThinkAgile HX series contain Intel ES-2600v3, E5-2600 v4, or Xeon Scalable CPU
microprocessors. \When a microprocessor failure occurs, determine which microprocessor needs to be
replaced. Check XClarity Administrator or the POST error log on the TMM, IMM, or LXCC console to
help identify it.

Error symptoms: the rack. Reconnect the cables as ﬁecessary and

power on the node.

5. Start the node by following the hypervisor-specific
“Node Start” procedure described in the

The indications of a failed microprocessor are:
» Check log LED on the front bezel lights.
« System-error LED on the front bezel lights.

+ System error information on the LCD system 6. Verify that the microprocessor has been successfully
information operating panel displays, if available. replaced by:

» Anerror in Lenovo XClarity Administrator and TMM, a. Ensuring that the check log LED on the front
IMM2, or LXCC system health or logs. bezel is extinguished.

* Anerrorin the Prism Web console. b. Ensuring that the system-error LED on the front

bezel is extinguished.

c. Making sure that no more microprocessor errors
are shown in Lenovo XClarity Administrator and
TMM, IMM2, or LXCC.



Problem determination and troubleshooting

Hardware failures — memory module

While a node might be able to self-correct for certain memory errors, failed memory module can lead to
system degradation. Failed memory module should be replaced as soon as possible.

Error symptoms: Fix procedures:
The indications of a failed memory module are:
» Check log LED on the front bezel lights.

+ System-error LED on the front bezel lights.

When a DIMM failure occurs and needs to be replaced,
perform the following steps:

« System error information on the LCD system 1. Identify the failed memory module by either checking in
information operating panel displays, if available. XClarity Administrator or using the TMM, IMM2, or
« System may reboot unexpectedly. LXCC Web console to browse the post event log. The
« APOST error on boot. event log will contain information about the location of
« Anerror in Lenovo XClarity Administrator and TMM, the DIMM fault.
IMM2, or LXCC system health or logs. 2. Shut down the node by following the hypervisor-
* Anerrorin the Prism Web console. specific “Node Shutdown” procedure described in the

« Not all memory is detected. For example, the appliance

should have 256 GB per node and the host only shows . . ” j
240 GB. 3. Refer to the “Replacing a memory module” procedure

inthe
or for
more details on replacing the memory module.

A Start the nnde hv fallnwinn the hvnarvienr-enarcifir



Problem determination and troubleshooting

Hardware failures — memory module

While a node might be able to self-correct for certain memory errors, failed memory module can lead to
system degradation. Failed memory module should be replaced as soon as possible.

Error symptoms:

The indications of a failed memory module are:

» Check log LED on the front bezel lights.

+ System-error LED on the front bezel lights.

+ System error information on the LCD system
information operating panel displays, if available.

+ System may reboot unexpectedly.

+ APOST error on boot.

« Anerror in Lenovo XClarity Administrator and TMM,
IMMZ2, or LXCC system health or logs.

« Anerrorinthe Prism Web console.

+ Not allmemory is detected. For example, the appliance
should have 256 GB per node and the host only shows
240 GB.

4. Start the node by following the hypervisor-specific
“Node Start” procedure described in the

5. Verify that the DIMM memory failure is resolved by
ensuring that:

a.

The check log LED on the front bezel is
extinguished

The system-error LED on the front bezel is
extinguished

The system boots successfully with no POST
errors or other errors.

d. Thatthere are no errors in the post event log.

That no errors appear in Lenovo XClarity
Administrator.

That no errors appear in Prism.



Problem determination and troubleshooting

Hardware failures — system board

Error symptoms:

The indications of a failed system board are:

Check log LED on the front bezel lights.
System-emror LED on the front bezel lights.

System error information on the LCD system
information operating panel displays, if available.

System may reboot unexpectedly.
System may hang during operation.

System may shut down and cannot resume to normal
state.

System may boot up with blank screen or cannot boot
up.

System cannot pass the test of embedded F2
diagnostics tool.

An error in Lenovo XClarity Administrator and TMM,
IMMZ2, or LXCC system health or logs.

Fix procedures:

When a system board failure occurs and must be
replaced, perform the following steps:

1.

Shut down the node by following the hypervisor-
specific “Node Shutdown” procedure described in the

Refer to the “Replacing a system board” procedure in
the

or for
more details on replacing the system board.

. Verify that the system board has been successfully

replaced by checking the following:
a. Check log LED on the front bezel is extinguished

b. System-error LED on the front bezel is
extinguished

c. System boots successfully with no POST errors
or other errors.



Problem determination and troubleshooting

Hardware failures — system board

Error symptoms:

The indications of a failed system board are:

Check log LED on the front bezel lights.
System-emror LED on the front bezel lights.

System error information on the LCD system
information operating panel displays, if available.

System may reboot unexpectedly.
System may hang during operation.

System may shut down and cannot resume to normal
state.

System may boot up with blank screen or cannot boot
up.

System cannot pass the test of embedded F2
diagnostics tool.

An error in Lenovo XClarity Administrator and TMM,
IMMZ2, or LXCC system health or logs.

4. Stop the startup process at the main UEFI menu
screen to configure the UEFI for the new system board
as a Lenovo ThinkAgile HX Series appliances using
the following procedure described in this document:

a.

Update the server VPD data (refer to the “Update
the server VPD data” section for more details).

Change the System Boot Mode setting to
Legacy Boot Mode in the UEFI Setup Menu
(refer to the “Legacy boot mode” for more
details).

Disable Option ROMs in UEFI (refer to section
“Disable option ROMs” for more details).

BIOS optimization the settings (refer to section
“‘BIOS optimization settings” for more details).

Modify the Boot Options for the customer (refer to
section “Configuring the boot order” for more
details).



Problem determination and troubleshooting

Hardware failures — system board

Error symptoms:

The indications of a failed system board are:

Check log LED on the front bezel lights.
System-error LED on the front bezel lights.

System error information on the LCD system
information operating panel displays, if available.

System may reboot unexpectedly.
System may hang during operation.

System may shut down and cannot resume to normal
state.

System may boot up with blank screen or cannot boot
up.

System cannot pass the test of embedded F2
diagnostics tool.

An error in Lenovo XClarity Administrator and TMM,
IMMZ2, or LXCC system health or logs.

a. Update the server VPD data (refer to the “Update
the server VPD data” section for more details).

b. Change the System Boot Mode setting to
Legacy Boot Mode in the UEFI Setup Menu
(refer to the “Legacy boot mode” for more
details).

c. Disable Option ROMs in UEFI (refer to section
“Disable option ROMs” for more details).

d. BIOS optimization the settings (refer to section
“BIOS optimization settings” for more details).

e. Modify the Boot Options for the customer (refer to
section “Configuring the boot order” for more
details).

5. Save the UEFIsettings and boot into the hypervisor.
6. Start the node by following the hypervisor-specific

“Node Start” procedure described in the



Problem determination and troubleshooting

Hardware failures — network interface card (NIC)

The Lenovo ThinkAgile HX Series can support up to eight network ports: two or four 10 GbE ports (up to
two NICs) and four 1 GbE ports on the system board. A node sends all traffic through one 10 GbE port.
A second 10 GbE port is set up as standby. A node requires network connectivity to function as part of a
cluster. If one network interface is available, the failure of the other network interfaces does not cause
service interruption but may cause service degradation.

Error symptoms:

The indications of a failed NIC include:
« Check log LED on the front bezel will light.
« System-error LED on the front bezel will light.

« System error information on the LCD system
information operating panel displays, if available.

« No LED lights for the network interface.
« System cannot detect the NIC
« Guest VM performance degrades.

« Guest VMs, the Nutanix Web console, and Nutanix
Command-Line interface (nCLI) are unavailable.

a MR PmiAratiAan FAaille
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Fix procedures:

To replace a NIC, perform the following steps:

1.

The Lenovo ThinkAgile HX Series appliances
contain one or two NICs. For nodes with two NICs,
identify the failed NIC by either checking in XClarity
Administrator or checking the indicator lights on the
network ports to determine which one has failed.

. Shut down the node by following the hypervisor-

specific “Node Shutdown” procedure described in
the

Refer to the “Replacing an adapterin PCl expansion
slot4 or slot 5” procedure in the



Problem determination and troubleshooting

Hardware failures — network interface card (NIC)

The Lenovo ThinkAgile HX Series can support up to eight network ports: two or four 10 GbE ports (up to
two NICs) and four 1 GbE ports on the system board. A node sends all traffic through one 10 GbE port.
A second 10 GbE portis set up as standby. A node requires network connectivity to function as part of a
cluster. If one network interface is available, the failure of the other network interfaces does not cause
service interruption but may cause service degradation.

TQYyslElFeiul LEW UITUIS HTULL SIS WIH YT TOI' more
« System error information onthe LCD system details on replacing the first NIC.

Information operating panel displays, if available. 4. Refer to the “Replacing an adapter in a riser-card
« No LED lights for the network interface. assembly” procedure in the
« System cannot detect the NIC for more

¥S details on replacing the second NIC if in the

» Guest VM performance degrades. configuration.
+ Guest VMs, the Nutanix Web console, and Nutanix 5. Start the node by following the hypervisor-specific

Command-Line interface (nCLI) are unavailable.

« VM migration fails with an error message such as the .
following: :
The migration was cancelled because the amount 6. Venfythatthe NIC was SUCCBSSfU"‘y" replaced by

of changing memory for the VM was greater than GhEleﬂg the fG"DWInQZ
the available network bandwidth a. Checklog LED on the front bezel is

extinauished.

“Node Start” procedure described in the



Problem determination and troubleshooting

Hardware failures — network interface card (NIC)

The Lenovo ThinkAgile HX Series can support up to eight network ports: two or four 10 GbE ports (up to
two NICs) and four 1 GbE ports on the system board. A node sends all fraffic through one 10 GbE port.
A second 10 GbE port is set up as standby. A node requires network connectivity to function as part of a
cluster. If one network interface is available, the failure of the other network interfaces does not cause
service interruption but may cause service degradation.
TOOYoLCHFTHIVL LW VITUIG UL RSLST W YT IL I 111V S
. System error information on the LCD system details on_replacing the second NIC if in the

information operating panel displays, if available. configuration.

+ No LED lights for the network interface. 5. Start the node by following the hypervisor-specific

“Node Start” procedure described in the
» System cannot detect the NIC

* Guest VM performance degrades. 6. Verify that the NIC was successfully replaced by
» Guest VMs, the Nutanix Web console, and Nutanix checking the following:

Command-Line interface (nCLI) are unavailable. a. Check log LED on the front bezel is
» VM migration fails with an error message such as the extinguished.

following: b. System-error LED on the front bezel is

The migration was cancelled because the amount : :
gre extinguished.
of changing memory for the VM was greater than

the available network bandwidth c. All network ports are again fully functional.



Problem determination and troubleshooting

Hardware failures — host bus adapter (HBA)

While a node may be able to self-correct for other adapter card errors, a failed HBA can lead
to system degradation and should be addressed as soon as possible.

Error symptoms:

The indications of a failed HBA card include:

+ [f using VMware ESXi, vCenter Alarms or Hardware
Status shows an alert.

« The Prism Web console shows a message similar to
LSIHBA card not detected.

+ Slow disk performance or slow system performance.

» The hypervisor cannot detect SSDs and HDDs or the
red LEDs on the drives are illuminated.

+ The CVM will not start because no storage controller
resources are detected.

» The hypervisor or BIOS does not detect the HBA card.

Fix procedures:

To replace an HBA card, perform the following steps:

1. Identify the failed HBA by either checking in XClarity
Administrator or using the IMM Web console to
browse the post event log. The event log will contain
information about the location of the failed HBA
adapter.

2. Shut down the node by following the hypervisor-
specific “Node Shutdown” procedure described in the

3. Referto the "Replacing an adapter in PCl expansion
slot4 or slot 5” procedure in the

for more
details on replacing the first NIC.

4. Replace the failed HBA adapter using procedures
from the



Problem determination and troubleshooting

Hardware failures — host bus adapter (HBA)

While a node may be able to self-correct for other adapter card errors, a failed HBA can lead
to system degradation and should be addressed as soon as possible.

Error symptoms: a. For allthree appliances, the first HBA adapter is
installed on the system board. It is replaced using

The indications of a failed HBA card include: the “Replacing the dedicated slotless RAID

 Ifusing VMware ESXi, vCenter Alarms or Hardware controller” procedure.
Status shows an alert. b. Use the following procedures to replace the HBA
» The Prism Web console shows a message similar to adapter if a riser-card is used:
LSIHBA card not detected. “Replacing an adapter in a riser-card assembly”
+ Slow disk performance or slow system performance. 5. It may be necessary to upgrade the adapter firmware
+ The hypervisor cannot detect SSDs and HDDs or the to the supported level. The Lenovo XClarity
red LEDs on the drives are illuminated. Administrator can be used to update the firmware.
+ The CVM will not start because no storage controller 6. Verify that the HBA has been successfully replaced by
resources are detected. checking the following:
« The hypervisor or BIOS does not detect the HBA card. a. Orange warning light on the server is
extinguished.

b. If the controller VM starts and all of the drives are
shown as online. If the Controller VM does not

m hﬂﬁ+ HiaFalaalalel el \:nri'Fur i‘F +hﬁ I DI I—ID n‘.‘. ﬁﬂl"f‘\l [N



Problem determination and troubleshooting

Hardware failures — host bus adapter (HBA)

While a node may be able to self-correct for other adapter card errors, a failed HBA can lead
to system degradation and should be addressed as soon as possible.

Error symptoms: b. Ifthe controller VM starts and all of the drives are

L : : _ shown as online. If the Controller VM does not
The indications of a failed HBA card include: boot, users can verify if the LS| HBA card is
 [fusing VMware ESXIi, vCenter Alarms or Hardware detected using the 1spci command:

Status shows an alert.

« The Prism Web console shows a message similar to For non-Xeon Scalable CPU appliances:

root@host lspci | grep —-i SAS3008
LSIHBA card not detected. 5as50000:82:00.0 Mass storage controller:
« Slow disk performance or slow system performance. LSI Logic / Symbios Logic SAS3008 PCI-

Express Fusion-MPT SAS-3

» The hypervisor cannot detect SSDs and HDDs or the

red LEDs on the drives are illuminated. For Xeon Scalable CPU appliances:

« The CVM will not start because no storage controller root@host lspci | grep —-i SAS3408
resources are detected. 00:05.0 Serial Attached SCSI controller:
) LSI Logic / Symbios Loglc SAS3408 Fusion-
» The hypervisor or BIOS does not detect the HBA card. MPT Tri-Mode I/O Controller Chip (IOC)
(rev 01)

7. Ifthe LSIHBA card is not present, ensure that the card
is properly connected. If the card is still not detected,



Problem determination and troubleshooting

Hardware failures — host bus adapter (HBA)

While a node may be able to self-correct for other adapter card errors, a failed HBA can lead
to system degradation and should be addressed as soon as possible.

Error symptoms:

The indications of a failed HBA card include:

If using VMware ESXi, vCenter Alarms or Hardware
Status shows an alert.

The Prism Web console shows a message similar to
LSIHBA card not detected.

Slow disk performance or slow system performance.

The hypervisor cannot detect SSDs and HDDs or the
red LEDs on the drives are illuminated.

The CVM will not start because no storage controller
resources are detected.

The hypervisor or BIOS does not detect the HBA card.

For Xeon Scalable CPU appliances:
root@host lspci | grep -1 SAS3408

00:05.0 Serial Attached SCSI controller:
LST Logic / Symbios Logic SAS3408 Fusion-
MPT Tri-Mode I/O Controller Chip (IOC)
(rev 01)

/. Ifthe LSIHBA card is not present, ensure that the card

is properly connected. If the card is still not detected,
contact Lenovo support.

. If the system fails to boot from the boot drive after

replacing the HBA, verify that the option ROM is turned
off for the HBA adapter using the procedure in section
“Disable option ROMs.”

. Start the node by following the hypervisor-specific

“Node Start” procedure described in the



Problem determination and troubleshooting

Hardware failures — ServerRAID M1215 SAS/SATA controller

If the M1215 RAID adapter fails and has been replaced, then the foreign configuration from the 120 GB
boot drive must be imported into the RAID adapter and the correct virtual drive chosen for default boot.

In addition, it may be necessary to upgrade the adapter firmware to the supported level.

Error symptoms:

When ServerRAID controller failures occur:

The check log LED on the front bezel lights.
The system-error LED on the front bezel lights.

The system error information on the LCD system
information operating panel displays, if available.

A POST error on boot may occur.

The ServerRAID controller cannot be detected by the
system.

The Prism Web console displays a disk alert due to
120 GB boot SSD cannot be detected while the
ServerRAID controller fails.

The disk failure event will be logged in XClarity
Administrator and IMMZ2 due to 120 GB boot SSD

Fix procedures:

To replace the M1215 RAID controller, perform the
following steps:

1.

Shut down the node by following the hypervisor-
specific “Node Shutdown” procedure described in
the

Refer to the “Replacing an adapter in the rear two
hard-disk-drive kit” procedure in the

for more details on replacing the M1215 RAID
controller.

Power on the node and verify that the M1215 RAID
controller was successfully replaced by making sure
that:



Problem determination and troubleshooting

Hardware failures — ServerRAID M1215 SAS/SATA controller

If the M1215 RAID adapter fails and has been replaced, then the foreign configuration from the 120 GB
boot drive must be imported into the RAID adapter and the correct virtual drive chosen for default boot.

In addition, it may be necessary to upgrade the adapter firmware to the supported level.

The check log LED on the front bezel lights.
The system-error LED on the front bezel lights.

The system error information on the LCD system
information operating panel displays, if available.

A POST error on boot may occur.

The ServerRAID controller cannot be detected by the
system.

The Prism Web console displays a disk alert due to
120 GB boot SSD cannot be detected while the
ServerRAID controller fails.

The disk failure event will be logged in XClarity
Administrator and IMMZ2 due to 120 GB boot SSD
cannot be detected while the ServerRAID controller
fails.

a. The check log LED on the front bezel is
extinguished.

b. The system-error LED on the front bezel is
extinguished.

c. The system boots successfully with no POST
errors or other errors.

. Stop the startup process and go into the UEFI setup

menu to configure the M1215 RAID controller to
recognize the boot drive using the “Import foreign
configuration” procedure in this document.

. Ifthe foreign configuration could not be imported

correctly, restart the server and try the import
procedure again. Using the following procedure to
recreate the boot partition and reinstall the hypervisor
if it still fails:



Problem determination and troubleshooting

Hardware failures — ServerRAID M1215 SAS/SATA controller

If the M1215 RAID adapter fails and has been replaced, then the foreign configuration from the 120 GB
boot drive must be imported into the RAID adapter and the correct virtual drive chosen for default boot.

In addition, it may be necessary to upgrade the adapter firmware to the supported level.

The check log LED on the front bezel lights.
The system-error LED on the front bezel lights.

The system error information on the LCD system
information operating panel displays, if available.

A POST error on boot may occur.

The ServerRAID controller cannot be detected by the
system.

The Prism Web console displays a disk alert due to
120 GB boot SSD cannot be detected while the
ServerRAID controller fails.

The disk failure event will be logged in XClarity
Administrator and IMM2 due to 120 GB boot SSD
cannot be detected while the ServerRAID controller
fails.

4. Stop the startup process and go into the UEFI setup

menu to configure the M1215 RAID controller to
recognize the boot drive using the “Import foreign
configuration” procedure in this document.

. Ifthe foreign configuration could not be imported

correctly, restart the server and try the import
procedure again. Using the following procedure to
recreate the boot partition and reinstall the hypervisor
if it still fails:

a. Configure boot drive virtual drives
b. Select virtual drive for booting

. Use the Phoenix installer to reinstall the hypervisor

and CVM by following the “Imaging a Node”
procedure in the appendix of the
for more details.



Problem determination and troubleshooting

Hardware failures — EIOM card

The Lenovo ThinkAgile 2U4N appliances offer connectivity to the LOM of each node through ports on
the EIOM card located at the rear of the chassis. The top PHY maps to port one of the system LOM and

the bottom PHY maps to port two of the system LOM.

Fix procedures:

1.

Shut down the node by following the hypervisor-specific “Node
Shutdown” procedure described in the Nutanix

Follow the instructions to “Remove the EIOM card” as described in

the to remove the defective part.
Next, follow the instructions to “Install the EIOM card” as described
inthe to install the replacement
part.

Start the node by following the hypervisor-specific “Node Start”
procedure described in the Nutanix

Verify that the EIOM has been successfully replaced by checking the
following:

a. Amber wamning light on the node front panel is extinguished.
b. All network ports are fully functional again.



Problem determination and troubleshooting

Hardware failures — GPU

The GPU card errors can be identified through the same methods used for detecting PCle
device errors. When error occurred, either the card will not be recognized by the system at all
or an NMI will be logged in the system logs against the slot that the GPU is installed in.

Another symptom would include the driver not installing properly.




Problem determination and troubleshooting

Hardware failures — NVMe drive

There are two possible failure scenarios for NVMe drives:
« Adrive fails completely

» Adrive experiences recoverable errors and warnings that indicate potential failure

In either case, Nutanix recommends that users should replace the drive as soon as possible.
For more information on the procedure used to replace a failed NVMe drive, refer the

. Removing a failed NVMe drive without following the
replacement procedure will cause the hypervisor to crash.



Reference links

* Lenovo support Web site (Data Center Support):

Lenovo Converged HX Series Installation and Services Guide:

Lenovo Converged HX Series Hardware Replacement Guide:

Nutanix support documents portal (login credentials required):

Nutanix Field Installation Guide Foundation 3.8:

The Nutanix customer Web site also includes product documentation, licenses, software, patches,
a knowledge base, search capabilities, and other helpful information (login credentials required):



Summary

This course enabled you to:

* Provide an overview of Lenovo ThinkAgile HX Series appliances and certified nodes
« Describe the features and specifications of Lenovo ThinkAgile HX Series appliances and
certified nodes

* |dentify the differences between Lenovo ThinkAgile HX Series appliances and certified
nodes

« |dentify the different system configurations and diagrams

» Describe the support flow for Lenovo ThinkAgile HX Series and how to open a case to
Nutanix

» Describe the problem determination steps and explain how to troubleshoot issues with
Lenovo ThinkAgile HX Series systems
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