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Problem determination and troubleshooting

Problem determination and troubleshooting overview

Before starting any troubleshooting steps on the DE Series storage arrays, perform the

following actions:

* Inquire about the event that occurred before the suspected system problem. If possible,
return the system to the previous state.

» Confirm the supported firmware on the current storage array.

» Record the symptoms including poor performance and error messages from System
Manager.

* Determine whether the problem is repeatable.

Lenovo
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Service actions

Data collection is the primary step in determining the correct service action to perform to

resolve a client’s issue. Whether the data collected is verbal about the client system (“...the

LED on the front is flashing...”) or a diagnostic data file from a specialized application, all

information that is collected is useful toward identifying one of the four available service

actions that you can perform.

The four actions are:

» Update: firmware and management software

» Reconfigure: parameter values, cabling, component reseats, and system restarts

* Replace: hardware components

» Escalate to the next service level: go to the System Manager — Support — SUPPORT
CENTER — Diagnostic page, and use Collect support data for further escalation.
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Firmware update tips

To update the firmware on DE Series storage arrays, servicers must follow the
rules in the DE Series interoperability matrix to install the proper version of
firmware on storage arrays (it depends on the host systems’ HBA, OS, and
storage arrays’ HIC configurations). Installing the incorrect versions of firmware
on the storage array may cause unexpected issues.

To download the latest interoperability matrix Excel file, go to the Lenovo website:



Problem determination and troubleshooting

Recovery Guru in System Manager

If the controller detects an error on the storage array, an error message is displayed at the
top of the System Manager Home page. Click the message to open the Recovery Guru. The
Recovery Guru shows the problem details and recommended recovery steps. Refer to the

Recovery Guru for the troubleshooting actions.
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DE Series front panel LEDs

Click the buttons for information about each enclosure’s front panel LEDs.

| DE 2Umodel | [ DE 4U model |
 Lenovo | | ; .
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DE Series front panel LEDs

Components Status Description
: One or more power supplies are delivering power to
Power LED Solid green the shelf.
Off The storage array is shut down.
There is an error with the function of one or more of the
Solid amber following: shelf, drives, VO modules, power supplies, or
H Attention LED fans.
Off The system is operating normally.
Solid blue or ;I'he tSh;If Iott:]aﬂcu_ll'n_h LEID |st_ma||'il.|1£a[|;y tﬁcuva}tfad to help
_ flashing blue ocate the shelf. The location ms o
&) Location LED automatically after 30 minutes.
Off The location LED is not activated.
Number , .
EA sherfD displaved Display the digital shelf ID.
DE 4U model
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DE Series front panel LEDs

Components

Description

One or more power supplies are delivering power to

@ Power LED Solidgreen | o rai
Off The storage is shut down.
There is an error with the function of one or more of the
_ Solid amber | following: shelf, drives, /O modules, power supplies, or
I Attention LED fans.
Off The system is operating nhormally.
Solid blue or The shelf location LED is manually activated to help
) flashing blue locate the shelf. The location LED turns off
Location LED g automatically after 30 minutes.
Off The location LED is not activated.
Number : .
B shelfD displayed Display the digital shelf ID.

DE 2U model
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DE Series drive LEDs

Click the buttons for information about the drive LEDs.

| 2.5-inch drive

| 3.5-inch drive

I 4U drive drawer




Problem determination and troubleshooting

DE Series drive LEDs

Click the buttons for information about the drive LEDs.

i 4

3.5-inch drive

4U drive drawer

Lenovo

Components

BV Activity LED

FJ Attention LED

Status Description

Solid green | The drive has power.

Flashing . .

green The drive has power, and /O is in process.
An error occurred with the functioning of

Amber the drive.

Off The drive is working normally.
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DE Series drive LEDs

Click the buttons for information about the drive LEDs.

2.95-inch drive

4U drive drawer Components Description

E¥ Activity LED Solid green The drive has power.

Flashing green | The drive has power, and /O is in process.

Amber An error occurred with the functioning of the drive.
3 Attention LED

Off The drive is working normally.

Lenovo
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DE Series drive LEDs

Click the buttons for information about the drive LEDs.

2.5-inch drive b bk A6 Aoh Do

3 5.inch drive Components sriptiun S . .
e drawer or a drive in the drawer requires service
AL actions.
Activity LED Off The drawer and all drives in the drawer are operating
normally.
: When a locate operation for a drive in the drawer is in
Flashing amber progress.
Green The power is turned on and the drive is operating
(2 B 13 | normally.
Attention LED Off The power is turned off.

Flashing green | Drive VO activity is taking place.

Lenovo
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DE Series drive LEDs

Click the buttons for information about the drive LEDs.

| 2 5.inch drive | Within a drive drawer, there are
12 drive slots numbered O
. . through 11. Each drive uses an
| 3.5-inch drive | amber Attention LED. If the drive
requires operator attention, the

4U drive drawer Attention LED turns to amber.

Click the arrow to go back to
the previous page.
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Rear controller status LEDs

(1 J2]3Q4Q5)

DE2000 controller with dual-port HIC

Scroll down for more information.

Components Status Description
n i 2T Solid green The drive has power.
ache acive Flashing green The drive has power, and VO is in process.
_ Blue There is an active request to physically locate the controller.
EJ Location LED — :
Off The drive is working normally.
Amber The controller is faulty and requires operator attention, and
EJ Attention LED the faulty component is serviceable.
Off The controller is operating normally.

B3 Activity LED

Flashing green

The controller is active.

H Seven-segment display LED
Lenovo!

Character displayed
or off

See Seven-segment display LED slide for more details.
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Rear controller status LEDs

nEeEon 0 o
DE2000 controller with dual-port HIC

Scroll down for more information.

The link is up (Fibre Channel).
» Ifthe LED is solid, the link is up, but there is no activity
ﬂ HIC Host Port Link Status LED Green (ISCSI).
(SFP host port, FC, or iSCSI) « Ifthe LED is flashing, the link is up and there is activity
(ISCSI).
» If the LED is off, the link is down.
HIC Host Port Link attention . ,
(SFP host port, FC, or iSCS)) Amber The port requires operator attention.
n SAS expangign pgrt link status Green Link is established.
LED Off No link is established.
Amber Portis degraded (one or more PHYs in the portis down).
n SAS expansion port link fault Port is optimal (all PHYSs in the port are up or all PHYs in the
MOff nart ara Amwn cinra tha | FN ie nff if nn ~rahlac ara
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Rear controller status LEDs

(1 Q2304 (6 7 |
DE2000 controller with dual-port HIC Scroll down for more information.

INe IINK IS Up (Fipre Lnannel).
« [fthe LED is solid, the link is up, but there is no activity

. (ISCSI).
KO Base host ports fink status Green . fthe LED is flashing, the link is up and there is activity
(ISCSI).
« [fthe LED is off, the link is down.
n Base host ports link attention Amber The port requires operator attention.
K] Ethernet link status LED (left) Green Link Is established.
Off No link is established.

The link between the management port and the device to
which it is connected (such as an Ethernet switch) is up.

Ethernet activity (right) Off There is no link between the controller and the connected
Ethernet port.
Lenovo
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Rear controller status LEDs

12]13

7 7 & "
|

DE4000 controller with quad-port HIC

617

Scroll down for more information.

Components

Description

_ Solid green The drive has power.
El Cache active LED : : —
Flashing green The drive has power, and VO is in process.
_ Blue There is an active request to physically locate the controller.
EJ Location LED — :
Off The drive is working normally.
e The controller is faulty and requires operator attention, and
EJ Attention LED the faulty component is serviceable.
Off The controller is operating normally.

B3 Activity LED

Flashing green

The controller is active.

E Seven-segment display LED

Character displayed
or off

See Seven-segment display LED slide for more details.
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Rear controller status LEDs
(o] i1 oo |mE|

=R lall] oS0

(1J2]3Q 405

DE6000 controller with quad-port HIC Scroll down for more information.
Components Description
n e Ee Solid green The drive has power.
ache active Flashing green The drive has power, and VO is in process.
_ Blue There is an active request to physically locate the controller.

EJ Location LED — _

Off The drive is working normally.

Amber The controller is faulty and requires operator attention, and
n Attention LED the faulty component is serviceable.

Off The controller is operating normally.
n Activity LED Flashing green The controller is active.
H Seven-segment display LED grhggfacter Seisiet See Seven-segment display LED slide for more details.
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Expansion enclosure I/O module LEDs

Scroll down for more information.

Components Status Description

Amber One or more of the links in the port are not working normally.

SAS port attention LED
Off The portis optimal and no error has occurred.
Green The SAS port established a link (with either a controller or

H SAS port link LED another drive shelf).
Off No link is established to another SAS port.
Amber The IOM is not working normally.

IOM attention LED
m p M Tha MK ic wAarksina nnemalho
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Expansion enclosure I/O0 module LEDs

Scroll down for more information.

The SAS port established a link (with either a controller or

Green :
H SAS port link LED another drive shelf).

Off No link is established to another SAS port.

Amber The IOM is not working normally.
IOM attention LED

Off The IOM is working normally.

The IOM location LED is manually activated to help locating

Blue the IOM. The location LED tums off automatically after 30
Locate minutes.

Off There is no active request to locate the drive shelf.
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Power supply LEDs

Components Description
Green The power supply is functioning normally.
@Power LED
Off The storage array is shut down or the power supply failed.
Amber The power supply requires the service actions.
(2)Attention LED
Off The power supply is functioning normally.
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Fan canister LED (4U chassis only)

Components Status Description

Fan canister

status LED Fan canister Amber The fan canister has a fault.

status LED Off The fan canister works correctly.

Lenovo
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Seven-segment display LEDs on the controller

Components Status Description
(1) Power LED gr'g‘;']"g The LED indicates normal activity.
The LED shows the ID of the controller shelf when the controller works correctly. If
@Tray ID / Diagnostic Green the controller is not operating normally and the @Diagnostic LED is on, the
code LED diagnostic code is displayed instead. For the complete diagnostic code list,
refer to the Hardware Installation and Maintenance Guide of the storage array.
_ _ Green The seven-segment display LED shows the diagnostic code.
@ Diagnostic LED
Off The storage array works correctly.

Note: DE6400 and DE6600 controllers do not have seven-segment display LEDs.
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Critical Major Event Log events

When an error occurs on the storage array, a critical Major Event Log (MEL) event might be
generated on the storage controller, and the embedded SNMP agent will deliver a storage
array alert trap to all configured trap destinations.

The MEL contains a six-character log number, for example:

MEL_EV DFC _ALT _LOOP _DIAG FAIL - 0x150E

The MEL describes the storage failure scenario, such as a hardware failure, or detected
incorrect configuration. Refer to the Hardware Installation and Maintenance Guide - Critical
Events Reference section of the storage array for each MEL description.
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InfiniBand configuration problem escalation

Collect the following logs for DE Series Storage Arrays with InfiniBand configuration problem
escalation:
» Support data and trace buffers from ThinkSystem System Manager
» Switch logs (Fabric environment only)
* FFDC logs from Lenovo servers
* Linux logs
— /etc/multipath.conf
— /var/log/messages
—  Qutput of the dmesg command

For more information, refer to the InfiniBand SRP Data Collection and Problem Determination
on DE Series Storage Arrays article on the



Problem determination and troubleshooting

Monitoring storage arrays with SAN Manager

If SAN Manager manages the storage arrays, go to the Manage page to check whether the
status of the arrays is optimal.

ThinkSystem SAN Manager Help + & admin ~

Manage v

MANAGE - All

All 5

2]

Operations

Certificate Management Import Settings | Manage Groups ~

Access Management

Storage Array Status Model Name IP Address
Apport DE2000H_1 ® Optimal 2806 10.240.43 109, 10.240 43 246
v, DE2000H_2 & Optimal 2806 10.240 426, 10240427 wee
DE4000H_1 & Optimal 2806 10.240 43.116, 10.240 43.148 wes
DE4000H_2 & Optimal 2806 10.240.43.150, 10.240 43 231 wee
DEGOOOH_1 & Optimal 5700 10.240.43.180, 10.240.43.77 wes

Selected rows: 10f5 | [T} "
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Monitoring DE Series storage with XClarity Administrator

If XClarity Administrator manages the storage arrays, go to the Monitoring — Alert page to
check for any DE storage warning or error messages.

&2 Dashboard Hardware Provisioning ~ Monitoring « Administration v

Alerts

@ Alerts indicate hardware or management conditions that need investigation and user action
= . , -
5 E 7@ | AllAcions ~ Q i\‘ All Alert Sources .
Filt :-o
& | Excluded Alerts All Dates v
| Severity Serviceability Date and Time System Alert ~  System Type

s,
J ) Warning @ NotRequired  Mar 17,2015, ... Demo - 00404X5462 Cryptographic mode nist800-12 Rack-Tower Ser
) & Warning %] Not Required  Mar 17,2015, Demo - Lenovo demo chass Cryptographic mode nist800-1: Chassis

- & Warning %] Not Required = Mar 17,2015, Demo - Lenovo demo chass Minimum SSL/TLS protocol leve Chassis

- f}} Warning @ Not Required Mar17,2015, ... Demo - 00404X5462 Minimum SSLU/TLS protocol leve Rack-Tower Ser
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