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UEFI on ThinkSystem V4 servers

IUEERdesign change to support Intel Xeon" 6 processors

Due to the sesmemsal of the Platform Controller Hub (mésisly from the Intel Birch Stream (BHS)
platform of processors, there have been some design changes in the version of UEFI used

with the ThinkSystem V4 portfolio of Intel® Xeon 6 servers. These design changes will not be
Introduced in depth in this course. Instead, a service perspective will be taken to highlight the
differences between this version and the previous version of UEFI.
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UEFI on ThinkSystem V4 servers

BHS PCH-less vs EGS PCH

This figure shows a comparison of the Birch Stream / Granite Rapids (BHS) PCH-less and
Eagle Stream (EGS) PCH products. With the PCH-less setup, you can see that USB, PCle,
SATA, and GbE are no longer controlled by the processor.

« S3M: Secured startup
services module

 IBL: Integrated boot logic

» [TSS: Interrupt and timer
subsystem (ITSS)

« HDA: High-definition audio oo rc m -

* FIA: Flexible 1/0O adapter

Lenovo
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UEFI on ThinkSystem V4 senvers

UEFI Setup — Custom and factory default settings

« UEFI on ThinkSystem V3: There is only one option - select Load Default Settings

« UEFI on ThinkSystem V4: Select Default Options to open a setup page with two default
options:
— Custom Default
— Factory Default

Click the buttons to see screenshots.

UEFI on ThinkSystem V3

UEFI on ThinkSystem V4
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UEFI on ThinkSystem V4 servers

UEFI Setup —iICustom and factory'default settings
UEFI on V3 — Load Default Settings

System Conf iguration and Boot Management

Select Language (English] Change the language for the
Launch Graphical System Setup current system,

» System Information

> System Settings

» Date and Time

» Start Options
» Boot Manager

» BMC Settings
> System Event Logs

There is only one option. Select [

Load Default Settings. e it

Discard Settings

Load Default settings |

Exit Setup Utility
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UEFI on ThinkSystem V4 servers

UEFI Setup — CUstom andifactonysdefaultisettings
UEFI on V4 — Default Options

System Configuration and Boot Management

Launch Graphical System Setup

Select Default Options to open » System Information
a setup page with two default > System Settings |
options: » Date and Time

» Custom Default » Start Options

« Factory Default > Boot Hamager

» BMC Settings
» System Event Logs
» User Security “Nef

>

ngs

[Lond Default Scttingd

Exit Setup Utility

Defaulf Options

)elete Custom D
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UEFI on ThinkSystem V4 senvers

UEFI Setup — Bootimanager enhancement

To optimize boot option management in the ThinkSystem V4 UEFI, there is a new setup page

to support change and delete boot options.

Add UEFT Full Path Boot Option

Set Boot Priority

'.' B t Funct i
» Boot From File
Select Next One-Time Boot Option

[(Boot Modes
Reboot System

Boot Order

Boot Manager

Ubuntu

UD ROM
Hard Disk
Network
USB Storage

Ubuntu

wsien

Infinite Boot Rétru

L Uption

Boot Option Maintenan

Boot Mode

{Disabled>

Prevent 0S Changes To Boot Order <Disabled>

ficcelerated Boot

{Disabled>

e

S
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UEFI on ThinkSystem V4 seners

UEFI Setup — NewWaorkload 'profiles

» Profiles more accurately match
customer needs based on workload
characteristics

« The workload profile meets the
benchmark standard

» The following profiles are already
supported:

— Two general computing workload

profiles
—  One HPC workload profile
- The following profiles are due to be [RCTETSREE s et i
suppo rted in Wave 2: b Devices and 170 Forls :Iltlli ::‘:.:"'t:II‘I:';":“"::EI"::
. . . . # Driver Health low-level settings per the
— Two virtualization profiles } S Gt pefile lectad sl wil_
— One database profile 45
— One low latency profile s ecowery and BIS Gemeral Compating - Rax Performamte | tings ndfotduslly.

_» Secur ity High Perfommance Conput ing ower Efficient™ profiles
Q i age Caimtbon [ rlﬁ|l| l'J'l! u[ it oy i
sparable to Intel’s

Dptimized Power Mode (OPMD .
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UEFI on ThinkSystem V4 servers

To support SRAR and UCNA, the [arg4] element has been added to the FQXSFMAO0S6M
UEFI| event message:
An uncorrected recoverable memory error has been detected on DIMM [arg1] at
address [arg2].[arg3] [arg4]
[arg4] values: —TO0 to indicate the error is UCNA

—T1 to indicate the error is SRAR
See the following slide for examples.

To simplify the system error log (SEL):

» Only one uncorrectable error (UE) is reported in the SEL per CPU (UEFI event:
FQXSFPUOO27N / FQXSFPUOOG2F)

* Only one UE is reported in the SEL per DIMM (UEFI event: FQXSFMAOO0S6M (with TO or
1))

Note:

+ SRAR - Software Recoverable Error Action Required
« UCNA - UnCorrected No Action (an uncorrectable error logged in MCA Bank)

Lenovo
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UEFI on ThinkSystem V4 senvers

UEEIeventiFQXSFMA0056M — SEInScreencaptures

FQXSFMAQQ56 represents both the UCNA and SRAR memory error types.
« UCNA s indicated by an arg string of -TO
« SRAR is indicated by an arg string of -T1

SEL detail;

4  Memory |FQXSFMADOSEM JAn uncorrected recoverable memory error has been detected on DIMM 10 at address 0x000000013C2C0400.80AD0121281387AFDB-VC20 -T1 January 8, 2001 5:36:28 AM

5 Memory FQXSFMAOOB2ZM An uncorrected recoverable memory error has been detected on DIMM 10 and post package repair (PPR) recorded. January 8, 2001 5:36:27 AM

6 Memory |[FOXSFMADOS6M JAn uncorrected recoverable memory error has been detected on DIMM 10 at address 0x000000013C2C0400.80AD0121281387AFDB-VC20 -TQ January 8, 2001 5:36:27 AM

Lenovo
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UEFI on ThinkSystem V4 servers

UEFI SEL flowschantm

Hardware (Silicon)

Recoverable (UCR

Firmware (BIOS)

Page and Process
Handling

Kernel Panic
Kill Process Kernel Panic

Log File

Operating System BMC (XCQC)

Lenovo
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UEFI on ThinkSystem V4 servers

IRASifeature enhancement —untimessPRR

Runtime PPR (post-package repair) is a new DDRS feature with the BHS platform. It works by using
spare rows to replace a row identified in runtime by UEFI as failing.
Note: Only soft PPR (sPPR) will be supported.

Runtime PPR has been added in ThinkSystem V4 UEFI as a setup item and is disabled by default.
 UEFI setup path: System Settings > Memory - Runtime PPR

Hemory
Runtime PPR handling
. . ] — rov ides status of Suystem
« Report a hiddenlog for runtime PPR g SR
success/failure P
. DDR HBIST ¢Disabled>
Report one relatEd SEL per DIMM DRAH Post Package Repair {Enabled>
« Remove the pending page retire request Menory Test — — ksl
on the row if PPR was successful ~Cold Boot Fast {Enabled>
. AC Boot Fast <Enabled>
« Carry out the page retirement for the Global Data Scrambl ing CEnabled>
. . Patrol Scrub <Enabled>
addresses on the row if PPR failed Socket Interleave MUMA

Dynamic ECC Mode Selection <Enabled>
Memory S) g

M Refresh Rate
¥ Nirror Configuration

m * Hemory Power Savings Advanced Options
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