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Lenovo XClarity Administrator

What is Lenovo XClarity Administrator?

Lenovo XClarity Administrator (LXCA) is
a comprehensive agenti-less hardware
management tool that supports System x
servers, ThinkSystem servers, switches,
and storage systems.

LXCA cmmmspiaé@h cOme bundled with
ThinkSystem servers. It runs as a virtual
appliance that automates discovery,
inventory, tracking, monitoring, and
provisioning for server, network, and
storage hardware in a secure
environment.

[No Title]

XClarity

Le. Administrator '

Discovery

Inventory

Monitoring

OS and hypervisor deployment
Configuration management

Firmware compliance and updates
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Lenovo XClarity Administrator

When to use LXCA

LXCA is recommended for the management of multiple systems from a single
interface because it offers a wide range of functions in one tool. Functions, such
as deploying operating systems and updating firmware on multiple systems, can
be performed efficiently with/LXCA. If a system in a data center encounters an
error, the user can/look at the LXCA dashboard to determine which system has
flagged an error message. They can then review and download the logs, and
then pass them on to support personnel for further troubleshooting.

LXCA also supports Windows driver updates.
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Lenovo XClarity Administrator

LXCA edition comparison

There are two LXCA editions: a free, basic edition and LXCA Pro, which requires a license upgrade.

Feature LXCA LXCA Pro

Licensing and support

Free v
Licensed v
Service and support v

Key Features

REST APIs and LXCI v v
Auto-discovery and asset management \
Real-time monitoring, fault handling, alert \Y

notification, and Call Home

Firmware update management v

Configuration patterns

Operating system and hypervisor installation v

Lenovo
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Lenovo XClarity Administrator

LXCA GUY quick overviews

This is LXCA Dashboard, the LXCA homepage.

Click the icons to see descriptions of the different LXCA functions.

- enovo z“larit}'
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Lenovo XClarity Administrator

LXCA GUlFquickoverview

This is LXCADashboard, the LXCA homepage.
Click the icons to see descriptions of the different LXCA functions.

Lenovo
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Lenowo XClarity Administrator

LXCA manages a repository
of operating system images
that allows for the
concurrent deployment of
operating system images to
up to 28 managed servers.

Lenovo Clarity Administrator

scrption
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Lenowo XClarity Administrator

Firmware management is
simplified by assigning
firmware-compliance policies to
managed devices.

When users/create and assign
a compliance policy to
managed devices, LXCA
monitors changes to inventory
for those devices and flags any
devices that are out of
compliance.

When a device is out of
compliance, LXCA can be

used to update it according to
the policy.

Lenovo Clarity Administrator

#3 Dasnhboard Har

Firmware Updates: Apply / Activate

Update with Policy Updcate without Pok

. - _;;" ﬁ ﬁ -‘ AR Aons + * Critical Release Information

»
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Lenovo XClarity Administrator

How to downioad the |atestfirmwares

All firmware files are 'stored and managed in the LXCA repository. Before applying any
updates, the latest update files need to be downloaded into the repository.

Work through the following procedure to download the latest firmware files into the repository.

( Click each number in turn to see the procedure.
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Lenovo XClarity Administrator

How to downiloadithe’latest firmware

All firmware files are 'stored and managed in the LXCA repository. Before applying any
updates, the latest update files need to be downloaded into the repository.

Work through the following procedure to download the'latest firmware files into the repository.

( Click each number in turn to see the procedure.
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Lenowvo XClarity Administrator

How to download the latestifirmware

To access the repository, click Provisioning in the top menu bar, and then select Repository
from the Firmware Updates section.

Lenovo. Clarity' Administrator Report Problerm

&2 Dashboard Hardware v Provisioning ~ Monitoring ~ Administration v
Server Configuration 9 OS Management 9 Firmware Updates Q
\,’ = Server Configuration Patterns = Deploy OS Images = Apply / Activate
« Hardware Status 4 = Address Pools = Manage OS Images = Compliance Policies
= Server Profiles = Manage OS Access = Repository
Switch Configuration . ? ]
Windows Driver Updates
Servers Storag| = Switch Configuration Templates
= = Apply
- m—- 1 6 \.-. = Repository
10
2 A\
4 5 Remote Control for Flex System, System x, Converged, and NeXtScale
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Lenovo XClarity Administrator

How tolidownloadithe latestifirmware

Select the system and firmware you want to-download, and then click the | & button.

Firmware Updates: Repository

(7) Use Refresh Catalog {o refrieve the latest product information. Ensure that you download update packages before adding fhe updates to a palicy.

(7 Repository Location: Loca

(F) Local repdsitory usage: 178.03 ME of 50 GB

Download Updates Packages

Individual Updates UpitataXpr yslem Packs (UXSPs)

=y : b e

Downloading the firmware-update packages might take several minutes to complete.
= ] = = All Actions ~ Refresh Catalog —

Show: Al finmware pa

Click "Download® to continue downloading the catalog, or click *Schedule® to download at a
= later time
| Product Catalog Cownload Selected

Machine Type Version Information | Release [

Lenovo ThinkSystem SDE30 V2 Server

0K The follosving update packages will be downloaded
- Imvgy_fw_xcc_cdi3sdm-5.40_anyos_noarch.xmi
[ ] Lenavo ThinkSystem SR550 Server TX04
[ Xoc
0. e s £ v savjcovsm | w20
T e 2svicossan | aoieaeal] | © Schodul Doumion
oo |amna =S
- + UEF L/ 18 ot 18 Mot Downloaded 23161
Ll o nd o sies Mouminadad 145 oo
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Lenovo XClarity Administrator

How to download the |atesStfirmware

When the download is complete, the firmware Download Status will be shown as Downloaded.

Individual Updates UpdateXpress System Packs (UXSPs)

[+ 35;5; fg | 5_,_\1‘] | AllActions ¥ | Refresh Catalog ~ Show: = All
] Product Catalog Machine Type Version Information Release Date Download Status S
+| Lenovo ThinkSystem SD630 V2 Server 7D1K \_J 44 of 44 Not Downioaded 4
Lenovo ThinkSystem SR550 Server 7X04 \mf 1 of 290 Downloaded 14

- XccC \ef 1 of 3 Downloaded

o Lenovo XClarity Controller (XCC) Update (For Any0S) e
b Invgy_fw_xcc_cdi364m-5.40_anyos_noarch 5.40/ CDI364M 2020-12-07 !IDW“W U

Lenovo XClarity Controlier (XCC) Update ,
Invgy_fw_xcc_cdi334w-2.50_anyos_noarch 2,50/ CDI334W 2019-04-22 |/ Not Downloaded

— Lenovo XClarity Controlier (XCC) Update d N )
A R Py R Sy i 1.08 / CDI306X 2017-11-28 | | Not Downloaded 1

Step  @—@I—€&)—(4 —-O—0O—0—0)—C€
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Lenovo XClarity Administrator

How toldownload the latestfirmwarey

Users can also manually import update files into the repository by selecting import from the
All Actions drop-down menu. When importing update files, make sure that the update files
Include *.bin, *.xml, and *.txt files or the import will not be successful.

When the import is complete, the details of the update file will be added into the repository
table.

Individual Updates UpdateXpress System Packs (UXSPs)
+ - If-'ﬂ ;| All Actions ~ Refrash Catalog ~
Select 3
| Product Catalog 14| Expand Al Impon

/=] Collapse All

I
[P By Refresh Repository . Make sure that you import the XML file as well as all package
5| Lenovo ThinkSystem SD630 V2 Server - Selectiules | | files, readme files, and change log files for the update. Any
Delete payload Tles package files not specified in the XML file are discarded
_ —— ot g Learn mare
Lenovo ThinkSystem SR550 Server Uelele all updale-package les

OO ancal Downloads Cancel

Lenovo XClarity ;m‘.'c- ler {(XCC) Update (For Any0S) o ST
Inwgy_fw_xcc_cdil64m-5.40_anyes_noarch i Refresh & Download All Managed - Latest Only

Lenovo XClarity Controller (XCC) Update Impart
Invgy_fw_xcc_cdi334w-2.50_anyos_noarch —

1 enawn X Clarty Confrallar FCC 1 Indate r=1 I - + 1

step  @—O—OQ—O—G5)—C
Lenovo
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Lenovo XClarity Administrator

How to download the |atestifirmwaren

An alternative to downloading individual update files into the repository is to apply repository packs that
include a bundle of available firmware update files and refreshed firmware-compliance policies.
Repository packs can be found on Lenovo Support. For each repository pack, all four files need to be
downloaded and imported.

Lenovo XClarity Repository Packs

Enter Serial Mumber a © File Naming Guide
Title Version Feleased w Details See Files

A Product Home
3 . Lenovo XClarity Administrator cPlus ThinkServer Server Firmware 3.5.0~ 16 Feb 2022 e
= Drivers & Software Repository Pack for XClarity 3.5.0 (For AnyOS)
— , Lenove XClarity Administrator cPlus ThinkServer Server Firmware Repository Pack for XClarity 3.5.0 (For AnyO5)
.. HowTo's

Individual Downloads Size Severity € Download

Warranty & Service . : -
v anty s Invgy_sw_Ixca_cplusthinkserverrepo5-3.5.0_anyos_noarch.xml# 7.27 KB Recommended =,
>E Renalr Status Invey_sw Ixca_cplusthinkserverrepo5-3.5.0 anyos_noarch.chg$ 487 B Recommended <,
=y

& Parts Invgy_sw_lxca_cplusthinkserverrepo5-3.5.0_anyos_noarch.txt¥ 143 KB Recommended A
ﬁj:l Contact Us Invey_sw_Ixca_cplusthinkserverrepo5-3.5.0_anyos_noarch.tgz ¥ 1.92 GB Recommended [g.,

Step €)—@ N—-6—(6)-0—0—C
Lenovo
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Lenowo XClarity Administrator

How to download the latest firmware

To import repository packs, click Administration in the LXCA top menu bar, and then select
Update Management Server.

Lenovo. Clarity Administrator

&2 Dashboard Hardware v Provisioning v Monitoring v Administration ~

Management Server

= Security
v Hardware Status ‘ u‘ = Date and Time

= Network Access
= Service and Support

Servers Storage Switches = Inventory Preference L]
1 6 .. 2 = Remote Share
- m=—- x = Disk Cleanup
~—
10 2 4 = Licenses
2 A 0 A 0 = Registration
4 Q 0 Q@ 0 = Hub Configuration

Back Up and Restore Data
Step 9
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Lenovo XClarity Administrator

How to dewnilead the latestifirmware

On the Update Management Server page, select Import from the All Actions drop-down
menu to import all four repository pack files in a single import action.

Update Management Server

Update the management server software fo the latest level
Updale Managemen! Server. Gelting Started | n
Before updating, make sure that you p

« Back up the management server. Leam morg

+ Check the job log to make sure that there are no jobs currently rumning

. - ) ) i . Make sure that you import the XML file as well as all package
Lenovo® XClarity Administrator Update History Select Files files, readme files, and change log files for the update. Any
package files not specified in the XML file are discarded.

Version: 3.5.3
Last Updated:  Apr 28 2022, 4:39:49 AM c -
# Type File Name Size
(@ Repository Usage: 203.3 MB of 50 GB 1 CHG Invgy_sw_lxca_systemxrepo4-3.5.0_anyos_noarch.chg 484
................. ) 2 TGZ Invgy_sw_lxca_systemxrepo4-3.5.0_anyos_noarch.tgz 3.0 GB
I AN A w |
e = | | 3 TXT Invgy_sw_Ixca_systemxrepod-3.5.0_anyos_noarchixt 1.5 KB
% Refresh Repository )
Update Name Relg Delate only payload files Iber Reld | 4 HTM gn;ga_35;1&.!;{;?132};;&::;[?3;4- 3TKB
o~ Lenovo XClarity Administrator GA Fix 3.5.3 ( ._Degle 2L update-package fles 2023
" Inwgy_sw_lxca_gfx-3.5.3_anyos_noarch a Impor —
¢ Lenovo XClarity Administrator cPlus ThinkSe ! Downlog WER 229 — ]
~ Inwgy_sw_lnca_cplusthinksanvan2rapos-3.5.. | Import Close
ancel Davload I Ny
 Lenovo XClanty Adminisiralor Repository Fa i v 1 .
i In'-';za_5'-'-_Iﬂca:tflnks'_-':-1-3'n'-'2reno«5-3 508 Perferm Update [TEM... | 2023
 Lenovo XClanty Administrator v3.5.0 (For An Global Seftings E
) Imegy_sw_lxca_154-3.5.0_anyos_noarch % 2023

Step 25 3 4 9
| Lenovo |
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Lenovo XClarity Administrator

How to download the latest¥irmware

To update the firmware, select the repository pack from the update file list, and then click the
Perform Update button.

ﬁ. [ashioand Hardware - Provisioning - Monmonng - Administration «

Update Management Server

Updale the management server sofware to the latest lavel
Update Management Server. Getting Stanad

Before updating, maka sure that you

= Back up the management servar. Learm more
= Check the job log to make sure that there are no jobs cumently runming

Lenovol XClarity Administrator Update History

Version: 353
Last Updated:  Apr 20, 2022, 33715 AM

(?) Repository Usage: 3.2 GB of 50 GB

f%; 4 '?75'} i ﬁ‘ Al Actions = Filter by All types

/

T
Update Name Perform Update |ooioase Notes  Version Bulld Number  Release Date Download Status ~  Applied Status Restart Required

Lenavo XClarity Adminisirator GA Fix 3.5.3 (For Any0S) E aic LA | | Cleaned Up - -
invgy_sw_Ixca, gh-3.5.3_anyos noarch © 153 V353_GFX 2022-03-1 ] Aplied Yes

O)| v e bica. sytorarepat 30, s e n 150 SYSTEMX-4  2022-03-01 | B Downloaded ot Appied No
_'—... (Clarity Adminisiralo Cerlificals Update - o - i} [
:;:rl:l_cl..-.-.:r}.ulililll_:_El i ;:dctl.:lr |3§:D5erl.1|£|a-.:-_!.rl=_ Update - certios5-1.0 D 1.00 V100_CERTIOSS  2021-11-12 |/ Mot Dowmleaded | ot Applied Yas
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Lenovo XClarity Administrator

How to download thalatestfirmware

To update the firmware, select the repository pack from the update file list, and then click the
Perform Update button.

Hardware - Provisioning - Monmonng - Administration «

Update Management Server

Updale the management server sofware to the latest lavel
Update Management Server. Getting Stanad

Before updating, maka sure that you

= Back up the management servar. Learm more
= Check the job log to make sure that there are no jobs cumently runming

Lenovol XClarity Administrator Update History

Version: 353
Last Updated:  Apr 20, 2022, 33715 AM

(?) Repository Usage: 3.2 GB of 50 GB

%; X -ﬁg .ﬂ' ﬁ Al Actions = Filter by All types

T
Update Name Perform Update |ooioase Notes  Version Bulld Number  Release Date Download Status ~  Applied Status Restart Required

Lenowvo XClarity Administrator GA Fix 3.5.3 (For AnyQS) -

- G Vi 202203 L/ Cleaned Up Apoli -
Invigy_sw_buca_gfe-3.5.3_anyoes_noarch H 353 V353_GFX 22-03-01 Applied es
Lanawvo XClarity Administralor Repository Pack for Systam X Saners. = - A Downloaded 1ot Anolo
® Imagy_sw_bica_systemxrapod-3.5.0_amyos_noarch [ 3.5.0 SEHLE e L D -
~  Lanovo XClarity Administralor i0S Cerlificate Update - cerlios5-1.0.0 . = £ e \ | Mot Downoaded P -
“— Inwgy sw Ixca cedios5-1.0.0 anyos noarch 1% 1.0.0 VI00_CERTIOSS  2021-11-12 L Mot Appled fes
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Lenovo XClarity Administrator

How to apply firmware

After the firmware files have been downloaded into the repository, the user should
work through the following procedure to apply the update.

( Click each number in turn to see the procedure.

ster Q—0—0—O0

Lenovo
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Lenovo XClarity Administrator

How to @pplysfirmware,

On the Firmware Updates: Apply/Activate page, select the system or system firmware that
needs to be updated, and then click the Perform Updates button.

Firmware Updates: Apply / Activate

(7) To update firmware on a device, assign a compliance policy and select Perform Updates

Update with Policy ‘ate without Policy

+ - L:;; “i "".L":- ﬁ ,._i All Actions ~ Filter By @ L_L @ 7 ’_j 0 = o [  Show: AllDevices

Perform Updates ‘

Device Groups Rack Name / Unit Chassis [ Bay « Power Installed Version
10.10.0.66 S = WU LU L T ULy e
g }13(:3[?'501? 4 / Unit 27 on U Pending Activation
: ?3:’105;]111 4/ Unit 17 € No Compliance Policy Set
v f%t,haﬁfﬁ:.ﬁﬁn 2 / Unit 21 Chassis 3 / Bay 1 on © EmADIL\HUA

sier @——0—O0
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Lenovo XClarity Administrator

How to applysfirmware

In the Update Summary window,
the user must specify an Update B e e rrem

Ru Ie a nd a n Activ atio n Ru Ie . Th e !;Jrﬂl_:l_gzz:;um'ala job will run in the background and might laka several minutes 1o complele. Updales ara performad as & job. You can 9o to the Jobs page bo view the status of he job as il
table shows a summary of the LR

items that will be updated. To start N

the update process, click Perform
Update. + - All Actiong ~

Device Rack Name | Unit Chassis / Bay Installed Version Downloaded Later Versions
HIX3500
-;:.15'-3“ 41 Unit 25
=) Schedule Perform Update | Cipse

st @—0—C—0
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Lenovo XClarity Administrator

How to applysfirmware

In the Update Summary window,

the user must specify an Update T o st TP

Ru Ie and an Activation Ru IIe The rrﬁlf.gzzgsuw;dlﬁl_-:u-.'.'llruninl.'lat.l'c'u.'kf.lll:-.JrlfJar:,'|1|u-|:IaI~9:EHE'3|n| nules to complele. Updates are performad a2 & job. You can go 1o the Jobs page to view the status of he job as il
table shows a summary of the - it e [ Commme o B o

items that will be updated. To start " sewston e [ ineasozcvaton || o

the update process, click Perform

Update. D @ | srscon -

Device Rack Mame | Unit Chassis | Bay Installed Version Downloaded Later Versions
HKI500
iispioga g 40 Unit 25
=) Scheduls Perform Update Close

st @—0—C—0
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Lenovo XClarity Administrator

LXCA provides a centralized authentication server to' create and manage user accounts and to manage
and authenticate user credentials. The authentication server is created automatically when you start the
management server for the first time. The user accounts that are created for LXCA are also'used to log
in to managed chassis and servers.

LXCA supports three types of authentication servers:

- Local authentication server — By default, LXCA is configured to use the local authentication server
that resides on the management node.
« External LDAP server — At present, only Microsoft Active Directory is supported. This server must

reside on an outboard Microsoft Windows server that is connected to the management network. WWhen
an external LDAP server is used, the local authentication server will be dissisiesn

« External SAML 2.0 identity provider — At present, only Microsoft Active Directory Federation
Services (AD FS) is supported. In addition to entering a username and password, multi-factor
authentication can be set up to enable additional security. This authentication includes a PIN code,

smart card, and client certificate.

LXCA includes an audit log that provides a historical record of user actions, such as logging on, creating
new users, or changing user passwords.

Click to see a User Management screenshot.
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Lenovo XClarity Administrator

XCC singlessign=om through LXCA

XCC supports single sign-on through LXCA. If a server is managed by LXCA, LXCA will automatically
enable the XCC single sign-on feature. When users select the server — All Actions — Launch —

Management Controller Web interface, they will be able to directly access XCC and will not have to
enter the XCC username and password.

Lenovo. Clarity Administrator

&2 Dashboard Hardware = Provisioning = Monitoring « Administration =
Servers
.3 E | Kf @ bﬂ _El Unmanage EAIIActinns v Filter By 6
Views 3
| Server v | Status P Launch »  Management Controller Web interface ¥
Power Actions » | aunch Remote Control
v SD530-1 8| Offline (Connectivity) | Inventory » D2... ThinkSys... 5/Unit27 8370698...
. & I Service » _ _ -
_| HX3721-4 Normal Security , P25 ThinkAgil.. 4/Unit35 7EC329..
:. HX3721-3 B Offline (Connectivity) I Groups ¥ 35 ThinkAgil... 4/Unit35 TEC329...
Note: Single sign-on is supported for all ThinkSystem and ThinkAgile servers except the ThinkSystem SR635 and SR655.
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Lenovo XClarity Administrator

XCC Single'sightonithrough LXCA

XCC supports single sign-on through LXCA. If a server is managed by LXCA, LXCA will automatically
enable the XCC single sign-on feature. When users select the server — All Actions — Launch —

Management Controller Web interface, they will be able to directly access XCC and will not have to
enter the XCC username and password.

Lenovo. Clarity Administrator

&2 Dashboard Hardware = Provisioning = Monitoring « Administration =

Servers

.5 .E | Kf @ @ 90 | Unmanage | EAIIActinns v Filter By 6
Views 3

—) Server v  Status F Launch »  Management Controller Web interface 3¢
Power Actions » | Launch Remote Control

v SD530-1 8| Offline (Connectivity) | Inventory » D2... ThinkSys... 5/Unit27 8370698...

_ & | Service b _ _ -

| HX3721-4 Mormal Securily : 3.5... ThinkAgil... | 4/Unit 35 TEC329. .

:' HX3721-3 L Offline (Connectivity) I Groups ¥ 35 ThinkAgil... 4/Unit35 TEC329...

Note: Single sign-on is supported for all ThinkSystem and ThinkAgile servers except the ThinkSystem SR635 and SR655.
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How tonidentifyerrors in LXCA

~ Alerts
q} Alerts indicate hardware or management conditions that need investigation and user action.
& p = D @& Al Actions ~ | Excluded alerts influence health status for show. @ A\ All Alert Sources
all devices. Disabled All Dates
O Severity ~  Serviceability Date and Time Source Alert
] (4 ) Critical & user Nov 22, 2021, 12:21:42 PM HX3721-1 Sensor PSU2 IN Failure has transitioned to critical from a less severe state.
[ @ Critical 8 user Apr 3, 2022, 6:02:43 PM HX3721-2 Sensor PSU1 IN Failure has transitioned to critical from a less severe state
[ | @ Critical 8 User Oct 25, 2021, 1:38:15 PM HX3721-4 Sensor PSU2 IN Failure has transitioned to critical from a less severe state

Click each number in turn to see the procedure.

ster Q—0—0—O0

Lenovo
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Lenovo XClarity Administrator

How to jidentifyserrorssin LXCA

Error messages are accessible as soon as the user logs in to LXCA. The Hardware Status
section of the Dashboard page contains a summary of the hardware monitored by LXCA. The
hardware is grouped according to type, and in each group, LXCA provides a total number of
event messages, units operating normally, warning messages, and critical messages. To see
more detailed information about critical messages, click the number next to the gy icon.

Lenovo. Clarity Administrator

& Dashboard Hardware -« Provisioning - Maonitoring ~

Servers Storage Switches Chassis Racks Resource Groups

"1 = 2 X 4 3 11 0
- - ‘m s - hl . @ . 5 l . h _-.
° " " O ' o X '

ster (D—0—0—O0
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Lenovo XClarity Administrator

How to identify'érrors in LXCA

After clicking the icon, a table showing the systems with critical messages will be displayed. To
see more information about the critical error, click the Critical status.

The user will be directed to a dedicated system page with more detailed information about the
critical message. Move the mouse over the error message to see more information.

Lenovo. Clarity Administrator

&% Dashboard Hardware - Provisioning = Monitoring = Administration -

Lenovo. Clarity Administrator
3 Dashboard Hardware - Provisioning = KMonitoning - Administration -
@ @ | Sn Al Acions - Servers=HX3721-2 Details - Alerts

1T Tl _
[ server Status « lPowar 1P Addr (%) Merts indicale hardware or managemant condilions that need investigalion and user adion
M| 1x3721-2 D critical B on 10.10.3 =5 & @& Al Actions = Excluded alerts influence health status for all snow: |3 /Ay Al Alert

@— - Actions = devices. Disabled Al Dates
O Hx3721-3 Critical On 10.10.3
= Har2 = HX3721-2 —- 5 —
_ Everity « | Sarvicaability te and Time Alart

O Hxazz1-1 @ critical on 10.10.3 ‘D eritical
_ B on L] g Critical & User Apr 3, 2022, G:0243 FM Sensar PEUA IM Failure has transilioned to critical from a less severa state
O Hx3721-4 Q critical @ on 10103

Genaral

=] Summary

0-2-60-0

Step
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Lenovo XClarity Administrator

How to identify"erfors in LXCA

Error messages can also be quickly accessed from the top menu bar on any LXCA page.
Click the Status drop-down list to see warning or critical error messages. Move the mouse
over any of the items in the list to see more information about the message.

Click All Hardware Alerts to go to the Alerts page, where all the alert messages and their
descriptions are displayed. Click an alert description to see more information.

Lenovo. Clarity Administrator Repart Problem
P 0 SR TR e There are & syslams with active alers
A Db o e R e With Hardware Alerts (§) | Wilh Management Alerts (1
Q HXITZH-A
Q@ HxsT212
w* Hardware Status Tl .c:
Q HX3721.4
. B & SDEIVR-3
Servers Sterage ] Switches Chassis Racks Resource Groups = g
i 5DBIOVZA
- 11 B 2 ¥ 4 @ 3 11 0 :
[ | : @ Ll | il | | 0 S
2 0 4 - 0 4 b 4 b4 View All Hardwrare Aleris
30



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri




Lenowvo XClarity Administrator

How to identifyierrors in LXCA

Users can also click Monitoring in the top menu and then select Alerts to access alert

messages. This will take the user to the same'Alerts page shown in step 2.

Lenovo. Clarity Administrator

&2 Dashboard Hardware ~ Provisioning ~ Monitoring ~

v Hardware Status

Administration ~

Monitoring

s+ Alerts _
*+ EventLogs

= Event Forwarding

* Jobs

= Activities Flow

* Historical Metrics

Racks

Lenovo
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Lenovo XClarity Administrator

Service and support —Collectingiserviceidatan

Select Administration — Service and Support.

Lenovo. Clarity'Administrator

& Dashboard Hardware = Provisioning ~ Monitoring - Administration =

Management Server

\t] = Security
” = Date and Time

= Metwork Access

» Hardware Status

 Senice ang Support _
Servers Storage Switches . |nuﬁury Preference -
1 9 '. 3 = Remote Share 1 /]
- s :KJ = Disk Cleanup N
12 2 » Licenses i
2 M 0 & = Registration L
4 Q 1 Q « Hub Configuration v §
1 (W) |

Update Management Server
Back Up and Restore Data
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Lenovo XClarity Administrator

Service and support —ICollecting'Servicerdata

Select Endpoint Actions.

Lenovo. Clarity Administrator

&3 Dashboard Hardware - Provisioning - Monitoring - Administration -
Endpoint Actions
i | 1 7 & | Anadions -
] Endpoint Status Product Mame Type
Service and Support
Chassis 3 Marmal IBM Flax Syslem Enlarprise... Chassis

Service data collection [ * 5ps530 Enclosure 42FD DenseChassis
T4 Management Server Files 7] = 353631313444453643304332343 DenseChassis
& Endpoint Senice Data * FECIZ05AFALE HEOADIASDCEE DenseChassis
Endpoint Actions Ll 2r5650-3 Marmal ThinkSystem SRES0 Rack-Tower Server

; ! Endpoint Actions Enapoint Aclions | T — ThinkSystem SROS0 Rack-Tower Server

Aviomatic service dats forwanding SE150-2 B rormal ThinkSystem SE350 Edge Server
<% Periodic Data Upload SRE45 B omine (Connactiity) ThinkSystem SRE645 Rack-Tower Server
% CallHome Configuralion o HX3500 Marmal Lenovo Comverged HXZ500  Rack-Tower Sernver
_-‘:' Seniee Fonvarers - SE3S0 lﬂ Mormal ThinkSysiem SE350 Edge Senver
i Senice Ticket Sialus HXT500 Mormeal Lenovo Comearged HXT500  Rack-Tower Server

il | annun Bullatin Sandes

Step
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Lenowo XClarity Administrator

Lenovo

&2 Dashboard Hardware v

Service and Support

Service data collection

¥ Management Server Files

@@ Endpoint Service Data

Endpoint Actions

@& Endpoint Actions

Automatic service data forwarding

<= Periodic Data Upload

L NPT =

Clarity’Administrator Report Problem

Provisioning ~ Monitoring ~ Administration v

Endpoint Actions
Perform Call Home Test | Perform Manual CallHome | (2, B | ) 7 X Q All Actions ~ |
73 CollectSenvice Data
[C] Endpoint Status Product Name Type i Lenovo Upload Selected
] *'chassis 3 B Normal IBM Flex System Enterprise Chast¢ '7 Creste Contact Profie
u'f Edit Contact Profile
L * SD530 Enclosure 42FD Densi[ X Delete Contact Profile
[0 ™ 363631313444453643304332343 Dens(fge Refresh
@ Customize Columns
‘ T TEC3295AFA4B11E9A03385DCSE Dens¢
Maintenance
¥V ss503 Normal ThinkSystem SR550 Rack-‘ Perform Call Home Test
O SR950 Normal ThinkSystem SR950 Rack- Perform Manual Call Home
) | | i
SE350-2 E Nt ThinkSystem SE350 Edge Enable Call Home on all supported endpoints
= Disable Call Home on all supported endpoints
™ SR645 (] Offline (Connectivity) ThinkSystem SR645 Rack-Tower Server

Nd

Nd

Ca

Di

un

un,

un

Nd

Di

Step
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Lenovo XClarity Administrator

Service and support —iCollectingisenviceidata

Click Collect Service Data to collect the data immediately.

Lenovo. Clarity Administrator

4 Dashboard Hardware = Provisioning - Manitoring = Administration =
Endpoint Actions
! Pertorm Call Home Test | Perform Manual Call Home | [/ I8 A (% | & | Anradions -
Endpoint Status Product Hame Type Groups
Service and Support .
- o o I B F o iar 2 - o .

Chassis 3 & Mormal IBM Flax System Enterprisa... Chassis
Service data collection SD530 Endlosure 42FD DenseChassis
# Management Saner Files 1636312134 44453643304332343 DenseChassis
& Endpoint Sendce Data TECA90EAFALR11ESAT TS50 CAE DansaChassls
Endpoint Actions [E B sr550-3 B rorma ThinkSystem SR550 Rack-Tower Server CasaCe
&8 Endpoint Actions SROED CazaCe
Automatic service data forwarding — ) collect Senice Data Casa Ce

Peniodic Data Upload oy a

Y% CallHome Configuraion . O Schedule || Colct Sericabata | Cance

HX ] -
S Senice Forwarders — - -

) SE350 "l Toma TRINFSyeTem SET00 Edoe Server

¥ Senice Ticket Status

HXTS00 B riorma Lemovo Comverged HXTS00  Rack-Tower Senver

Step p. 3
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Lenovo XClarity Administrator

Service and support — Collecting'servicerdata

Wait for the collection process to complete.

Lenovo.

2 Dashboard

Hardware ~ Provisioning ~

Clarity Administrator

=

Service data collection

¢ Mznagement Server Files
& Endpoint Service Data
Endpomt Actions

&8 Endpoint Actions

« Periodic Data Upload
% Call Home Configuration
™ Senvice Forwarders

¥ Serace Ticket Stalus

i) Lenovo Bulletin Senvce

M i s

Service and Support

Automatic service data forwarding

Monftoring ~ Administration v
Endpoint Actions
Perdorm Call Home Test Perform Manual Call Home "';'._ ﬁ‘ -.' A '-;:' All Actions =
Endpoint Status Product Name Type Groups
B norma IBM Flex System Enierprise
D530 E u ¥ DensalCh g
,,,,, 1313 ) ensaCh <
= TEC . B =
| Manual collect of Service Data from device(s).
v— 3%
- & Manual collect of Senvice Data from device(s). 3.00%
¢ Colleeting Senice DIt MOMersse:s. 7.00%
E © ¢ Archiving collected senvice data files. Pending
Show Details
E' [ Len onverged HXSS Rack-Ti er

Step
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Lenovo XClarity Administrator

Service and support — Collecting'seniceidatal

Wait for the collection process to complete.

Clarity Administrator

Monitoring v

Lenovo.

% Dashboard Hardware ~ Provisioning ~ Administration v

&

Service and Support

Service data collection
¢ Management Server Files

& Endpoint Service Data

Endpomt Actions

&8 Endpoint Actions

Automatic service data forwarding
% Penodic Data Upload

% Call Home Configuration

™ Senvice Forwarders

¥ Serace Ticket Stalus

i) Lenovo Bulletin Senvce

|1 I IR Y gy T

Endpoint Actions

Perform Call Homie Test Perform Manuatl Call Home o - 7 A iy All Actions =

Endpoint Status Product Name Type Groups
B norma IBM Flex System Enderprise

or DensaChass
C DenseChass

DenseChassis

Manual collect of Service Data from device(s).

- 3%
- <& Manual collect of Senvice Data from device(s). 3.00%

74 Collecting Senvice Data from sr550-3. 7.00%
1.& Archiving collected senice data files. Pending

Show Details é Close

Step
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Lenovo XClarity Administrator

Service and support — Gollécting'Servicerdatan

After collecting the service data, go to the Endpoint Service Data page to download or
upload the service data files.

Lenovo. Clarity Administrator

&3 Dashboard Hardware « Provisioning « Monitoring « Administration «

Endpoint Service Data
E =g this tab to download diagnostic files collected from the endpoints.

R (X | anacions - |

Service and Support

nt ID System Component

"‘ Download Selected Service Files

Service data collection

P TXO4CTOTWW_J1000A5W_xcc_ Manual Collect sr550-3 sr550-3
% Management Server Files i

@ Endpoint Service Data
Endpoint Actions

@8 Endpoint Actions

Automatic service data forwarding

Step )—&)—0)—6—(6
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Lenovo XClarity Administrator

Task automation using scripts

LXCA can be integrated into external, higher-level management and automation platforms
through open REST application programming interfaces (APIs). Using the REST
APls, LXCA can integrate with an existing management infrastructure.

The 'PowerShell toolkit provides a library of cmndlets to automate provisioning and resource
management from a Microsoft PowerShell session. The Python toolkit provides a Python-
based library of commands and APIls to automate provisioning and resource management
from an OpenStack environment such as/Ansible or Puppet. Both of these toolkits provide an
interface to LXCA REST APIs to automate different functions such as:

*Logging in to LXCA

* Managing and unmanaging chassis, servers, storage devices, and top-of-rack switches
(devices)

 Collecting and checking inventory data for devices and components

- Deploying an operating system image to one or more servers

» Configuring servers through the use of Configuration Patterns

» Applying firmware updates to devices

Lenovo
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Lenovo XClarity Administrator

Task'automation using/Scriptsil

LXCA can be integrated into ‘external, higher-level management and automation platforms
through open REST application programming interfaces/(APIs). Using the REST
APls, LXCA can integrate with an existing management infrastructure.

The PowerShell toolkit provides a library of cmdlets to automate provisioning and resource
management from a Microsoft PowerShell session. The Python toolkit provides a Python-
based library of commands and APls to automate provisioning and resource management
from an OpenStack environment such as Ansible or Puppet. Both of these toolkits provide an
interface to LXCA REST APls to automate different functions such as:

*Logging in to LXCA

* Managing and unmanaging chassis, servers, storage devices, and top-of-rack switches
(devices)

» Collecting and checking inventory data for devices and components

* Deploying an operating system image to one or more servers

» Configuring servers through the use of Configuration Patterns

* Applying firmware updates to devices

Lenovo
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Lenovo XClarity Administrator

LXCA helpful links

* LXCA quick demo:
http://www.lenovoxclarity.com/demo/index.html

« LXCA support resource:
https://www.lenovo.com/tw/zh/data-center/software/systems-
management/xclarity/?orgRef=https%253A%252F %252Fwww.google.com%252
F#tab-ww-xclarity-main-tab-5

+ LXCA documentation:
https://sysmgqt.lenovofiles.com/help/topic/com.lenovo.Ixca.doc/aug product pa
ge.html

« LXCA video tours:
https://datacentersupport.lenovo.com/lu/en/solutions/ht513652
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