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Lenowvo XClarity Controller

What is Lenovo XClarity Controller?

Lenovo XClarity Controller (XCC) is the baseboard management controller (BMC) for
ThinkSystem servers.

XCC comes standard with all ThinkSystem servers.
XCC key features include:

« System health monitoring

* Firmware updates
- BMC: setting configuration Clarity“ Controller

» RAID setting configuration

- Remote control (requires an additional license key)
« Watchdog and alerting capabilities

* Event logs and service data collection

- User account management
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Lenowo XClarity Controller

Majondifferences between XCC'and IMM

There are a number of key differences between’XCC B
and IMM, the BMC console for System x servers: i_*;.‘;‘:_‘;,:j:j‘:'_TM_T;;’E@S_@_,@ -
» The XCC GUI supports HTML5 wevepaass bl |
« XCC supports National Language Support (NLS) e
» Java and ActiveX clients arc maisswspesias (0 use e —

the XCC remote control feature, which was replaced proie o IR

with HTML5 capabilities G

« XCC supports international keyboard mapping

« XCC supports SNMPv3 Trap Systemx IMMhomepage

« XCC supports Redfish o = | —— o

« XCC smmsssme® support Web Services-Management
(WSMan)

« XCC supports the latest/IPMI 2.0 specification

ThinkSystem XCC homepage
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Lenovo XClarity Controller

There are three XCC editions: Standard, Advanced, and Enterprise.

The Standard edition is fif@& and bundled with the system, so users uunnsisaaashto manually
install it.

To upgrade XCC from the Standard edition to the Advanced or Enterprise editions, users must
buy the corresponding license and then use the license activation key in XCC to enable it.
Click the buttons to see more information about each XCC edition.

Note:

» To upgrade XCC to the Enterprise edition, users must first upgrade to the Advanced edition. If users

do not follow this procedure, a warning message will be displayed on the XCC BMC Configuration
— License page. Click to see a screenshot.

* The ST50, STS0 V2, SR6395, and SR635 do not support XCC.
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Lenovo XClarity Controller

XCC Standard edition

The Standard edition offers the following key features:

« System information and inventory gathering

« System/status and health monitoring

 Alerts and notifications

« Event logging

« Network connectivity configuration

« Security configuration

- System firmware updates

« Server setting and device configuration

» Real-time power usage monitoring

« Server power remote control (Power on, Power off, Restart)

- Features on Demand (FoD) activation key management

- Ability to capture video display contents when an operating system hang condition is
detected
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Lenovo XClarity Controller

XCC Advanced edition

The Advanced edition adds the following functionality to the Standard edition features:

- Ability to remotely watch video with graphics resolutions of up to 1920x1200 at 60 Hz
with 16 bits per pixel

» Ability to remotely access the server using the keyboard and mouse from a remote
client

» Ability to record and replay the video from a remote control session

- Ability to remotely deploy an operating system
« Component replacement logs

» Syslog alerting

- Ability to redirect the 'serial console via SSH

« Security Key Lifecycle Manager (SKLM)

 |P address blocking

» Graphical display of real-time and historical power usage data and temperature
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Lenovo XClarity Controller

XCC Enterprise edition

The Enterprise edition adds the following functionality to the Advanced edition features:

« Power usage capping

- Ability to'map the ISO and image files located on the'local client as virtual drives for
use by the server

- Ability to ' mount the remote ISO and image files via HTTPFS, CIFS, and NFS

» Ability to collaborate across up to six users of the virtual console

+ Virtual console chat

- Ability to capture and replay the server's boot-up video

- Ability to capture and replay the server's video information leading up to the point
where the operating system might hang or crash

« Out-of-band (OOB) performance monitoring

- Ability to control the quality and bandwidth usage of the virtual console



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri




Lenovo XClarity Controller

How to accessiXCC

The default static IPv4 address assigned to XCC is 192.168.70.125.

XCC is initially configured to obtain an address from a DHCP server, and if it cannot, it uses the
static IPv4 address. When booting up the server, the booting splash screen includes the BMC IP
address that can be used to access the XCC Web interface. Click to see a screenshot.
XCC also supports IPv6, but XCC (eessmeimimemc o default/fixed static IPv6 IP address. For initial
access to XCC in an IPv6 environment, you can either use the 1Pv4 IP address or the 1Pv6 link-
local address. XCC generates a unique link-local IPv6 address using the IEEE 802 MAC address
by inserting two octets with hexadecimal values of OxFF and OxFE in the middle of the 48-bit MAC
address and flipping the seventh bit of the MAC address.

For example, if the MAC address is 08-94-ef-2f-28-af, the link-local address would be
fe80:0a94:efff:-fe2f- 265 ™"

Note: The BMC IP address can be used to access XCC using telnet/SSH and to remotely
access XCC with the IPMlitool.
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Lenovo XClarity Controller

Setting up an XCC network connection using LXPM

After starting the server, LXPM can be used to configure the XCC network connection settings.
The server with XCC must be connected to a DHCP server, or the server network must be
configured to use the XCC static IP address.

Work through the following procedure to set up the XCC network connection.

( Click each number in turn to see the procedure.
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Lenovo XClarity Controller

e 8000 15 ThinkSystem

Open LXPM by pressing F1 when " e . |
& JOYE3 F1 triggered remotely, preparing to boot into
you see the splash screen. fachin Type 7DIK R

; i 256 GB memory detected
10.10.1.68 Independent mode, usable capacity 256 GB

= Brone X =11RK (12/ 1)
UEFI Version 120 UBETIBK (12/ : 2 processor (s) detected, 48 cores enabled
BMC Version 180 TGRTAR0S (1 Intel (R) Xeon(R) Gold 5318Y CPU @ 2.10GHz

[Fi:System Setup |  [F10:PKE Boot

Licensed Materals - Property of Lenovo. © Copy t Lenovo and other(s) 2022 e e— T;
Lenovo is a trademark of Lenavo in the United States, other countries, or both I F2:Diagnostic F12:0ne Time Boot Device

ster (D-0—0—0—6-0
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Lenowo XClarity Controller

Setting up an XCCMEtWork connection using LXPM

Clarity
Provisioning Manager

System Summary
RAID Setup

0S Installation

In LXPM, select UEFI Setup from the @ Firmare Updte
navigation menu. e

"

Cloning
Diagnostics

Effortiess Reset

ThinkSystem SD630 V2 @ @ 0 B

XClarity Provisioning Manager

XClarity Provisioning Manager provides an easy-to-use interface for setting up your server.After
you click Apply or Skip,this page will not show again.You can access it anytime from the 7" icon
at upper right corner.

Note: 1.For maximum runtime integrity,run a full memory test prior to putting a server into
production. 2.0nly US keyboard is applicable for correct output.

Basic System Settings

System Date: lmn vy 05 v I l 12 v | First Boot Device: VMware ESXi v
System [ o8 vy o8 ¥ ] Io) v | BootMode: UEFI Mode v
Time: !

Language: |["""h v

Management Network Basic Configuration

Network Interface Im,,“(w Port - ‘ Host Name ‘ SD630V2-4 I
Port:

1P Address: [ 10 .10 .1 .98 ]5“""""““’ | 255.255.252.0 ’
Default Gateway: | 10 .10 0 .3 l

BMC Credentials
Current User Name: USERID

New User Name: [ | Current Password: l
New Password: I Confirm Password: I
Apply l ‘ Skip l
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Lenovo XClarity Controller

Settinggupran XCCHEtWoOrKk connection using LXPM

Select BMC Settings, and then click Network Settings in the content area.

Clarity
~
SR ThinkSystem SD630 V2 & © @ =
Provisioning Manager
{ Exit UEFI Setup (..
Clarity @ @ o B Attention: Must click the “Save Network Settings™ at the bottom of this page to save any change on
. s . ThinkSystem SD630 V2 this page and its subpage. ek
Provisioning Manager System Information F. .
Network Interface Port [ Dedicated = ]
{ Exit UEFI Setup System Settings "
thernet over USB Interface [ Enabled = Fail-Over Rule None v ] SE
System Information Date and Time
Burned-in MAC Address 7C-BA-E1-D6-41-69
System Settings Setting a Start Options Hostname SD630V2-4 ] O
Restart BMC s
Discard
Dat d T
e Boot Manager DHCP Contrel DHCP with Fallback = I
d
Start Options
BMC Settings I a
Discard
Bant Mansoar 5 Default
n User Security |
Default [ I
User Security
1 Enabled v ]
Local Link Address FEB0:0000:0000:0000:7EBAELFF.FEDG:4169/64
VLAN Support Disabled 3 ]

» Advanced Setting for BMC Ethernet

Reboot is required for the new setting to be effective,
Q Setting to control Fail-Over types allowed
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Lenovo XClarity Controller

Setting'up an XCCmetwork connection using LXPM

On the Network Settings page, select
one of the Network Interface Port
options. The BMC provides the choice
of using a dedicated systems-
management network connection or
one that is shared with the server.

Step

Clarity
Provisioning Manager

{ Exit UEFI Setup

System Information
System Settings
Date and Time

Start Options

Boot Manager

BMC Settings

User Security

ThinkSystem 5D630 V2

Attention: Must click the "Save Network Settings® a
this page and its subpage

t the bottom of this page to save any change on

2 2 @ B

Network Interface Port

Fail-Ower Rule

Dedicated

Dedicated
| Shared

Burned-in MAC Address

Hostname

DHCP Control

IPvE

Local Link Address

VLAN Support

» Advanced Setting for BMC Ethernet

TC-BA-E1-DE-41-69

5D630V2-4

DHCP with Fallback

Enabled

'|
'|

FEBO:0000:0000:0000:TESA:ELFF:FEDG:4169/64

Disabled

“—

Back

Save

Discard

Default
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Lenovo XClarity Controller

ISettingmap anXCCetwork connection using LXPM

Clarity
25 Think & =B =
Provisioning Manager SEIPO RSN & o

In the DHCP Control field, choose ( Exit Ut Setup -
between Static IP, DHCP Enabled. O S |
or DHCP with Fallback: This field I,
affects what IP address is assigned — -

to the BMC interface and whether it e | o
will be provided by DHCP or be a — T 5

user-specified fixed IP address. B Settings - Dhoce et a

DHCP with Fallback Default

If Static IP is selected, the user | |
must specify the IP address, subnet | |

}None v | Sve

maSk’ a nd defaU|t gateway' :.:vslu k Add Ar::::o-oooo 0000 7ESA'E1FFFED:—4‘169 64

| Disabled v

> Advanced Setting for BMC Ethernet

0 Configure DHCP Control or manually configure a static IP address. Fallback will use static

IP address if DHCP fails. Select Static to enter IPV4 address manually.
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Lenovo XClarity Controller

Setting up an XCC network connection using LXPM

Clarity
Provisioning Manager

ThinkSystem 5D630 V2

{ Exit UEFI Setup
MHetwork Interface Port

System Information Fall-Over Rule

Click Save Network Settings to
apply the changes, and then exit

System Settings Burned-in MAC Address

LXPM. It will take approximately orce convl
one minute for the changes to i
take effect. T

[ sty

Local Link Address

VLAM Support

= Advanced Setting for BMC Ethernet

‘ Dedicated v |

‘Nune v |

7C-BA-E1-DGE-41-69

SD6E30V2-4

DHCP with Fallback

| |
| "]
| l
| |
| |
| d

Enabled

FEBD:0000:0000:0000:TEAA:ELFF:FEDG:4169/64

lDuubled - ‘

ﬂ Commit the changes to BMC. Please allow a few minutes for the changes to take effect.

Step
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Lenovo XClarity Controller

‘Logging in to XCC

SDe30VvV2-4
ThinkSystem SD630 V2

System Cvents A 1

Machins Type

Sarlal Number JolE
Power Stata on

BMC 1P 10.10.1.98

Location Bldg &, Room 04nll, Rack 7,

( Click each number in turn to see the procedure.

ster @—0—60—0
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Lenovo XClarity Controller

EogGinginito XCC

Open a Web browser and type in the IP address or XCC host name.

SD630V2-4 Clarity Controller
ThinkSystem SD630 V2

System Evenls L 1

o hlpe e _

Serial Number J10
Power State On
BMC IP 10.10.1.98

Lacation Elltjg 'i. Roam [Hlii!. Rack ?.

Lenovo
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Logging in to XCC

Select a language from the drop-down list.

Supporied Browsers

SD630V2-4 Clarity Controller
ThinkSystem SD630 V2

Serlal Humber J10
Pawar Stata Om

BML 1P 10.10.198

Location Bidg &, Room D4nld, Rack T,

ster @—2—0—0

Lenovo
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Logging in to XCC

Type in the username and password. The default username is USERID, and the default
password is PASSWORD (with a zero, not the letter O).

For better security, change the username and password during the initial configuration.

SD630V2-4 Clarity Controller

ThinkSystem SD630 V2

System Events A1

Machina Type DK
Serial Number J1op.
Power State On

BMC IP 10.10.1.98

Location Bidg &, Room 04ni3, Rack 7,...

ster @—@—>—0

Lenovo
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Logging in to XCC

Click lkogin to start the session. The browser will open the XCC homepage:

. i~ T I . 5y = e . i . IBA R .y =
Clarity Contraller U] ¥ ThinkSystem SD630 V2 Sysiem name: SDEMYE-A =) Export & SUFPCAT (@ &d41am
Homg: .

fi Health Summary  Ackve Syilem Events (1) a9 Syslem Information sl S=0lings L
B Evenis TeinicEysnem SOA0 V2 Fraar On (Boasag 06 of i urdstesssd O5)
E= Inuantory Serisl ko DTz
3¢ 3 rataded 3118 npaied 3/ 4 ingaied Hyalar Harw ra
0 sization Foort USE Cwnen b =T ra
) - 7 4 =l R— s 5
B Sloage ==
- - - ) B 1262 TRT s
[ Remcls Consoka 4 gtz ez *
EQ [Eu fc &>
& Firmvars Updaln 20 (Buiid IT -+
1@ >
& SenorContouration Lazafion o s =Y
B EMC Confgurabion
Camck AChons a Fower Ublization Sysbem Unleaion o e
1) Powar Adian [ s [Pee———— *: — i
Surpst
ALEL] ™ ELl
oF u Crrers
Remota Coneala Pravies o e “
B Captrs Sorwan Temparature -:
[ & Setings
B Rewied Vides cPLH cPuz
O Latest Falur Screen

Step )—(4)
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Lenovo XClarity Controller

XCC GUI overview

The XCC GUI is divided into
two sections: the navigation
panel, which lists possible
actions, and the content
window on the right.

The content window uses a
modular layout to give users
a quick view of the server
status and further actions
that can be performed.

Lenovo

|«

Content window

...............

L R

ca

Navigation panel
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Lenovo XClarity Controller

XCC Homepage

The Homepage dashboard contains common system status information and actions.

Clarity Controller [0 1 ThinkSystem SDEI0VZ Syatem name-SORIN-4 « Expori & SUPFCRT (@ 541am =
Ho
# Home Health Swmmary | fciwe Systern Events (1] @ Syslem Informestion and Seltings L]
B Eveits TrinkEyutarn S030 W2 Frowar On {Booting OF arin undetected 0F)
{j | ﬁ Wazhive Trpa Vol TOHKCTO AN
i= Irmveriory R——
Mame: s Gizrage
33 wbed & npiabes 4 nytabed Sy Name LEa .l'
B Uikcalon Front USE Cwnersiis Ehared mode: ewhad by HOST 7
u i u EMIC Liense Lenagwn XClariy Conmoler Ennempeize Upgrade * _}
B Storage 'E I;l *
BAST 1 ez rmen 0.0 =
[5 Remobe Conssle 4 iratated E - o 3
E a0 B0 [Build TEE =
& Frmwore Updois wruon Bl e 11 =»
[ =n li] >
& Server Cortguration Lagasor Evig 8. Roam $4013. Fack T, Lowest uric 24 +
BMC Configuration ]
Quick Actions Povwer LUkilizaticn System LMtilization cCa
—— . . o Click here to see
Powae Azt |D eocatien Lo 08 [ Y. -
more information.
0EE ™ 414
Console @ cPu Memany Senam
B Capture Streen Temperature [
£ s=tngs
D Racordan Videas e P
@ Lzmzst Falurs Soreen
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Lenovo XClarity Controller

XCC Homepage

The Health Summary section contains common system status information. If any
warning (yellow) or error (red) icons are displayed, users can click the icon to see more

information.

! ThinkSystem SD630 V2 System name:SD630V2-4
Health Summary Active System Events (1) (7]
3 : ) 8
e CPU Memory Local Storage
2/ 2installed &/ 168 installed 3/ 4 installed
-
ig| A
] 'a s —
4 installed
= g Ll L
f, System The number of bool attempls has been exceeded. No bootable device found.
Board :
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Lenowo XClarity Controller

XCC Homepage

Users can also find'detailed system warning and error information in the Active System
Events tab.

Clarity Controller ! ThinkSystem SD630 V2 System name:SD630V2-4

A Home

Health Summary  /Active System Events (1) (7]

B Events

e i= |nventory

Utilization

' System Board The number of boot attempts has been exceeded. No bootable device found.

Storage

Remote Console

Lenovo
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Lenovo XClarity Controller

XCC Homepage

The Quick Actions section includes the following:
* Power Action: Use Power Action to control the server power or restart the server.

 Location LED: Use this button to ‘control the location LED (turn on, turn off, or set to
blinking) to help with locating the server.

- Service: Click this button to get the service data for problem determination use.

e Quick Actions 9

(Y Power Action ID Location LED: Off ¥ service

Note: The XCC service data tinassaeisne®® OS-level logs. To collect the complete
FFDC log with OS-level logs, use OneCLI instead.
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Lenovo XClarity Controller

XCC Homepage

The remote console feature allows access to the server's operating system. Click the
window to open a pop-up window in which users can configure virtual media and/launch a

remote console session on a new Web page.

Lenovo

Remote Console Preview 0

[ cCapture Screen

E e Settings

B recorded Videos

@ Latest Failure Screen

Note: The remote console feature requires an XCC Advanced edition license.
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Lenovo XClarity Controller

XCC Homepage

The System Information and Settings section contains a summary of common system
information. Click the pen icon iz to change the property or setting. Click the arrow icon =
to see additional information. Click the upward-pointing arrow icon ' & to upgrade the XCC
license.

System Information and Settings 0
ThinkSystem SDB30 V2 Power On (Booling OS or in undetected OS)
Machine TypeModel TDIKCTOTWW
Serial No J101YB3X

e System Name SDE30V2-4 ,‘
Front USB Ownership Shared mode. owned by HOST f’
BMC License Lemovo XClarity Controller Enterprise Upgrade i _)
BMC IP Addrass 10,10.1.98 -)
BMC Hostname SDBI0V2-4 —
BMC Version 1.80 (Build ID: TGET30S >
UEFI Version 1.20 (Build ID: USE116K >
LXPM Version 3.11 (Build ID: XWL112E >
Location Bidg &, Room 04ni3, Rack 7, Lowest unit 28 =
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Lenovo XClarity Controller

XCC Homepage

This section contains a summary of the current system power consumption, compute
utilization (system, CPU, memory, and |/O subsystem), and temperature readings.

Power Utilization System Utilization C o

0% 0% 0%
157TW

Qutput
109W aw 40W
CFU Memory Others

Temperature

CPU Memory o System

CPU1 CPU2
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Lenovo XClarity Controller

XCC Homepage

In any section, click @ to see a description of the corresponding XCC function.

! ThinkSystem SD630 V2 System name:SDE30V2-4

‘& |
Health Summary Active System Events (1) \; System Information and Sg

This section shows the current status of the major hardware components in
the system. The small symbol at the upper right comer of a component

i System Board The number of boot attempts has been exceedad. No bootable device
= ' - Fetnan 1 TIESEE L jeon indicates the health status of that particular component

« GREEM square indicates that the component is operating normally.
« YELLOW ftriangle indicates that a waming condition is present.
s« RED circle indicates an error condition

The number of active events for the component is displayed in the symbol
Click the hyperlink below to view detailed inventory information for that
particular component

Warning and Error events currantly present in the system are displayed in
the Active System Events tab.

UEFI Version

I WA A fnenian
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Lenovo XClarity Controller

The Events page — Event Log tab contains a historical list of all hardware and
management events.

. 1 1 ] —
Clarity Controller B System name: SD630V2-4 o Expot & SUPPORT @ 322AM =
ThinkSystem SD6...
Home EventLog AuditLog Maintenance History  Alert Recipients
Il Customize Table g Clear Logs
Type| € 1 lnl Fvent Sources = | All Dates - Q,
Inventory C Refresh °
Utilization Index Severity Tl Source 1l Common D 11l Message 11 Date ]
0 [ System FQXSPNM4011] ENET[CIM:ep1] DHCP-HSTN=SD630V2-4, DN=sysxediab.net, IP@=...  May 1
Storage
1 (0] System FQXSPPWO009I Host Power has been Power Cycled. may{  Click here to see
Remole Console more information.
DINOR LOnSowo 2 [ System FQXSPNM40111 ENET[CIM:ep1] DHCP-HSTN=SD630V2-4, DN=sysxediab.net, IP@=...  April ]
N 3 n Power FQXSPPW2008I Host Power has been tumed on. March
Firmware Updale R N
4 [l Power FQXSPPWOODSI Hast Power has been tumed off Febry
Server Configuration - -
; 5 ll Power FOXSPPW2008I Host Power has been tumed on. Febru
BMC Configuration 6 [ Power FQXSPPWOO008! Host Power has been tumed off, Febry
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Lenowvo XClarity Controller

The Audit Log tab contains a historical record of user actions, such as logging in to
XCC, creating a new user, and changing a user password.

5 1 [ / —
Clarity Controller [C) & System name:SD630V2-4 < Expot & SUPPORT @ 325AM =
ThinkSystem SD6...
fi Home Event Log | AuditLog | Maintenance History  Alert Recipients
B Events
Il customize Table T Clear Logs !
Type [0 ! All Event Sources v | All Dates ~ Q
*= Inventory C Refresh £
[ Utilization Index  Severity Tl Source 1! Common ID Tl Message 11 Date 1l
0 n System FQXSPSE4001| Remote Login Successful Login ID: SUPPORT using def. May 17, 2022
B Storage
1 n System FQXSPBR4003I mm Controller SN2 J101Y63X: Configuration s May 16, 2022
Remote Console : . A
2 II System FQXSPSE4002| Security: Userid: ps-us@sysxediab.net using default auth... May 16, 2022
4 Firmware Update 3 Ry} System FQXSPSE4002! Security: Userid: USER using default authenticationhad ... May 16, 2022
4 n System FQXSPBR4005I Management Controlier SN# J101Y63X: Configuration s... May 15, 2022
Server ConfIGUIATION |
5 n System FQXSPBR4005I Management Controller SN# J101Y63X: Configuration s. .. May 14, 2022 ..
BMC Configuration 6 i | System FQXSPBR4003I Management Controller SN# J101Y63X: [Configuration s May 13, 2022
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Lenowvo XClarity Controller

Events page

The Audit Log tab contains a historical record of user actions, such as logging in to
XCC, creating a new user, and changing a user password.

Clarity Controller ! System name:SD630V2-4 & Expot & SUPPORT (® 325AM =
ThinkSystem SD6...
fi Home EventLog | AuditLog | Maintenance History  Alert Recipients
B Events
"I Customize Tabie 'ﬁ Clear Logs !
Type [0 ! All Event Sources v | All Dates ~ Q
= Inventory C Refresh =
[ Utilization Index  Severity Tl Source 1! Common ID Tl Message 11 Date 1l
Storage 0 n System FQXSPSE4001| Remote Login Successful. Login ID: SUPPORT using def. May 17, 2022
1 R System FQXSPBRA4005I Management ControllerSN# J101Y63X: Cofifiguration’sy].  May 16, 2022
Remote Console : . A
2 n System FQXSPSE4002| Security: Userid: ps-us@sysxediab.net using default auth... May 16, 2022
4 Firmware Update 3 Ry} System FQXSPSE4002! Security: Userid: USER using default authentication had ... May 16, 2022
4 n System FQXSPBR4005! Management Controller SN# J101Y63X: Configuration s. .. May 15, 2022
Server Configuration -
5 i | System FQXSPBR4005I Management Controller SN# J101Y63X: Configuration s. .. May 14, 2022 ..
BMC Configuration 6 i | System FQXSPBR4003I Management Controller SN# J101Y63X: Configuration s.. May 13, 2022
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Lenowvo XClarity Controller

Use the Alert Recipients tab to add and modify email and syslog notifications or SNMP
trap recipients.

Clarity Controller O System name:SD630V2-4 «$ Expot & SUPPORT @© 332AM =
ThinkSystem SD6...
Home EventLog AuditLog Maintenance History  Alert Recipients
Events
Email/Syslog Recipients (0) = Create [ SMTP Server (€ Retryand Delay %)
Inventory
Create Email Recipient .
Name Method Address Action
e Utilization Create Syslog Recipient
Storage
SNMPV3 User (0) FCreate [z SNMA
Romote Goneol User Access Address for traps  Authentication protocol Privacy protocol Action

Firmware Update

Server Configuration

BMC Configuration
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Lenovo XClarity Controller

The Inventory page contains components information for the

Clarity Controller

Home

= Inventory

Utilization

Slorage

Remote Console

# Firmware Update

Server Configuration

BMC Configuration

system.

! ThinkSystem SD630 V2

CPU: /2 Installed

Socket Model

cPU1 ntel(R) Xeon(R) Gold 53157 CPU @ 2.10GHz

FRU Mame cPU 1
Manufaciurer ntel(R) Corporation

Max Speed 2400 MHz

Maamurm Data Width Capable Sd-pit NOT capable

Family ntel Xeon
Max Threads 48
cPu2 Intel{R) Xeon{R) Gold 5215 CPU @ 2.10GHz

DIMM: 8/16 Installed

Slot Type

DiinAnA 2 oDR4

System name:SD63I0V2-4

Max Cores

L1 Data Cache Size

L1 Instruction Cache Size
L2 Cache Size

L3 Cache Size

‘ioltage

Extemnal Clock

Capacity

32 GB

Part ID

3330 3730 3538 3430

1152 KB
T3 KB
30720 KB

F0304 KE

3330 3738 3538 3430

Fart Numbser

M3Q3A4K40EE3-CWE

= Export

(30785820

(30785840 >

2 SUPPORT @ T18AM

Guick Link
m oy

DISK
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Lenovo XClarity Controller

The Utilization page contains a summary of common server utilization information.

Clarity Controller

# Home

EH Events

Inventory

LUiilization

Storage

4 Remote Console

Finmware Update

Server Configuration

BMC Configuration

! ThinkSystem SD630 V2

Temperature  Hisiory

Arnbient Termnperatura

Power Utlization  voitage

Current Output Power Consumption

224N B Mamary

System Liilization

System name:SDE30VZ-4

component Temperature  [EIL__]

cPU1

= Export

2 SUPFORT (8 T19AM

. Mormal

Waming W Criticail

O cPu2 DikARA
Frevious hour | [System » |
=0= Max -g- Average (T
06:2430 062930 083930 064430 D430 0 0850 430 G} 07143

Click the image
to switchto a
table view.


Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri




Lenovo XClarity Controller

The Storage — Detail page contains detailed drive information.

Clarity Controller

#f Home

B Events

Inventory

Utilization

Storage

Detail

RAID Setup

Remote Console

Firmware Update

Storage Detail

Controller 1: (PCI Slot 15)

Location Manufacturer Product

Bay 1 Intel S5DSC2ZKB24

Bay 3 Intel S5SDSC2KB24
Backplane

Name Drive Bays

Backplane 1 Bay 0 - Bay 7

! ThinkSystem SR860 V2 System name:

Status

B nomal
n Marmal

Manufacturer

LNWVO

Capacity Interface

240 GB SATA

240 GB SATA

Serial Number

XXX BCDo019

«, Export

Farm
Media
Factor
S5D 2497
55D 25
Part Number
SCETAZE300

USERID @ &:07 AM

Miscellaneous

100% Remaining Life

100% Remaining Lifa

FRU Number

>
|

Click here to see
more information.
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Lenovo XClarity Controller

Storage page

The Storage — RAID Setup page can be used to configure RAID settings. At present,
the RAID Setup page sewwempesge®d i0 set up the RAID configuration for NVMe drives.

Clarity Controller ! ThinkSystem SR860 V2 System name: =% Export . USERID (® 6:10AM =
ft Home Array Configuration, Storage Inventory Q
B Events

0 Please be careful with RAID Setup while OS is running. Incorrect operations might cause data loss. Enable edit mode

-
== [nventory

Controller 1: (1 virtual disk created)

M uiilization
RAID O E
Ei Storage
Virtual Disk 1:
Detail Optimal
445.172GB
RAID Setup
Disk Aray O,RAID D

E Remote Console

2 Firmware Update
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Lenowvo XClarity Controller

Storage page

The Storage — RAID Setup — Storage Inventory tab contains disk array and drive
information for the system.

Clarity Controller

A Home

B Events

‘= Inventory

[ utilization

B Storage

Detail

RAID Setup

[ Remote Console

Lenovo

! ThinkSystem SR860 V2 System name: < Export & USERID @® 6:11AM =
Array Configuration | Storage Inventory (7]
@ Please be careful with RAID Setup while OS is running. Incorrect operations might cause data loss. Enable edit mode

Controller 1: (PCI Slot 15)

Disk Array 0: RAID 0, 2 Drives

Disk Drive Drive State Type Serial No. Part No. FRU Part No.
Drive 1 Online 240GB 6Gbps SATA 2.5° SSD BTYF92640934240AGN

Drive 3 Online 240GB 6Gbps SATA 2.5" SSD BTYF926408QK240AGN
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Lenovo XClarity Controller

RemoteiConsole page

Use the Remote
Console page to
remotely control the
system or mount local
media files to the remote
system.

The Remote Console
Preview feature requires
an XCC Advanced

edition license.

The Mount Local Media
File feature requires an
XCC Enterprise edition
license.

Clarity Controller

# Home

B Evenis

= Inventory

M Utiization

B Storage

[% Remote Console

& Firmware Update

&= Server Configuration

BMC Configuration

[U] ¥ ThinkSystem SDE30 V2

Remote Console Preview

Remote Console Java Client

System name: SDE30V2-4 =, Expot B SUPPORT @ T:23AM

& Capture Screen
£ Settings
B Recorded Videos

O Latest Failure Screen

Dizabled

n Mount Local Media File

120 or IMG files located on the client can only be mounted to the host system fom the Remobe Conscle window. Launch the Remote Conscle window bo mount local files as virtua

media.

Total 0 virtual media mounted

Mount Media File from Network: D mounted
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Lenovo XClarity Controller

Use the Firmware Update page to update system firmware. Some component firmware

updates might require XClarity Essentials tools (Update Xpress or'OneCLI).

Clarity Controller

# Home

B Events

= Inventory

M Utilization

B Storage

[ Remote Console
Firrmware Update

&= Server Configuration

B BMC Configuration

[U) '§ ThinkSystem SD630 V2

System Firmware

Type Status Version
1 fimar 1
1 » netive 1.41
towg 1.20
"
=1 " 1
- e ]
Adapter Firmware

Thig section lists the adapier frrware that can be up

MNaobe: please waitl until the system boots into F1 S&tup or D5

Slot Mo Device Mame

Update from Repository

CIFS * Input URL

System name: SDE30V2-4

dated via the BAMC, For adapie

_______

Status

Verzion

14311014

«f Export & SUPPORT (O 7:22aM =

& \pdate Firmware (7]

Feleaze Date

2021.12.20

4 Update Firmware (7]

als can be vsed o update firrwane

Wanufacturer Releass Date
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Lenovo XClarity Controller

Firmware Update:jUpdate from Repository

The Firmware Update page has an Update from Repository section. Users can create a
repository, upload firmware files to the repository, and then use the XCC Firmware Update
page to update the system firmware from the repository.

The repository can be a common Internet file system (CIFS — previously known as SMB)
mount or a network file system (NFS) mount.

B storage

Update from Repository
[£ Remote Conscle

CIFS * 1 Input URL:
# Firmware Update Iﬁ

NFS User Name: Password:

£n Server Configuration Mount Options: Domain:

BMC Configuration

Reseat

Lenovo
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Lenovo XClarity Controller

Server Configuration page

The Server Configuration — Adapters page contains information about the adapters
Installed in the server.

Clarity Controller (U] ' ThinkSystem SD630 V2 System name:SDE30V2-4 « Export & SUFPORT

Home
f H This page displays the status information for adapters that support status monitoring. To check out the inventery information of all

= installed adapters, visit the Inventory page.
Events

:= Inventory

Adapter: Mallanox ConnectX-4 Lx 10/25GbE LOM (OnBoard)

P t N LY Connect- OV25G0E LOM
M Utilization roduct Name: Mellancx Connaecti-4 Lx 107253 il
Serial Number: MN&

B Storage Part Permansnt Address Link State Link Speed (Gbps)
[A Remote Console 1 TCEAE1DA4108 up 25 |
2 TCEAE1DAA1AT up 1 .
# Firmware Update Click here to see

more information.

Server Configuration

Adapters
Boot Options
Server Properties

BMC Configuration
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Lenowo XClarity Controller

Server Configuration page

Use the Server Configuration — Boot Options page to configure the system boot mode
and boot order.

Clarity Controller ! ThinkSystem SD630 V2 System name:SDE30V2-4 =} Export & SUPPORT (@ 7:33AM =
Home System Bool Mode and Boot Order c e One Time Boot Device @
& UEFI Boot Selact the device for one-fime boot at next server restart:
! Legacy Boot No one-time bool =
= Inventory
Boot Order
Utilization
Available devices: Boot order you want to configure:
Storage | uzE storage | Viware ESXi
Hard Disk
Remnks Consos LEGACY: CriBeard
=he | g (0T ry
SEDSCIKBAR0GEL
02JGEE2DTASOSE1LEN

* Firmware Update SATA PORT 0

¥ OnBeard

SEDECZKE4B03EL
(2 JGEE0TASDSEILEN
SATA PORT 1

Server Configuration

Adapters

Boot Dptions

Server Properties

BMC Configuration

Lenovo
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Lenowo XClarity Controller

Server Configuration page

The ' Server Properties page enables users to configure server location and contact
information, select server timeout settings, and create a trespass message that will be
displayed when a user logs in to XCC.

Clarity Controller (8] 't ThinkSystem SD630 V2 System name SD630V2-4 < Expot & SUPPORT @ 7.33AM =
A Home Location and Contact Q
B Events Contact
Rack Name 7 Room No 04ni3
i= Inventory
[ Usiization
Addre:
° 8 -
[4 Remote Consoie
Server Timeouts
# Firmware Update \ .
= pd OS Watchdog Time None Q
&n Server Configuration
Adaplers Loader Watchdog None M 7 ]
Boot Oplions
Server Properties
BMC Configuration
a s
Power Off Delay None M 7
Lenovo
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Lenovo XClarity Controller

BMC Configuration page

Use the BMC Configuration section to configure BMC settings. The Backup and
Restore page allows users to reset the XCC configuration to factory defaults, and also to

back up or restore configurations.

Clarity Controller E ! ThinkSystem SD630 V2 System nam SDEINVZ-4 =, Expol B SUPPORT (O 7TMMM =
# Home l‘? Backep BMC Configerntion @
B Evanis

o Kot Passwond 2 Bul:kup Piocess 3 Daownlaad Bul:k{,p Sl
= Inventory
L b mmiac when 5 F
M Utilization Enerypt only saesiive dals °
B Stomge
B Remole Consola Last backup: ™o bacaup has been reguesied ]
& Finmware Update
> BMC from Fils: 7] .
= Server Conoura Click here to see
= Server Configuration . .
Lastresiore: o restons has been reguesied more Inforrnatlon

P Reses BME io Factory Dedsults

UsenLDAF

Call Home
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Lenowo XClarity Controller

BMC Configuration page

The License page allows users to manage XCC license activation keys.

Clarity Controller [U] ' ThinkSystem SD630 V2 System name:SD530V2-4 < Expol & SUPPORT @ 7:358M =
A Home License Management (7]
& Events
2 Upgrade License | m Delete << Export
i= Inventory
Descriptor Type Feature Desoription UniquelDs Constraints Status

[ Utization

Lenowvo XClarity Controlier Emarprisa Upgraca TOIKJII01YE2X No Constraints © Lcense ey s vald
B8 Storage

Lenovo XClanty Consrolier Advanced Upgrade TOIKJ101YB3X No Consiraints ) Lcense xay 5 vale

e [2 Remote Console
2 Firmware Update

&5 Server Configuration

BMC Configuration

Backup and Restore

License

Network

Security

User/LDAP

Call Home
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Lenowo XClarity Controller

BMC Configuration page

The License page allows users to manage XCC license activation keys.

[U] ! ThinkSystem SD630 V2 System name SD530V2-4

Clarity Controller

#A Home License Management

& Events

2 Upgrade License m Delete = Export
i= Inventory

Descriptor Type Feature Description

[ Utization

Lenowo XCignty Controller Emarprss Upgrada

B8 Storage

Lenovo XClanty Consrolier Advanced Upgrade
[Z Remote Console

2 Firmware Update

&5 Server Configuration

& BMC Configuration

Backup and Restore

User/LDAP

Call Home

UniquelDs

< Expot & SUPPORT @ 735aM =

Constraints Status
No Constraints © Lcense ey s vald
No Consiraints ) Lcense way s vald

(2]
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Lenovo XClarity Controller

BMC Configurationipage

The Network page contains XCC networking property, status, and setting information.

Clarity Controller [@ Y ThinkSystem SDE30 V2 System name SOA30V-4 < Expot & SUPFORT (D 7:35aM =
Home Dok Link
Ethernet Configuration 7] T [ —
E DMS and DONS
e Ethernat Ports & Enabled E ‘
WP Setfings Edhernst Ethemet aver
LIZation 1=
= HiEl Name SDAIVZ-4 Q o
) _ SNV selup
Storage Obtan Host Mame from DHCP ‘ R
wi @ Enabied .:] Pvs @ Enatied .j Servioe Port
A Remole Consola
“Mathed Cétain P from DHCP - ‘
IPE Address Prefiz Agdress
Firmware Uipdate SoTEh Fvd adoress. 0ADTEE nk leeal IP ReE0-TaRa a1 S 4180 na ‘ Festrictior
Meswork masc 45288 282 0 Saslass [P | |Front Panel USB
Server Configuration Staseful IP: o
Defmult gabewary 00T
2201 Wiguration | Actvanced Etharned @ e Configure IPvE
Backup and Restore
Licensa
a
e DNS and DONS
o - o | o s ]
UsarL OAF Sredemed sddress type 1P # IPvE Meinod: Lize domain name obtaingd from i DHCP sensar
Call Home [ Use sdcifionsl CBIS sdress sarvers Demain name:  synasciak et
B Uss DNE oo SEbdwl Lanid x:li"‘!:r-ﬁl!‘"l“' Elrane
m — - I I
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Lenovo XClarity Controller

BMC Configuration page

The User/LDAP page provides access to XCC local user profiles and global login
settings. It also enables users to configure LDAP security and certificate management for

XCC.

Clarity Controller (U "¢ Thinksystem SD630 V2 System name:SDE30V2-4 =% Expot A SUPPORT @ 7:36aM =
# Home Local User  LDAF Alcrw logors from Leaal firgt Than LDAP - ﬁ‘
B Events

112 local users 337 mlas a Creale £ Global Settings
= Imventory

Name Rale Advanc ad Adtribute Password Expiration Active Sessions Action
M Utilization

USERID Administrator Mative Mo Expiration A m

B Storage

e [Z Remole Console

& Firmware Update

& Server Configuration

BMC Configuration

Backup and Restore

Licensa

Mabwork

Securily

Usar/LDAP

Call Home
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Lenovo XClarity Controller

BMC Configuration page

XCC supports the Call Home function on ThinkSystem V2 and later systems. Call Home
allows users to create a service forwarder that will automatically send service data for
any managed device to Lenovo Support when hardware error events are received from
specific managed devices. This allows issues to be addressed more quickly.

Call Home is disabled by default. To enable Call Home, open XCC and select BMC
Configuration — Call Home. Users then need to read and accept the terms and
conditions description in XCC. Click to see a screenshot.

e Y
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Lenovo XClarity Controller

XCC supports the command-line interface (CLI). To access the XCC CLI, open an SSH
session and enter the XCC |IP address. Then, use the XCC username and password to log in
to XCC.

For XCC CLI command syntax information and all available commands, refer to the following
XCC CLI documentation site:

# & Introduction You can access the CLI through a S5H session. You must be authenticated by the XClarity Controller
+# 14 Opening and Using the XClar | before you can issue any CLI commands.

# [ Configuring the XClarity Cont Accessing the command-line interface

# 4 Monitoring the Server Status Use the information in this topic to access the CLI.
= A Configuring the Server B ) )
= [J4 Configuring the Storage Logging.in to the command-line session . .
5 @ Updating the firmware Use the information in this topic to log in to the command line session.
# A License Management Configuring serial-to-SSH redirection
2 Lenovo XClarity Controller Ri This topic provides information about using the XClarity Controller as a serial terminal server.

Bl Command-line interface

# EH IPMI Interface
# 4 Edge servers

Command syntax
Review the guidelines in this topic to understand how to enter commands in the CLI.

= 4 Getting help and technical as Features and limitations
& Lenovo XClarity Controller REST This topic contains information about CLI features and limitations.
-enovo XClarity Energy Manager Alphabetical command listing
_enovo XClarity Essentials This topic contains a list of CLI commands in alphabetic order. Links are provided to topics for

. earh rommand Farch command tonic nrovides infarmation ahnut the command  its filinctinn
Lenovo
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Lenovo XClarity Controller

XCC helpful links

» XCC reference information on Lenovo Press:
https://lenovopress.lenovo.conVIp0880-xcc-support-on-thinksystem-servers

- XClarity Controller documentation:
https://sysmgt.lenovofiles.con/help/index.isp?topic=%2FIxcc _frontend%2FIxcc _overview.ht
mi&cp=3

« Customer self support on GLOSSE - this page contains many links for ThinkSystem
management tool articles and demo videos:

https://glossed4lenovo.lenovo.com/wiki/glosse4lenovo/view/Customer%20Self%20Support
[#Lenovo%20XClarity%20Controller%20(LXCC)

Lenovo —
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