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Monitoring devices

IMonitoring functions

XClarity One can monitor the asset inventories,
firmware, health status, and event history of managed
devices. This information can be accessed by
selecting Monitor from the context menu. The
information is grouped into the following sections:

» Alerts are hardware or management conditions that
require investigation and user action. XClarity
One polls the resource managers and displays
alerts that are received from those resources.

« Events are all the resource and audit events.

» Jobs are long-running tasks that run in the
background. A log of all jobs that XClarity One has
started is available.

* Forwarding can send event data from XClarity One
to external applications for monitoring and analysis.
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Monitoring devices

The Alerts section of the Monitor page
contains a donut chart, which shows the
total number of critical and warning alerts,

and also a bar chart, which shows how old
the alerts are.

Click the donut chart to go to the Alerts page,
where alerts are listed with a'description, a
severity level, and resource information. By
hovering the cursor over the item, the date
and time of the alert is also shown.
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Monitoring devices

Monitoring events

The Events section of the Monitor page
contains a donut chart and a bar chart. The
donut chart shows the total number of critical
warning, and informational events. The bar
chart shows how old the events are.

All the information shown here relates to
events created in the last 24 hours.

Click the donut chart to go to the Events page,
where events are listed with a description, a
severity level, and resource information. By
hovering the cursor over the item, the date and
time of the event is also shown.
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Monitoring devices

Monitoring specific device events

Specific devices can be monitored by
selecting Monitor —> Managed devices
—> and then choosing a device.
Information about the device will be
shown on a new page.
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Custom alerts

XC1 custom alerts

XClarity One can set up thresholds on

devices to monitor processor and

memory usage. On the settings

screen, select Thresholds from the

context menu on the right.

The following configurable values are

available:

e Usage: Select warning and critical
thresholds

e Time: Select continuous or a
specific period

If the specified threshold is

exceeded, an alert will be raised along

with a list of actions to take. For

example, if memory usage exceeds

92% for a cumulative 10 minutes

within a 60-minute window, a warning

alert will be triggered.
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Forwarding monitoring data

XClarity One can forward data about events to external services for monitoring and analysis.
Filters can be used to make sure that only data that meets specific criteria is forwarded.
After being set up, data forwarders can be'enabled, edited, or'deleted.

The following methods can be used to forward data:

- Email: Event data is forwarded to selected email addresses

- Web service: Event data is forwarded over the network to a REST web service

GARegression / Forwarding

Data forwarding - °

o)

(=) |Enable data forwarger
ST ate D saript iom Type Destination

*  Edit data forwarde:

1 selected

Lenovo
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Forwarding monitoring data

Creating a datasforwarder

Work through the following steps to create a data forwarder:

( Click each number in turn to see the procedure.
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Forwarding monitoring data
Creating a data‘forwarder

Step 1. Select Data forwarding from the Settings menu, and then click o to create a newdata
forwarder.

~) Pico Hub Team / Forwarding

Loming 1aen

Data forwarding °

MName State Description Type Destination

Mo data

Lenovo


Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri



Miftah Choiri




Forwarding monitoring data

Creating a/dataiforwarder

Step 2. The Create a data forwarder pop-up window will be displayed. Users can select either a Web
service or Email data forwarder, and then enter a name and description before continuing to the next step.

Forwarder Create a data forwarder
< Data forwarder Selact the plattorm where you wast to farwmard data
(O Configure Forwarder Create a data forwarder

Web service

v Data forwarder Select the platform where you want to forward data
Eamaas o O Configure
LN g Em“

& ebservice forwarder Test SMTP

a Test SMTP Forwarder
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Forwarding monitoring data

Creating a datasforwarden

Step 3. Configure the forwarder destination. Click the buttons for more information.

Configuring the forwarder destination through the web service x

« Event data is forwarded over the network to an external REST web service using the HTTPS protocol.
Secure port 443 is used by defadullt.

« The Test Connection button can be used to test the settings. This test involves XClarity One importing
and validating the certificate chain from the web service and then sending a sample event to the web
service.

Forwarder Configure Connection to Web Service
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Forwarding monitoring data

Creating a data forwarder

Step 3. Configure the forwarder destination. Click the buttons for more information.

Configuring the forwarder destination through SMTP for an email data forwarder

« Users can forward event data to email addresses for one or more users in the organization.

« Users cannot send data to external users.

« The emails are sent from noreply@xclarityone.lenovo.com with an Event forwarding subject.

[ Configure Email

'
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Forwarding monitoring data

Creating a l[dataforwarden

Step 4. Configure the event filter

- Filters can be used so that not all data is forwarded. Events can be selected based on the
resource or device component that generated the event, or by event severity
(informational, warning, critical).

- |f you do not provide criteria, data is forwarded for all events generated by all resources.

- Users have the option to enable/disable the data forwarder.

Forwarder Filter
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Forwarding monitoring data

Creating a dataforwarder

Step 5.
An example of an event forwarded by email

[External] Event Forwarding

ation i evesiCode service sewerity eventiClaw orce Lar petRescurce manager frulype mesiagelo gy _Beks
o K DUMMYOTSEIOMOGBCOAICIMANCTASY  © & DUMMIDTSERRARARCOAICIIEAACTARS -
o type: XClarity L sud o type XClarity Management Mub | 8 reb g
r-mq-:-oooomm none  nformationsl sude BESt_CONNICTOn i TEST tasd . o name TEST Wub other — L s wu fapvi/monstonng/events/310
- o IpASdress

An example of anevent forwarded by the web service to anexternal application
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Monitoring jobs

gdobs overview

» Ajob is a process created by a system or
user action. The following actions generate
jobs:

Unmanage hub
Discover device
Manage device
Unmanage device
Power operations
Firmware update
Create a service ticket

« When a job is started, a pop-up window with
a progress bar will be displayed.

* The Jobs panel on the Monitor page
shows how many jobs are'in progress.

+ Clicking the panel title or the' See jobs button
will redirect the user to the Jobs page.

There are (2) running jobs.

When a job is started, you can view all the logs for that job.
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Monitoring jobs

» On the Jobs page, root jobs are listed with
their title, status, start and (if applicable)
end time, and the resource for which the job
was generated. By hovering the cursor over
a running job, a percentage completion
figure can also be seen.

« A maximum of 500 jobs can be listed. If
more jobs are created beyond this number,
the oldest jobs will be automatically deleted.

» Jobs can also be deleted manually.

» More information about a job can be seen
by clicking the job title.

Jobs

Jobs

"""""
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Monitoring jobs

IFilteringyobs by device

Starting from a device page, users S

can navigate to the Monitor page e Jobs

and then the Jobs page to see only e

the jobs for that specific device.

e Click on a job to open its sub-jobs,
which provide additional details
about progress and completion

......

status Manage devices
e Clicking any sub-job opens a dialog

that displays a history of logs

related to the device. (Click

for details)
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