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Resource Discovery, Management, Inventory X“Iarity Administrator
s




Resource Discovery

- Automatic SLP Discovery
- Manual Discovery

Resource Management
Managed Devices Inventory

Unmanaging Resources
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. Automatic SLP Discovery

- LXCA periodically looks for compatible hardware

- Compatible"hardware is displayed in the giscovered hardware grid

- Supportedendpoints can'be'selected for management from that grid

- Managed resources do not appear in the grid

- Can be furnedoff byldeselecting the “ProbeforManageablerSysteéms” option
Manual Discovery

- One or more gndpointsicanibeidiseovered during the "Manualinput” and "Bulk
Import” mange operations

- Allows for RGN=SER discoverablersystems to still be managed
- Non=compatiblé endpoints Will'fail the manage operation

2015 LENOVO INTERNAL. ALL RIGHTS RESERVED. Ilenowvo.






































































. Select the Hardware Menu

. Select the "Discover and Manage New Devices” sub-menu

lfenowo. Clarity Administrator

&2 Dashboard Hardware - Provisioning - Monitoring ~ Administration -

Inventory
n Al Servers

+ Hardware Status = Flex Storage
= Flex Switches

» Flex Chassis

All Servers » Racks | Flex Chassis Racks
H 26 Discover and Manage New Devices 1 . 3 0
19 I | 7 1 0 9
2 M 0 A 0 & 1 My 0 A
0 @ I 08 0@ 0@
| 2 @ o | 1
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lfenowo. Clarity Administrator

Discover and Manage New Devices
=2 Manual Input e Bulk Import

v Probe for Manageable Systems

@ | Manage Selected

[] Name IP Addresses

O

O
O
O
O
O
O
O

&2 Dashboard Hardware ~ Provisioning ~

SN#Y031BG232004 10.2432.80, fe80:5ef3 1.
PIT-CMM-150 10.243.0.141, fe80::421. .
SN#Y010BG3C8025 10.243.3.191, fe80::421. .
SN#YD13BG25PORA 10.243.6.200, fe80::364 .
SN#Y031BG232008 10.243.3.43 fed0:5ef3f..
SN#Y010BG48D07C 10.243.7.151, fe80::421. .
SN#YD10BEG48001J 10.243.7.165, fed0::421. .

SN#YD10BG35G03K 10.243.0.228, fe80::364 .

Monitoring -

Serial Mumber

23DWM55

23DIX85

OEYY ML

23DWM55

23DWM55

DECAVWN

DECAVWP

7101039

Administration ~

Type

Chassis
Chassis
Chassis
Chassis
Chassis
Chassis
Chassis

Chassis

& Status ~

Type-Model
8721-HCA1
8721-HCA1
8721-HCA1
8721-HCA1
8721-HCA1
8721-HCA1
8721-HCA1

a7r21-CTO

Filter

Manage Status
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The manage operation

- Puts the endpoint into system inventory

- Configures the endpoint to centralized authentication

- Configures the endpoint to the setup NTP server

- Configures the endpoint to forward events and audit events to LXCA
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. Managing SLP Discovered Systems

- Select one or more supported endpoints from the Manageable Systems grid

- Press the “Manage Selected” button

fenowo. Clarity Administrator % status -

&2 Dashboard Hardware Provisioning - Monitoring ~ Administration -

Discover and Manage New Devices

== Manual Input =5 Bulk Import

v Probe for Manageable Systems

Q E | Manage Selected | Filter

N

Manage Selected l
D MName IP Serial Number Type Type-Model Manage Status

|V SN#Y031BG23200J 10.2432.80, fe80:5ef3f.. 23DWN55 Chassis &721-HCA1

[l PIT-CMM-150 10.243.0.141, fe80:42f... | 23DZX85 Chassis &721-HC1 Ready
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. Fill in the required fields and select “Manage”
Jenowo. Clarity Administrator

&5 Dashboard Hardware ~ Provisioning ~ Monitoring ~ Administration ~

Discover and Manage New De
Manage

Manual Input Bulk Impo 3
- - 3 ’ SN#Y031BG23200. is going to be managed.

v Probe for Manageable Systems Specify chassis management module (CMM) credentials
user name ( supervisor name) ﬁ< This value is required. I
3 ,.,‘ai Manage Selected password Filte
Specify the password for the CMM recovery ID @
Name IP Addrs RECOVERY_ID password Manage Status
V| SN#Y031BG23200J 10.243 2 confirm RECOVERY_ID password Ready
PIT-CMM-150 10.243.0 o - . ] ] Ready
This will perform the following actions against chassis:
s - . R 1. Configure MTF clients to use the NTF settings from Lenovo® xXClarity B
SN#Y0D10BG3C9025 10243 Administrator Ready
2. Configure for centralized user management
SN#Y013BG25P0RA 10,243 Ready
SN#Y031BG23200B 10243 Manage Ccancel Ready
SN#Y010BG48D0OT7C 10,2437 Ready
— 2015 LENOVO INTERNAL. ALL RIGHTS RESERVED. lenowvo.






Miftah Choiri



Miftah Choiri




. Managing via Manual Input

- Select the “Manual Input” button

lenowo. Clarity Administrator < status -

&% Dashboard Hardware ~ Provisioning ~ Monitoring - Administration ~

Discover and Manage New Devices

=2 Manual Input =5 Bulk Import

Manual Input

v Probe for Kraveges tems

Q | Manage Selected | Filter
|:| Name IP Addresses Serial Number Type Type-Model Manage Status
D SNEYOI1BG23200J 10.243.2.80, feB0:5efif. .  23DWMNES Chassis 8721-HCA1 Ready
[ BT 160 10243 041441 fel0--A2f 2IOFYOR Chaceojo o721 H™1 Boary
— 2015 LENOVO INTERNAL. ALL RIGHTS RESERVED. lenowvo.








Miftah Choiri




. Select “Single System” or “Multiple Systems” radio button
Tenowo. Clarity Administrator

&2 Dashboard Hardware ~

Manual Input
Discover and Manage New De

:(7) Multiple Systems
2 Manual Input 2 Bulk Impo

IP Address:

v Probe for Manageable Systems

g @

Name IP Addrd Manage Status
SN#Y031BG23200J 10.243 3 Ready
PIT-CMIM-150 10.243.4 Ready
SN#Y0D10BG3CO025 10.243. Ready
SN#Y013BGZ5P0ORA 10,243 Ready
SN#Y031BG23200B 10.243. Ready
SN#Y010BEG48D0OTC 10,2437 oK cancel Ready
SN#Y010BG48D01. 10,2437 Ready
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. Enter the IP of the single targeted system and select “OK”

Clarity Administrator

g 1

2015 LENOVO

lenovo.

&% Dashboard Hardware ~

Discover and Manage New Dey

2 Manual Input 2 Bulk Impon

w'| Probe for Manageable Systems

Name
SNEYD31BG23200J
FIT-CMM-150
SNEYD10BG3CA025
SNEYD13BGZ5P0RA
SNEYD31BG23200B
SNEYOD10BG48007C

SNEYO10BG48D01.

IP Addrg

10243 3

10.243.0

1024329

10243 4

1024329

1024279

10.243.4

Manual Input

(@ Single System () Multiple Systems

IF Address: 10.243.3 .61

Manage Status

Feady
Feady
Feady
Feady
Feady
Feady

Feady
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. Enter the IP ranges of the target systems and select “OK”"
lenowo. Clarity Administrator

g =

&3 Dashboard Hardware -

Name
SN#YD31BG23200J
PIT-CMM-150
SN#YD10BG3CA025
SN#YD13BGZAP0RA
SN#YD31BG23200B
SN#YD10BG43D0TC

SNEYD10BG48D01.

Discover and Manage New Dey

2 Manual Input 2 Bulk Impoy

| Probe for Manageable Systems

IP Addre

10243 3

10.243.4

102433

10243 4

102433

1024379

10.243.

Manual Input

() Single System (@ Multiple Systems

10.243.3.61

10.243.3.63

10243371

G addresses to he added.

10243373

Manage Status

Feady
Feady
Feady
Feady
Feady
Feady

Feady
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Wait for manage dialogue to complete

Optionally close the dialogue for the manage operation to run as a
background job

port

SN#Y031BG23200J: Manage Chassis

Addrd Log in to chassis Mana
Collect chassis inventory
Collect node inventory Fead
Collect 'O module inventory
2430 Configure NTP server settings Fead
Configure security policies
= Configure cenfralized user management Read
«+ Manage the chassis Read
Ve
i | Fead
Close
7 Fead
T e ] = Eead
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. Potential Manage Errors:

Manage task:
1) Validate network address and connectivity

Fail if unable to connect or Ginable to determine’managementiP address
2) Determine if already managed by either xClarity or FSM

Fail if a CIM subscription from one of those products is alréady configured on'the endpoint
Manually remove the subscription from the endpoint

3) Gather initial inventory
This could fail for TCP'command'mode or CIMerrors that must first be resolved
Verify'endpoint is configured to allow theSe protocols
4) Verify interoperability
Fail if endpoint is not supported
5) Update DNS settings
Does not fail management if this fails
6) Update NTP settings and sync time
Does not fail management if this fails
7) Retrieve endpoint certificate(s) needed

Will fail if nableoTretrieverappropriateicertificates and add to [fuststore (CMM CACEriificate,
rack server EDAR and CIMICErtificates)
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Potential Manage Errors (cont)

Manage Task (cont)
8) Update connections to make use of certificate(s)
Does not fail management
9) Install xClarity certificate on endpoint LDAP service
Fail management if dnable to'install certificaté on endpoint
Review endpoint event logs and xClarity logs for errors
10) Install CIM indication subscription on endpoint
Fail management
Review endpoint and xClarity logs for errors
11) Configure LDAP settings
Fail management
Review endpoint and xClarity logs for errors
12) Update connections to make use of xClarity user accounts
Fail management
Review endpoint and xClarity logs for errors
13) Enable centralized management
Fail management
Review endpoint and xClarity logs for errors

g 16 |
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. Managed resource inventory is provided throughout the LXCA user
Interface

Provided inventory includes:

- System description information (MTM/SN/UUID)
- Installed components
- System firmware levels
- Health status
- System LEDs
LXCA refreshes resource inventory on event and on periodic intervals

‘- 2015 LENOVO INTERNAL. ALL RIGHTS RESERVED. Ilenowvo.

































. The unmanage operation

- Removes the endpoint from system inventory

- Removes the centralized authentication configuration from the endpoint
- Removes the NTP c€onfiguration from the endpoint

- Removes event forwarding from the endpoint
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. Navigate to an endpoint hardware grid (Chassis or Rack)
. Select one or more endpoint to unmanage

. Select the “Unmanage” button

- : g & .
fenowo. Clarity Administrator Sl
&2 Dashboard Hardware - Provisioning - Monitoring - Administration -
Chassis
Q @ | Unmanage Chassis | All Actions = Filter
D Chassis Status IP Addresses Type-Model Serial Number Product Name Firmware (CMM)
7] Demo - Lenove demo ch ¢&y Warning 169.254.1.3, 16025 | 8721-HC1 00001X8721 Lenovo Flex System .. | 2PET10M/2.4.0 (De. .
[] sSN#YD31BG19G009 [H) Offine B721-FT3 BOBOSFh IEM Accipiter Midplane
{ v SNEYD3I0BG4BI00OD [m) Offine 10243 361, 10243  8721-HCA 23DGL39 Lenovo Flex System ... 1AOMN598 /Version _;
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lenovo.

&2 Dashboard Hardware -

Chassis

3 i‘gﬂ Unmanage Chassis

Chassis Status
Demo - Lenove demo ch {8 Warning

SN#Y031BG19G009 | (M Offline

v SN#YD30BG4Booop | (M) Offline

. Confirm the unmanage operation

- Optionally force the operation to unmanage unreachable endpoints

Clarity Administrator

Provisioning - Monitoring ~ Administration ~

Are you sure that you want to unmanage the
SR SN#Y030BG4ABA0OD 7

Product Name Firmware (CMM)

This will perform the following actions against
SN#Y030BG4B900D:

1. Start to unmanage the chassis

2. Clear the configuration for centralized management
3. Remove the CMM certificate from the management server trust
store

4. Remove access to the NTP server from the CMM

5. Remove CIM subscriptions from the management server

N N T e S

[:] Force unmanage even ifthe endpoint is not reachable.

Lenovo Flex System ZPET10N /2.4.0 (De...
IEM Accipiter Midplane

Lenovo Flex System ... 1TAOMNS98 /Version ...

% Unmanage Cancel
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. Walt for the unmanage progress dialogue to complete

lenowo. Clarity Administrator

&% Dashboard Hardware -

Provisioning - Monitoring - Administration =

Chassis

3 i% Unmanage Chassis

Chassis Status

Demo - Lenovo demo ck {8y YWam

19Goog | (W) Offin

Ll
Ll

SN#YD31B(

v SN#Y0D30BG4B900D (M| Offlin

SN#Y030BG4B900D: Unmanage Chassis

| 0%

Start to unmanage the chassis

Clear the configuration for centralized management

Remove the CMM certificate from the management server trust store
Remove access to the NTP server from the CMM

Remove CIM subscriptions from the management server
Unmanage the chassis

OK

me Firmware (CMM)
x System .. | 2PET10N/2.4.0 (De. ..

er Midplane

B System ... TAONS98 [ Version _..

g
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Potential UnManage Errors

UnManage Task:

If for any reason you can not unmanage an endpoint, you can select the ‘Force’ option. But the endpoint
may need to be cleaned up to allow management again (i.e. clear CIM subscriptions)

1) Connectivity check to the endpoint
If we are Unableé to COMMmUNIcate with the ERApOINtManagementiPaddress we will fail
Use the force option
2) Disable NTP settings
Will not fail the unmanage task
3) Remove CIM subscription
Will not fail the unmanage task, may require additional cleanup later
4) Delete EHCM node account on chassis
Will not fail the unmanage task
5) Disable centralized management
If we fail this we will fail the unmanage task
Most typical failure is a fiméout on the gdisable centralized management on a CMM. Try again or
clean up endpoint manually and do a force option in xClarity.
6) Remove endpoint certificate(s) from xClarity trust store
Will not fail the unmanage task
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