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 Purpose

1. Update firmware on supported hardware
– CMM

– IOM

– System nodes/Rack Systems

2. Update Management Server (Self-Maintenance)
– Two types of Management Server Update (Patch, Supplemental Pack). Regardless of 

update type, the same process is used to update Management Server

– Patch : Code change to the appliance. Changes minor version of Management Server

– Supplemental Pack - Data content changes, such as new Update Repository/Policy

o XClarity FW Updates & Self-Maintenance DST 
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Lenovo XClarity Firmware Updates

Compliance Policy 

Based

 Repository

 Policy

 Apply/Activate
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Lenovo XClarity Update Repository

Repository

 Preloaded 

 Download updates

 Electronic downloads

 Import after downloading 

from IBM FixCentral

 Refresh Catalog

 Download Selected
 Or Import from FixCentral

(linux updates)
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Lenovo XClarity Update Repository

Repository View

Updates grouped by MT or IOM type

System updates further grouped by hardware component
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Lenovo XClarity Update Compliance Policy

Policy

 Preloaded

 Create

 Copy 

 Edit

 Delete
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Lenovo XClarity Update Compliance Policy

Edit Compliance 

Policy

 Organized by MT 

 Compliance Rule

 Updates by 

Component
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Lenovo XClarity Update Policy

Compliance Policy after editing
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Lenovo XClarity Update Apply/Activate

Apply Update
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Lenovo XClarity Update Apply/Activate

Apply Summary

 Multiple end points can be selected

 Update are automatically ordered and queued as appropriate

 Priority:  1. CMM, 2. IOM (only one active on each chassis), 3 System

 Queueing: Throttle limit is automatically set to 20 active end points

 Update Rule

 Stop all updates on error

 Continue on error

 Continue to next system on erro

 Activation Rule

 Immediate activation : Reboot System to 

 Delayed activation : Only valid for System updates. Out of band updates applied, on next 

reboot take effect; Reboot of system applies Option and Adapter. Limit of 20 end point at 

one time. 
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Lenovo XClarity Update Apply/Activate

Apply/Activate 

Compliance Rule

 Compliance rule

 Flag if Downlevel

 Flag if Not Exact Match

 No Flag

 Set by Compliance 

Policy

 Installed version

 Target Compliance

 Enhance Support for 

Down-level Devices
 Determines if “Other 

Available Packages” 

are applied
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Lenovo XClarity Update Apply/Activate

Apply Update: Running Update View
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Lenovo XClarity Update Apply/Activate

Apply Update: Running Update View (Maintenance Mode)
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Lenovo XClarity Update Apply/Activate

Apply Update Result
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Lenovo XClarity Update Apply/Activate

Jobs Log
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Lenovo XClarity Update Management Server
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Lenovo XClarity Update Management Server

Update Management Server

 Two types of Management Server Update (Patch, Supplemental 
Pack). Regardless of update type, the same process is used to 
update Management Server

 Patch : Code change to the appliance. Changes minor version of 
Management Server

 Supplemental Pack - Data content changes, such as new Update 
Repository/Policy
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Lenovo XClarity Troubleshooting

Troubleshooting

 Repository

 Electronic Download reports error: Solve: Check network and Proxy settings

 Updates not imported: Solve: XML file is required, if others are missing then 

update is partially downloaded. Reimport all update files before applying to 

Policy

 Policy

 Policy is organized by MT. For user defined Policies ensure you include MT 

for the System name you are managing

 Apply/Activate

 Cannot apply Policy: Solve: Ensure policy includes support for CMM, IOM, or 

System. Internal Lenovo users may have test signed end points, in that case 

ensure that Policy exists for test signed and production signed firmware.
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Lenovo XClarity Troubleshooting

Troubleshooting

 Apply/Activate

 System component doesn’t have target update (for example a RAID adapter 

component). Solve: Target Compliance check requires Agentless support on 

adapters, apply all updates to system end point.

 Update fails. Solve: For CMM, IOM and core fw (IMM, pDSA, UEFI) after 

some time retry update. If update still fails reboot or restart end point.

 Adapter/option Update fails. Solve: Retry update. If update is not supported 

on end point, then update failure may be ignored.

 General update failures. Solve: View online help for latest information.
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Lenovo XClarity Key Technologies

Key Technologies

 Bare Metal Update (BMU)

 Maintenance Mode OS used to apply Adapter and Option Updates

 Agentless

 Used to gather inventory for Adapter and Option compliance check
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Lenovo XClarity Update Apply/Activate

Critical Update Information
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